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Page

NISTB00-53 CN-11: Windows Registry Changes (Via ForiSIEM Agent)
NIST800-53 S1-4: Top WLAN IDS Alerts

NIST800-53 AC-2: Global Groups Created

NIST800-53 SI-4: Maware found and remediated

NIST800-53 SI-4; Top Ps with Malware Found By IPS and Firewalls

NIST800-53 AC-2: Domain User Password Changes
NIST800-53 SI-4; Phishing atiempt found and remediated

NIST800-53 SI-4; Top Computers wifh Malware Found By Anfivirus and
Seariy Gateways

NIST800-53 SI-4: Spam/Maicous Mai Atiachmentfound and remediated

NIST800-53 AC-2: Local Windows User Accounts Modified

NIST800-53 CN-3: Firewall Coniig Changes Deiected Via Login

NIST800-53 SC-T: Top Pemnitted Uncommon Services By Connecfons, Bytes

NIST800-53 AC-2: Windows domain user accounts delefed

NIST800-53 SI-4: Top External Source Courtries By Network IPS Everts

NIST800-53 AC-2: Windows domain user accounts modified

NIST800-53 SC-T: Top Pemnitted High Port Senices By Connections, Bytes

NIST800-53 AC-2: Windows domain user accounts created
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Report Description

This report captures registry changes defected via FortSIEM Agent
Ranks WLAN IDS alerts

This report captures global group creations

Captures everts thatindicate the viruses found and remediated. This reportis
applicable for host antivirus, security gateways, proxies and frewals that do
content inspection e.g. Palo Alto Firewall, Uniangle efc.

Tradks IP addresses with Mahware as found by IPS - these are somewhat less
reliable than Host Antivirus and Securty Gateways

Tracks password changes
Captures events thatindicate phishing atempt

Tracks computers with Mahware as found by Host Anti-virus and Securty
Gafeways

Captures events thatindicate spam or maiicous mail atiachments were found
and remediated on  host. This reportis appicable for host antivirus, securty
gateways, provies and frewalls that do content inspecfon e.g. Palo Afto
Frewall, Uniangle, Websense Mall gateway, Ironport Ma Gateway etc.

This report captures ocal user account modifications.

This report captures defected startup or running config changes - the changes
are detected by logging nto the device and hence is acourate.

Tracks uncommon services pemitied by frewalls - common services incude
DNS, SNTP, Web

Captures user accounts removed from a domai
This reportranks the countries originaing the most inbound IPS Events
Captures doman user account modifications.

Tracks the high port services permified by firewalls - fese sevices may pose
sequrity nisk

Captures user accounts added b a domain
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NIST800-53 C-3: WLAN Config Change

NIST800-53 SC-T: Top Pemnitted Inbound Connections By Connections, Bytes

NIST800-53 AC-2: Global Windows Groups Created

NIST800-53 IR-5: Top Moniiored Device Groups By Incident Severity, Court

NIST800-53 CN-3: RouteriSwitch Run vs Startup Config Difference Via Login

NIST800-53 IR-4: Monthly Assigned Incdent User Trend

NIST800-53 AC-2: Windows users added To Local Groups

NIST800-53 AC-T: Windows Server Account Unlocks

NISTB00-53 AC-17: Top Wireless Controllers, Users By Successful Logon
Count

NIST800-53 IR4: Monthly hcident Resoluon Time Trend

NIST800-53 S1-8: Spam/Malicous Mail Atiachment found but not remediaied

NIST800-53 AC-2: Local Windows User Accounts Created

NIST800-53 SC-19: VolP Cal Report

NIST800-53 SI-4;: Non-compliant Hosts and Security Software License

Exprations

NIST800-53 AC-2: Computers deleted Fom Windows domain

NIST800-53 IR-5: Inaidents By Location and Calegory

NISTB00-53 RA-5: Top Hos's with Vulnerabilties found by scanners

NIST800-53 AC-2: Global Windows Groups Modfied

20f§

ReportDescription

This reporttracks al software, hardware and device configurafon changes at
WLAN Access poinis and Base stafons. The reportinciudes Original Reporing
Controllr P, Event Type and MAC address of the AP or Controler where the
eventhappened. If hie MAC address is empty then, the event happened at the
reporting Confroler.

Ranks firewalls and pemitied inbound senvices by first the total number of
connectons and fhen by bytes for that service

This report captures global group creations

Ranks monitored device groups by indent severity and count

This report captures detected diferences between a routers running and
starip config

Moninly Incderts By Assigned Users
This report captures users added to local groups.

Captures account unlocks on windows servers. Acoount unlocks happen after
lockouts that may happen on repeated login faiures

Ranks wireless controllers by successful logons

Incdents severties by resolufon fme

Captures events thatindicate spyware was found but the deiecting sofiware dd
not remediated the vuinerabiity. This reportis aopicable for host anfuirus,
security gateways, proxies and frewals that do confent inspecion e.g. Palo
Aito Firewal, Untangle, Websense Mai gateway, ronport Mail Gateway efc.

This report captures user accounts added on a server
This s 2 call defai report

Tracks non-compkant hoss and license expiry events from Securty
Management Gateways and Firewalls. Non-compliant hosts may not have
proper security software running and therefore may pose a securty threat
License expiration of security software may expose explotable security
Vulnerabiifes.

Captures computers removed from a domain
Incdents By Location and Category
Ranks the hosts by vulnerabilities found by scamers

This report captures global group modfications
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NIST800-53 SI-4; Top Intemal Network Scanners By Event Count

NIST800-53 CA3: Router/Switeh Config Changes Defected Via Login

NIST800-53 AC-2: Windows domain groups created
NISTB00-53 SI-8: lronPort Mai dropped by fiter
NISTB00-53 AC-2: Windows domain groups modifed

NIST800-53 AC-2: Windows users added To Global Groups

NIST800-53 SI-4: Vrus found but notremediated

NIST800-53 SI-4: Spyware found and remediated

NIST800-53 SC-19: Top VolP Called Desfnations
NISTB00-53 AC-T: Faied VPN Admin Logon
NIST800-53 AC-T: Faied VPN User Logon
NISTB00-53 AC-T: Faied WLAN User Logon

NISTB00-53 AC-T: Faied Firewall Admin Logon

NIST800-53 SC-T: Top Pemitted Vulnerable Low Port Services By
Connections, Bytes

NIST800-53 RA-5: Top OS types with winerabilties
NIST800-53 SC-19: Top VioPP Callers
NIST800-53 AC-2: Global Groups Deleted

NIST800-53 AC-2: Local Groups Created

NIST800-53 AC-T: Faiked Windows Domain Authentications

NIST800-53 IR-5: Top Securty Incdents By Severty, Count
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ReportDescription

Ranks the source [P addresses by defected nefiwork scan or reconnaissance
events

This report captures detected startup or running config changes - the changes
are defected by logging nto the device and hence is acourate.

Captures domai group creations

Records al mai that was dropped by a configured fiter
Captures domain group modifications

This report captures users added to global or univeral groups.

Captures events hat indicate viruses found but faied to remedy - the events
coukd be from Host Antivirus or Network Securty Gateways. This report s
applicable for host antivirus, securty gateways, proxies and frewals that do
content inspection e.g. Palo Alto Firewall, Untangle efc.

Captures events thatindicate spyware was found and remediated on a host.
This reportis applicable for host anfvirus, security gateways, proxies and
frewals that do contentinspecion e.g. Palo Alto Frewall, Untangle efc.

Ranks the VoIP destinafions by call count and duration
Provides event detals for al faied VPN admin logons
Failed VPN logons

Provides detals of wireless logon authentication faiures
Defails aboutfaied frewalllogons

Tracks uncommon services pemitied by frewalls - vnerable senvices incude
Microsoft senvices such as MS-RPC (135), NETBIOS-SSN (139),
MICROSOFT-DS (443), MS-SQL (1433 1434), FTP (23), TELNET (21)

Ranks S types by vulnerabiifies found

Ranks the VoIP callers by cal count and duration
This report captures global group deletions

This report captures local group creations

This reportranks the windows servers and their users by the number of faled
logons

Ranks the security related inadents by frst their severty and then by fheir
count
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NIST800-53 SI-4; Top IPs with Malware Found By Security Gateways

NISTB00-53 AC-2: All VMWare VCenier Account/Group Change Evenss

NISTB00-53 AC-T: Faied Unix Server Logons

NIST800-53 IR-5: Top Monifored Device Groups By Incident Name, Count

NISTB00-53 IR-5: Monthly hcident Trend

NIST800-53 SC-19: VolP Call Volume Trend

NIST800-53 AC-2: Local Windows Groups Modified

NIST800-53 IR4: Incdents, Assigned Users By Resolufon Time
NISTB00-53 SI-4; Top Network IPS Events By Severty, Count
NISTB00-53 RA-5: Host vulnerabilty found by scanners with defails

NIST800-53 SC-T: Top Pemnitted Outbound Connections By Comnections,
Bytes

NIST800-53 AC-2: Windows Server Password Changes
NIST800-53 SI-4: Rogue APs defected
NISTB00-53 AC-T: Faied Router Admin Logons

NIST800-53 CA-11: Windows Installed Software Changes (Via FortSIEM
Agent)

NISTB00-53 CN-3: Firewall Run vs Startup Config Difference Via Login

NISTB00-53 SI-4: Spyware found but not remediated

NIST800-53 AC-2: Computers added fo Windows domain

NIST800-53 IR-5: Weekiy Incdent Trend

NISTB00-53 AC-17: Tap VPN Gateways, Users Ranked By Session Count,

Bytes, Duration

NIST800-53 AC-2: Global Groups Modified
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Report Description
Tradks IP addresses with Mahware as found by Securty Gateways
This reportists all accountigroup change events

This report detas faied unix server logons with al parsed fieds and raw logs

Ranks monitored device groups by incdent name and court

Shows incident irend on a montn-by-month basis
Trends the call volume

This report captures local growp modifications
Incdenis By Assigned Users and resoluion tme
Ranks the nefwork PS events by court

Deais the vuinerabilties discovered on hosts

Ranks firewalls and pemitied outoound services by frst the fotal number of
connecons and then by bytes for fhat service

Tradks password changes
Lists the rogue APs
Detalls aboutfaied router logons

This report captures instaled software changes deiected via FortiSIEM Agent

This report captures detected differences befween a routers running and
startip config

Captures events thatindicate spyware was found but the delecting software
faied toremediated the vuinerabily. This report s applicable for host antivius,
security gateways, proxies and frewals that do confent inspecion e.g. Palo
Alto Firewal, Urfangle etc.

Captures computers added to a domain
Shows incident irend on a week-by-eek basis

Ranks the VPN Gateways and their users by the fotdl amount ofexchanged
bytes. This report provides furfrer insight into the fop VPN users fom 2 bytes
transfered perspecive

This report captures global group modfications
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NIST800-53 AC-2: Unix User Password Changes

NIST800-53 SI-& IronPort Mai quarantined for Spam

NIST800-53 AC-T: Windows Server Account Lockouts

NIST800-53 AC-2: Local Windoms User Accounts Deleted

NIST800-53 AC-2: Local Windows Groups Created

NIST800-53 RA-: Host winerabilties found by scanners

NIST800-53 AC-2: Windows domain groups deleted

NIST800-53 AC-T: Faied WLAN Admin Logon

NIST800-53 AC-2: Audited Linux fle changes
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Tracks user password changes in Unix sysiems
Records all mail that was quarantined for suspicon of spam

This report captures account bockou's on windows servers. Account bodkouss
happen on repeated logi faiures and may be suspicous f they are repeated
orhappen & odd hours of operafon

This report captures user accounts removed from  senver
This report captures local group creations

This reportdefals the host vuinerabities found by scanners ke Qualys,
Nessus, nCirdle, Mchfes efc

Captures doman group deletions
Tracks faied admin logons to the WLAN Controller

Tradks user modications to Linux fies and direciories. Both he contentand
atfrioute modfications are captured. For actions on directories, e affected files
inthe directories are also captured.
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1 Top Security Incidents

1

15

Malware_hash_match_found_2, Ma...
PH_RULE_INVALID_TCP_UDP_PORT, ...
PH_RULE_USER_MON_SUDDEN_LOC_CH...
Failed_Unix_Login_to_Demo_Serv...
PH_RULE_CONCURRENT_SUCCESS_AUT...
PH_RULE_DNS_THREATSTREAM_MALWA...
Concurrent_VPN_Authentications...
Authentication_Attempts_By A_K...
PH_RULE_WINDOWS_FAILED_FILE_AC...

Account Locked: Domain
Malware hash match found
Invalid TCP/UDP Port Traffic
Sudden User Location Change
Failed Unix Login to Demo Server

Concurrent Successful Authentications To Same
Account From Multiple Cities

DNS Traffic to Threat Stream Malware Domains

Concurrent VPN Authentications To Same
Account From Different Countries

Authentication Attempts By A Known Host
Scanner

Windows failed file access
Brute Force Host Login Success_Fixed

Outbound cleartext password usage detected

Concurrent VPN Authentications To Same
Account From Different Cities

Successful VPN Logon from outside my country

Multiple Admin Logon Failures: Net Dev: No
Source IP

Top Security Incidents
PH_RULE_ACCOUNT_LOCKOUT_DOMAIN...

od

10 4
10 2
9 12
9 6
9 4
9 4
9 4
9 3
9 2
9 2
9 1
9 1
9 1
8 5
8 1
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2 Failed Domain Authentications

Rank  Event Receive Time Source IP User Domain Win Logon Type

1 7/23/19 10:38:00 AM 192.168.1.124 Administrator ACCELOPS.NET 3 (Network - logon)
2 7/23/19 10:38:00 AM 192.168.1.124 Administrator ACCELOPS.NET 3 (Network - logon)
3 7/23/19 10:38:00 AM 192.168.1.124 Administrator ACCELOPS.NET 3 (Network - logon)
4 7/23/19 10:38:02 AM 192.168.64.10 administrator ACCELOPS 3 (Network - logon)
5 7/23/19 10:38:02 AM 192.168.64.10 administrator ACCELOPS 3 (Network - logon)
6 7/23/19 10:38:46 AM 192.168.64.10 administrator ACCELOPS 3 (Network - logon)
/ 7/23/19 10:38:4 1 AM 192.168.64.10 administrator ACCELOPS 3 (Network - logon)
8 7/23/19 10:38:47 AM 192.168.64.10 administrator ACCELOPS 3 (Network - logon)
9 7/23/19 10:38:48 AM 192.168.1.124 Administrator ACCELOPS.NET 3 (Network - logon)
0 7/23/19 10:38:48 AM 192.168.1.124 Administrator ACCELOPS.NET 3 (Network - logon)
n 7/23/19 10:38:48 AM 192.168.1.124 Administrator ACCELOPS.NET 3 (Network - logon)
12 7/23/19 10:39:46 AM 192.168.64.10 administrator ACCELOPS 3 (Network - logon)
13 7/23/19 10:39:47 AM 192.168.64.10 administrator ACCELOPS 3 (Network - logon)
14 7/23/19 10:39:47 AM 192.168.64.10 administrator ACCELOPS 3 (Network - logon)
15 7/23/19 10:39:47 AM 192.168.64.10 administrator ACCELOPS 3 (Network - logon)
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3 Global Windows Groups Modified

1 192.168.0.10 7/23/19 11:00:01 AM administrator Domain Admins
2 192.168.0.10 7/23/19 11:00:01 AM mike.long Domain Admins
3 192.168.0.10 7/23/19 11:00:03 AM administrator Domain Admins
4 192.168.0.10 7/23/19 11:00:04 AM mike.long Domain Admins
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4 Router/Switch Config Changes

enable secret
. Running 5
1 7123119 11:00.01 AM ST 192168201 g 81 82 $1S3T2GSANf  (none)
changed ZnnW58ird0Im
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