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HIPAA Reports

Organization: Global
User Notes

Found Records &2

Rank  Report Name Report Description Count
1 IS0 21001 A.12.1.2 Users Added To Local Groups This report captures users added to local groups. 1
2 1S027001A.13: Rogue AP Detected Provides detals ofrogue AP evenss 1
3 ISOZ001A122, A13: Pemited Fie Export Acy ;‘;;":yse"“med e
4 50 27001A.126.1: Top Hosts with Vulnerabiliies found by scamers Ranks the hosts by vuinerabilies found by scamers 1
5 150 27001A.12.1.2 Local Windows Groups Modified This report captures local growp modifications 1

1502700113 TopPemit Vbl Low Por Sevices By omedions, 120> Urcomiman sevices pemiedb reals-wiera senices ncude

§ Byes Mirosaft senvices suchas MS-RPC (135), NETBIOS-SSN (139), 1
MICROSOFT-DS (445), MS-SQL (1433 1434), FTP (23), TELNET {21)
1 S0 27001 A.94: Faied VPN Admin Logon Provides event details for al faied VPN admin logons 1

Captures events hatindicate the viruses hat Host Anivirus found but falkd fo

8 150 27001 A.12.2: Malware found but notremediated
remedy

This reportranks ESX hosts by memory ufiization. Other memory usage

9 S0 27001A.12.1.3: Top ESX By Memory Utiization With Defais melics are .

0 1S027001A122, A13:Peited Fie Inot Adiiy g:;":yge"“m e e
18027001 A.8.1.1: CMDB Devioe Modfication History Details the history of device attribute changed in CMDB 1

150 21001 A.17: Top Applications By Synthetic Transaction Response Time ~ Ranks the services by average syntheic ransaction monitoring probe response
fmes.

150 27001A.12.2, A13: bound Mahware Found At the Boundary By IPS, Reports on inbound maware defected at the trust/untrust boundary by edge
Firewalls and Security Gateways devices such as [PS devices, Frewalls and Securty Gateways.

14 [S027001A.124.1: Top Reporting Modules By Event Rate (Per Sec) Ranks the reporfing device modules by sent events per second 1

This reportdetats UNIX server privieged logon (su) defais with all parsed

15 15027001 A.94: Unix Server Privileged Logon parames andra ogs

This reportranks ESX hosts by aggregate cou utization. Other CPU usage

16 1S027001A.121.3 Top ESXBy CPU Utization metics areindied.

1718027001 A.121.3: Top Dafastores By Least Free Space This reportranks ESX datastore wift lowest free space 1
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150 27001 A.94: Windows Domain Account Lockouts
S0 27001 A.12.1.3: Windows Servers By Least Free Disk Space

15027001 A.122, A13: Ouibound Maware Found At the Boundary By IPS,
Firewalls and Security Gateways

150 27001A.124.4 Windows System Clock Change

18027001 A.121.2 Local Windows User Acoouts Modfed

150 27001A.12.1.3 VMware Cluster Utiization Report

S0 27001 A.12.1.2 Network Config Changes Detecied From Log

150 21001 A.12.2; Spyware found butnot remediated

150 27001 A.12.1.3: Top Routers/Firewalls By Memory Utiization

15027001 A.124.1Top Everts By Count

150 27001 A.94: Windows Server Account Lock/Unlock history

150 27001A.16: 1S0 27001 Related Inaident Categories By Count

S0 21001 A.94; Frewall Admin Acivity Detais

150 27001 A.17: Top Devices by Busness Hours System Uptime Pct
(Achieved System SLA)

13027001 A94: Successfu Unix Priviege Escalations

150 27001 A.12.1.2 Windows System Configuration and Policy Modfications

150 27001 A.94: Domain Account Lock/Unlock hisory

150 27001A.94: Faled Unix Priviege Escalzfons
50 27001 A.12.1.2 Network Device Run vs Startup Config Difierence Via
Logn

150 27001A.12.1.2 Users Deleted From Global Groups

20f§

Report Description
This report detalks windows domain acoount lockouts
Ranks windows servers by minimun free disk space over awindow

Renorts on outbound maware detected t the frustjuntrust boundary by edge
devices such as IPS devices, Firewalls and Secury Gateways.

Tracks sysiem dock changes on windows systems
This report captures ocal user account modifications.

This report provides & duster kevel resource utiization report; ranked by CPU
ufi

This report provides detals about router config changes

Captures events thatindicate Spyware ound on a device Host Anfi-vrus
solufions failed to remedy

Ranks the routers by average memory utiization over a window

Ranks the events by e number of tmes they have occumed in a given tme
period.

Captures account lockouts and wnlocks on windows servers. Account lodkouss
happen on repeated login faiures and may be suspicous f they are repeated
orhappen & odd hours of operafon.

Captures 10 27001 Related inodents n 2 fme window

Provides detals about frewal admin actvity - logons, command executions
and logoff

Ranks the devices by system wptime pct over a ime window - uptme
calcufated during busiess hours (Mon-Friday 8am-5pm)

This reportranks the UNIX servers and their users by successf priviege
escalations (su) count

This report server configuration change and policy modfication events

Captures account lockouts and wnlocks on domain acoounts. Account lockouts
happen on repeated logi faiures and may be suspicous f they are repeated
or happen & odd hours of operafon.

This reportranks the UNIX servers and their users by faled priviege
escalafions (su) count

This report captures detected diferences between a routers running and
startup config

This report captures users delefed fom global or univeral groups.
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B 19027001A121.2 Unix Users Added To Group Tracks user additions fo groups 1

" 150 27001A.13: Top Permited nbound Connections By Connections, Bytes  Ranks firewalls and pemited inbound senvices by first the toial number of 1
connectons and then by bytes for that service

0 S0 27001 A.16: 1SO 27001 Related Inaidents, Assigned Users By Resoluion 150 27001 Relted cdens, Assined Uses By Resoionine 1

Time

This report captures detected instal software changes - the changes are

41 1S027001A.16: Instal Software Changes Delected \iaLogin deeced by loggng b he device 2 ence s aot,

This reportranks Vhware virtual machines by per-cpu ready percent. Ahigh

£ 1027001A.121.3 Top VNs By PCPU Ready Pct number indicates the VM s savedaf CPU

£ 15027001A.121.2 Users Deleted From Local Groups This report captures users deleted fom local groups. 1
Tradks users removed from Windows priviedged groups such as Domai

M4 1S027001A121.2 Userremoved from Privieged Windows Groups Admins, Remote Deskiop Users, Backup Operators, DNS Admins, 1
Administrators

6 1SOZ7001A122 A3 Bocked WebBrowsng Acivy Renorts blocked web browsing activity as reported by frewalls and security

gateways
& 15027001A.8.1.1:CMDB Device Addition and Delefion History Defails he history of devices getting added and delefed from CMDB 1
4115027001 A.94: Remote Desktop Comnections to Windows Servers This reportdetalks successful and faed remote desktop connections 1

8 ISOZ1001A13 Top et Hih PrSevies By Comveciun,Bes 20 1 o porencespemit by el e enices e ose

sequrity risk
& 1S027001A.121.3 Top Routers/Firewals Ranked By CPU Ufization Ranks the routers by average cpu ufizafion over awindow 1
5 1S027001A.121.2 Users Added To Global Groups This report captures users added to global or univeral groups. 1

Tracks users added to Windows priviledged groups such as Domain Admins,
5§ 15027001A.121.2 User added to Privieged Windows Groups Remote Desktop Users, Backup Operators, DNS Admins, Administrafors 1

S0 27001 A.16: Windows Installed Software Changes (Via ForiSIEM Agent)  This report captures installed software changes delected via FortSIEM Agent

) 1

8 15027001A.94: Faied WLAN Admin Logon Tradks faied admin logons to fhe WLAN Controler 1

5 |SO_27001 AAT: Top Devices by Accumulated Network Ping Downtime During Ra_nks fne devices by total network ping downtime during business hours (Mon- 1
Busess Hours Frday 8am-5pm)

5% 15027001A.121.2 Local Windows User Accounts Creaied This report captures user accounts added on a server 1

% 150 27001A.94; Privieged Windows Server Logon Aftempts using the This report detaiks prileged logon attempts fo a windows server using he ’

Admnistrator Acoount Administrator account

§1 15027001 A4 UnxSeerPideged Command Exeuion This report defaiks priviege command execuafions (sudo) at a Unix server
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13027001 A.121.2 Global Windows Groups Deleted

1S027001A.122, A13: Blocked File Export Actvity

S0 27001 A.126.1: Host vunerabilty found by scanners

15027001 A.12.1.2 Local Windows User Acoourts Deleted

IS0 27001 A.16: Windows Registry Changes (Via ForiSIEM Agent)

150 27001A.13: Top Permited Uncommon Senvices By Comectons, Bytes

150 27001A.12.1.2 Local Windows Groups Created

13027001 A94: Detaled Successiul Login At IS0 27001 Device

150 27001 A1 Top STWs by Busess Hours Upime Pt (Adiieved

Application SLA)

15027001 A.12.1.2 Global Windows Groups Modifed
S0 21001A.12.1.2 Server Password Changes

IS0 27001 A.16: 150 27001 Related hcidents

18027001 A.121.3: Top ESX By Device Disk Read Latency

13027001 A94: Router Admin Actity Detais

18027001 A.121.3: Top ESX By Device Disk Write Latency

S0 27001 A.12.1.3 Unix Servers By Least Free Disk Space

50 27001A.12.2: Spyware found and remediated

150 27001 A.12.2: Mahware found and remediated

13027001 A.122, A.13: Blocked File Import Activty

150 27001 A.94: Windows Server Account Lockouts

dof§

Report Description
This report captures global group deletions

Renorts blocked fie export actvity 2 reported by frewalls and securty
gateways

Detalls the vuinerabifties discovered on hosts
This report captures user accounts removed from a senver
This report captures registry changes defected via FortSIEM Agent

Tracks uncommon senvices pemitied by firewalls - common services indude
DNS, SMTP, Web

This report captures local group creations

Captures defailed successful logins &t any device or application incuding
servers, network devices, domain confrollers, VPN gateways, WLAN controlers
and appications

Ranks Synthetic transaction manitor fests (STM) by achieved upime overa
fme window

This report captures global group modfications

Tracks password changes

Captures 10 27001 Related inodents n @ fme window
This reportranks ESX hos's by device disk |10 read lafency

Provides detas about router admin ackity - logons, command execufons and
logoff

This reportranks ESX hosts by device disk 110 write latengy.
Ranks windows servers by minimun free disk space over awindow

Captures events thatindicate spyware was found and remediated on a host.
This repartis applicable for host anfivirus, security gateways, proxies and
frewals that do contentinspecion e.g. Palo Alto Frewall, Untangle efc.

Captures events thatindicate the viruses found and remediated. This reportis
applicable for host anfivirus, securty gateways, proxies and frewalls that do
content inspection e.g. Palo Alto Firewall, Untangle efc.

Reports blocked fie mport ackvity as reported by frewalls and securty
gateways

This report captures account bockou's on windows servers. Account lockouss
happen on repeated login falures and may be suspicous if they are repeated
orhappen &t odd hours of operafion
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7 15027001 A121.2 Global Windows Groups Creaed Trisreorcaptures glotal group cedions f

This report captures fhe defails of windows server fle access events detected

7 15027001A.122: Windows Fie Modfication (via ForfSEM Agent) ViaFaiSEM Windons Aget.

1

8 1S027001A.121.2 Local Windows Groups Deleted This reportcaptures local group deleons 1

S0 27001 A.13: Top Permited Ouibound Connectons By Connections, Bytes  Ranks firewalls and pemnitied outbound services by first e tofal number of

¥ connectons and then by bytes for fhat service

1

This report captures detected startup or running corfig changes - the changes

R BOZUHA1202 Netwar G Chmges Doeckd VaLoge 2 dekledbyoggngito e devie and ence s aourte

1
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1 Top Security Incidents

TOP Incident Categories

MEDIUM, Change Incident, 0

MEDIUM, Change Incident, 3

MEDIUM, Avail Incident, 1

-
0

1 MEDIUM Change Incident 0 5
2 MEDIUM Change Incident 3 5
3 MEDIUM Avail Incident 1 4

10f4



2 Domain Account Lockout History

Rank

Reporting Device

WIN2008-ADS

WIN2008-ADS

WIN2008-ADS

WIN2008-ADS

WIN2008-ADS

WIN2008-ADS

Event Receive Time

7/23/19 10:30:04 AM

1/23/19 10:30:04 AM

7/23/19 10:30:04 AM

7/23/19 10:30:04 AM

7/23/19 10:30:03 AM

7/23/19 10:30:03 AM

Event Name

A user account was locked
out

Windows user account
unlocked

Windows user account
unlocked

A user account was locked
out

A user account was locked
out

A user account was locked
out

20of4

User

tamera leibtag

mike.richardson

heather biggs

archie kuhn

Domain

ACCELOPS

ACCELOPS

ACCELOPS

ACCELOPS



3 Global Windows Groups Modified

Rank

Reporting Device
THREATSOCDC
THREATSOCDC
THREATSOCDC
THREATSOCDC
THREATSOCDC
WIN2008-ADS
WIN2008-ADS
WIN2008-ADS

WIN2008-ADS

Event Receive Time

7/23/19 10:03:29 AM

7/23/19 10:03:25 AM

7/23/19 10:00:02 AM

7/23/19 10:00:02 AM

7/23/19 10:00:01 AM

7/23/19 10:00:04 AM

7/123/19 10:00:03 AM

7/23/19 10:00:01 AM

7/23/19 10:00:01 AM

User Computer
administrator

administrator

francis.underwood

francis.underwood

administrator

mike_long

administrator

administrator

mike_long
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Target User Group
Domain Admins
Domain Admins
Domain Admins
Domain Admins
Domain Admins
Domain Admins
Domain Admins
Domain Admins

Domain Admins



4 Installed Software Change History

Epilog version

156.1

(1.5.6.1);Snar

e version (none)
4002

(4.0.0.2);

.. THREATSOC New software
1 7/23/19 10:00:05 AM DC 10.1.1.33 (un)instaled 18 el

threatsocdc th (1561 );Snar
2 7/23/19 10:00:09 AM reatsoccom  10.1.1.33 New software g 36 e version (none)
(un)installed 4002
(4.0.0.2);
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