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GLBA Reports

Organization: Global

Found Records 69

Rank  Reportame

Page

(GLBA2.8.12,2M.9: Top Inbound Blacklisted Mai Gateways By Connections

(GLBA2.C.8: Top hosts with Maware found by Host Anfivirus

GLBA2.M9: Spyware found and remediated

(GLBA2.M: Spam/Malicous Mai Attachment found but not remediated

GLBA1.7.7: Windows Server Config Modication Defais

(GLBA2.A2 Global Windows Groups Created

(GLBA2.C.8: Top IPs with Malware Found By Anfvirus and Securty Gateways

(GLBA2.B.12.2 M9: Fitered Ouibound Spam Court
(GLBA2.M9: Phishing attemptfound and remediated
GLBA2A4 Remote Deskiop Connections to Windows Servers

(GLBA2.A.2: Locd Windows Groups Modifed

(LBA2.B.12,2.M.9: Top Network Scamers By Event Count

(GLBA2.C.8: Top IPs with Maiware Found By IPS and Frrewalls

(6LBA2.C.8: Non-compliant Hosts and Securty Software License Expirations

10fd

Report Description
Ranks denied mai gateways by the number of aitempted SMTP comections.

The most common reason of denial is ofien the gateway being induded in
bladists.

Captures hosts with mahware found by host antvirus solutions

Captures events thatindicate spyware was found and remediated on a host.
This reportis apicable for host anfivirus, securty gateways, proxies and
frewalls that do contentinspecion e.g. Palo Alto Frewall, Untangle efc.

Captures events thatindicate spyware was found but the deiecing software dd
ot remediated the vuinerabilty. This reportis applcable for host anfirus,
security gateways, proxies and frewals that do confent inspecion e.g. Palo
Ao Firewal, Untangle, Websense Mai gateway, fonport Mal Gateway etc.

This report captures the details of windows server confiuration or policy
modificafion events. Defails indude the administrative user, fle/directory, the
operafion performed and the raw log

This report captures global group creations

Tracks IP addresses with Mahware as found by Host Antvirus and Securty
Gafeways

Counts fofal outbound spam denied by poficy

Captures everts thatindicate phishing atempt

This reportdetals suocessful and faed remote deskiop connections
This report captures local group modiications

Ranks the source IP addresses by deiected nefwork scan or reconnaissance
events

Tradks IP addresses with Mahware as found by IPS

Tracks non-compliant hosts and license expiry events from Secury
Management Gateways and Firewalls. Non-compliant hosts may not have
proper security software running and therefore may pose a securty threat
License expration of securty software may expose explotable security
Vuherabiltes.
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(GLBA2.A4 Sucoessful Router Admin Logons

GLBA2.M3: Virus found and remediated

GLBA2 A4 Successful Frewal Admin Logons
(GLBA2.8.12: Totdl Denied Web Connections By Policy

GLBA2.A.2: Locd Windows User Accounts Deleted

(LBA2.B.12,2. M.9: Top Pemitted Vuinerable Low Port Services By
Connections, Bytes

GLBA2.C.1T: Windows File Access Suocesses

(GLBA2.A4 Privieged Domain Cortroler Logon Aempts usng the
Administrator Account

(GLBA2.M9: Host uinerabilites found by scamers

GLBAZA42B.17: Successful WLAN Admin Logon

(LBA2.B.12.2 M9: Top Firewal Originated Or Desfned Permited
Connections By Count

GLBA2.B.12,2.M9: Fitered Inbound Spam Court

(GLBA2.B.12: Top Mail Securty Gateway Actions By Count

(GLBA2.M3: Virus found but not remediated

(GLBA2.C.17: Windows Audt Policy Changes

GLBA1.7.7.2.C.9: Audited Linux fie changes

(GLBA2.B.12,2.M.9: Top Pemitted High Port Services By Connections, Bytes

20f4

ReportDescription

Detalls about successful router logons

Captures events hatindicate the viruses found and remediated. This reportis
applicable for host antivirus, security gateways, proxies and frewals that do

content inspection e.g. Palo Ao Firewall, Untangle efc.
Detalls about successful frewall logons
Counts denied web site connecfons because of policy violations

This report captures user accounts removed from a senver

Tracks uncommon services pemitied by frewalls - vulnerable senvices incude

Microsf senices suchas MSRPC (135), NETBIOS SN (139},
MICROSOFT-DS (445, NS SQL (1433 1434) FTP (23, TELNET 1)

This report captures the detais of windows server fie acoess successes.
Detals incude the administrafive user, fle/drectory, the operation performed.

Ranks the windows servers and their users by the number of faled logons

usng the administabor acoount

This reportdetalks the host winerabities found by scanners fie Qyalys,
Nessus, nCirdeete

Tracks successful admin logons to ne WLAN Corroller

Ranks the frewal orginated or destined connections - hese comections would

be typically be for administrative and montoring purposes

Counts fofal inbound spam denied by spam fiering polcy

Ranks the actions taken by the mail securty gateway - actions indude blocking
an inboundioutoound mail gateway because of RBL or other SMTP violatons,
blocking a mai because of spam or afher polcy violations and delivering a mai

Captures events thatindicate viruses found but faikd to remedy - the events
coukd be from Host Anti-virus or Network Securty Gateways. This reportis
applcable for host anfivirus, securty gateways, proxies and frewalls tat do

content inspection e.g. Palo Alto Firewall, Untangle etc

This report captures audit policy changes

Tracks user modfications to Linux fies and direciories. Both fhe content and
attrioute modfications are capfured. For actions on directories, the affected fies

inthe drectories are also captured.

Tracks the high port services permitied by firewalls - these senvices may pose

seurity fisk
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GLBA .64 Top Securty nients By Severty, Cour

(GLBA2.8.12,2.M.9: Top Qutbound Blackiisted Mai Gateways By Connections

(GLBA2 A2 Users Added To Local Groups

(GLBA2.8.12,2.M.9: Top Pemnitted Uncommon Services By Connections,
Bytes

(GLBA2.B.12,2. M9: Top Blocked Outbound Connections By Court
GLBA2.A.2: Local Windows User Accounts Modied
GLBA 1.7.T: Firewal Configuration Changes

GLBA2.A42B.17: Faied WLAN Admin Logon

(GLBA2.M9: Spam/Malicious Mai Attachment found and remediated

GLBA1.7.T: Windows Domain Controller Corfig Changes

GLBA1.7.7: Router Run vs Starkup Configuration Difference

GLBA2 A4 Remote Deskiop Connections to Domain Confroller
GLBA2.A42.B.17: Faied VPN Admin Logon

(LBA2.B.12,2. M.9: Top Qutbound Pemnitied Services By Comections, Bytes

GLBA2.A2 Giobal Windows Groups Modified

(GLBA2.B.12: Top Network IPS events By Severity, Count

GLBA1.7.72.C.9: Windows File Access Failures

GLBA2 A4 Unix Server Privieged Command Execution

GLBAZA42B.17: Successful VPN Admin Logon

(GLBA2.B.12,2. M.9: Top Blocked hbound Connections By Count

Sofd

ReportDescription

Ranks the security related inidents by frsttheir severty and then by feir
oount

Ranks denied mai gateways by the number of aitempted SMTP comections.
The most common reason of denial s ofien the gateway being induded in
blaciss.

This report captures users added to local groups.

Tracks uncommon senvices pemitied by firewalls - common services ndude
DNS, SMTP, Web

Top Blocked Outbound Comnections Ranked By Count
This report captures local user account modiications.

This report captures detected frewal configurafon changes
Tradks faied admin logons to the WLAN Controler

Captures events thatindicate spam or maiicous mail atiachments were found
and remediated on a host. This reportis appicable for host antivirus, securty
gateways, proxies and frewals that do content inspecton e.g. Palo Alto
Firewall, Untangle, Websense Mall gateway, Ironport Mail Gateway efc.

Provides detalled windows domain confroller config changes

This report captures detected diferences between a routers running and
starip config

Detais successful remote desktop connections
Provides event detals for al faled VPN admin logons

Ranks firewalks and pemmitted outoound services by frst the total rumber of
connectons and then by bytes for that service

This report captures global group modfications
Ranks the nefwork PS events by count

This report captures the detais of windows server fle access faiures. Defais
indud e administafve user, fieldireciory, he operation performed and fhe
ran log

This report detals priviege command execuations (sudo) at a Unix server

Provides event detals for al successful VPN admin logons

Top Inbound Denied Comnections Ranked By Count
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(GLBA2.8.12,2M.9: Top Inbound Blacklisted Mai Gateways and SMTP Error
Types By Connections

(GLBA2.8.12,2.M.9: Top Blocked Network Attacks By Count

(LBA2.B.12,2. M.9: Top Qutbound Blackiisted Mail Gateways and SMTP Error
Types By Connections

GLBA2.M: Spyware found but not remediated

GLBAZA2 Users Added To Global Groups

GLBA1.7.: Router/Switch Configuration Changes

GLBAZ.A4 Detaiied Sucoessful Login At GLBA Device

GLBA2.A.2: Locd Windows User Accounts Created

GLBA 1.7.7: Firewal Run s Startup Corfiguration Change

(GLBA2A.2: Locd Windows Groups Created

(6LBA2.B.12,2. M.9: Top Inbound Pemitied Services By Comections, Bytes

(GLBA 1.6.1: Top Reporting Modules Ranked By EventRake

(6LBA2.A.2 Windows Server Account Lock/Unlock history

(GLBA2.M8: All Monitoring System Admin User Lagon Aftempts
GLBA2 A4 Faied Firewall Admin Logons

GLBA2.A4 Privieged Windows Server Logon Atfempts using the
Adminisiator Acoount

GLBA2 A4 Unix Server Privieged Logon

(GLBA2 A4 Faied Router Admin Logons

dofd

ReportDescription

Ranks denied mai gateways and the SMTP errors by he number of aftempied
connecfons. The most common SMTP error s ofien the gateway being
induded inmail blaclss.

Ranks the network attacks blocked by network IPS

Ranks denied mai gateways and the SMTP emors by e number of atiempied
connecfons. The mast common SMTP eror s often the gateway being
induded in mail blacklsts.

Captures events thatindicate spyware was found but fne deiecting sofiware
faled to remediated the vulnerabifty. This reportis applicable for host anfivius,
security gateways, proxies and frewalls that do confent inspection e.g. Palo
Alto Firewal, Unfangle etc.

This report captures users added to global or univeral groups.
This report captures detected startup or running config changes

Captures defailed successful logins &t any device or appication including

servers, network devices, domain controllrs, VPN gateways, WLAN controllers

and appications
This report captures user accounts added on a server

This report captures detected diferences between a frewal's unning and
startup config

This report captures local group creations

Ranks firewalks and pemnitted inbound senvices by first the tofal number of
connectons and fhen by bytes for that service

Ranks the reporiing devices by events per second. This report shows fhe
breadin of he devices fom where securty logs are colected.

Captures acoount lockouts and unlocks on windows servers. Account lockouls
happen on repeated login falures and may be suspicous if they are repeated
orhappen & odd hours of operafon.

Detalls all Monitoring System Admin User Logon Aftempts
Details about faied frewall logons

This reportdetals prvileged logon attempts to a windows senver using e
Administrator acoount

This reportdetats UNIX server privieged logon (su) defais with il parsed
parameters and rai logs

Detals about faied router logons
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1 Top Security Incidents

PH_RULE_ACCOUNT_LOCKOUT_DOMAIN...

PH_RULE_INVALID_TCP_UDP_PORT, ...
PH_RULE_USER_MON_SUDDEN_LOC_CH...
PH_RULE_CONCURRENT_SUCCESS_AUT...
PH_RULE_DNS_THREATSTREAM_MALWA...

PH_RULE_WINDOWS_FAILED_FILE_AC...

1

GLBA 1.6.4: Top Security Incidents By Severity, Count

Malware_hash_match_found_2, Ma...

Concurrent_VPN_Authentications...

Authentication_Attempts_By A_K...

Brute_Force_Host_Login_Success...

od

Account Locked: Domain 10 4
Malware hash match found 10 2
Invalid TCP/UDP Port Traffic 9 12
Sudden User Location Change 9 6

Concurrent Successful Authentications To Same
Account From Multiple Cities

DNS Traffic to Threat Stream Malware Domains

Concurrent VPN Authentications To Same
Account From Different Countries

Windows failed file access

Authentication Attempts By A Known Host
Scanner

Brute Force Host Login Success_Fixed

10f4




2 Windows Account Lock/Unlock History

1 WIN2008-ADS 7/22/19 9:30:04 AM Qa”:mgm archie kuhn ACCELOPS
- - A user account .
2 WIN2008-ADS 7/22/19 9:30:04 AM was locked oyt tameraleibtag ACCELOPS
3 WIN2008-ADS 7/22/19 9:30:04 AM Auseraccount o chardson  ACCELOPS
was locked out
a0 A user account s
a WIN2008-ADS 7/22/19 9:30:04 AM wos Iockad oyt heather.biggs ACCELOPS
Windows user
5 WIN2008-ADS 7/22/19 9:30:04 AM account unlocked
Windows user
6 WIN2008-ADS 7122/19 9:30:04 AM account unlocked

20f4



3 Top Blocked Inbound Connections

GLBA 2.B.12,2.M.9: Top Blocked Inbound Connections By Count

10.1.1.1, 61.240.144.... (100%)

ip72-207-68-

61.240.14467 6124014467 44 4435 83 sdsd.coxnet 6 21 (FTP) 1

1 10.1.11

3of4d



4 Windows File Access

Rank

Reporting
Device

THREATSOCD
Cc

WIN2008-ADS

THREATSOCD
c

THREATSOCD
Cc

THREATSOCD
Cc

THREATCTR

THREATCTR

THREATSOCD
Cc

THREATSOCD
Cc

THREATSOCD
c

Reporting IP

10.1.1.33

192.168.0.10

10.1.1.33

10.1.1.33

10.1.1.33

10.1.1.41

10.1.1.41

10.1.1.33

10.1.1.33

10.1.1.33

User

THREATSOCD
C

WIN2008-ADS$

administrator

administrator

Administrator

THREATCTRS

THREATCTRS

THREATSOCD
C$

THREATSOCD
C

THREATSOCD
C$

THREATSOC

ACCELOPS

THREATSOC

THREATSOC

THREATSOC

THREATSOC

THREATSOC

THREATSOC

THREATSOC

THREATSOC

40f4

Process Name

C:\Windows\Sys
tem32\svchost.e
xe

C:\Windows\Sys
tem32\svchost.e
xe

C:\Windows\Sys
tem32\svchost.e
xe

C:\Windows\Sys
tem32\Oobe ex
e

C:\Windows\Sys
tem32\svchost e
xe

C:\WINDOWS\s
ystem32\svchos
texe

C:\WINDOWS\s
ystem32\service
s.exe

C:\Windows\Sys
tem32\mcbuilde
rexe

C:\Windows\Sys
tem32\mcbuilde
rexe

C:\Windows\ser
vicing\Trustedin
staller.exe

Object Name

PlugPlaySecurit
yObject

PlugPlaySecurit
yObject

PlugPlaySecurit
yObject

\REGISTRY\MA
CHINE\SOFTW
AREMicrosoft\
Windows\Curre
ntVersion\WSM
AN\Plugin\Micro
soft. ServerMan
ager

PlugPlaySecurit
yObject

C:\WINDOWS\T
asks\User_Feed
_Synchronizatio
n-{5B8A7730-
47C0-4956-
BE1C-
98189B9D40D0
}job

\REGISTRY\MA
CHINE\SYSTE
M\Control Set00
1\Services\Even
tlog\Security

C:\Windows'\res
cache

C:\Windows'\res
cache\ResCach
e.mni

C:\Windows\win
sxs\Temp\Pendi
ngDeletes\$$De
leteMe. sortkey.
nlp.01cfc8b8bfe
3cf24.003c

OS Object
Type

Security

Security

Security

Key

Security

File

Key

File

File

File

COUNT(Match
ed Events)

5,622

1,435

118

42

1"



