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Data Protection Impact Assessment
Identify and minimize privacy risks
	Supplier
	Pobble Education Ltd


	Step 1: identify the need for a DPIA

	Explain broadly what the project aims to achieve and what type of processing it involves. You may find it helpful to refer or link to other documents, such as a project proposal. 

Summarise why you identified the need for a DPIA.

	Pobble is an online platform that supports the teaching of writing in schools. As a BETT award winning supplier, supported by the Department of Education through the EdTech Innovation Fund, Pobble is well known and used in UK and international schools and has tens of thousands of teacher and pupil users every day. 

Pobble provides various tools all aimed at enhancing teaching and learning, reducing teacher workload and engaging pupils in writing. In order for the platform to function, Pobble has teacher, pupil and parent accounts, each with various access levels. 
As well as tools internal to a school (such as accessing resources and example texts, sending lessons to pupils, receiving work submissions, peer and self-feedback etc.), Pobble also enables teachers to publish work to an external school celebration page. Published work can be viewed and commented on by registered Pobble users from all around the world, providing a real audience and purpose for pupils’ work. Teachers can also share work outside of their school setting with teachers and moderators through Pobble’s online moderation tool for assessment purposes. 
Although internal tools can be used immediately upon sign up, Pobble requests that schools confirm that parents have been notified prior to any pupils’ work being published. 
Parent accounts are set up directly by parents and can be connected to a pupil account through a code. Once connected, a parent will receive an email directly from Pobble linking to their child’s work every time a piece of work is published on Pobble. 
Only verified teachers on the platform can select work to be published and any comments left by non-verified teachers are centrally moderated by Pobble.


	Step 2: describe the data processing in more detail

	Nature of the data processing

	· How will you collect, use, store and delete the data?

· What is the source of the data? 
· Will you be sharing the data with anyone? (You might find it useful to create to a flow diagram)

· What types of processing are involved that can be identified as potentially high risk?
	When setting up Pobble for our school, our Pobble administrator (likely from our school office with access to the school admin address) will invite our teacher users to Pobble by adding their email addresses to the platform. Teachers will receive an invitation inviting them to complete their account and confirm their name, role etc.
Our administrator will also add pupils to the platform. This can be done via direct input, excel upload, or an MIS integration. Minimal data is required for this (first name, second name and age group) and it will likely come directly from our MIS. 
Aside from being uploaded directly into Pobble’s platform, data will not be shared with anyone else. 

There is no processing identified as being of high risk.

Pobble stores all data within Microsoft Azure cloud-based servers located in the UK.



	Scope 

	· What is the nature of the data, and does it include special category or criminal offence data?

· How much data will you be collecting and using?

· How often?

· How long will you keep it?

· How many individuals are affected?
	The data does not include any special categories. 
For staff (all teachers and TAs in the school):

Email address (by school), first and second name, role (by the staff member directly)

For pupils (all pupils in the school):

First name, second name and age group. 
Pobble will store data uploaded to Pobble for a period of 5 years after the end of the subscription. This is in order that information (such as work uploaded) can be retrieved by schools easily. Schools can also request immediate deletion of data if required. 


	Context 

	· What is the nature of your relationship with the individuals?
· Do they include children or other vulnerable groups?
· How much control will they have over the processing? 
· Would they expect you to use their data in this way?

· Have there been prior concerns or previous security flaws to do with this type of processing?

· Is it novel in any way? 
· What is the current state of technology in this area and are there any current issues of public concern that you should factor in?
	Using online platforms to facilitate teaching and learning is a well-established practice in schools. As such, teachers and pupils would expect to have their data uploaded to platform to facilitate access and usage of the online platforms. 

The amount of data collected by Pobble is very minimal and is only enough to ensure the correct functioning the platform, such as enabling teachers to identify the owner of work uploaded.
Pobble provides a child friendly privacy policy to help pupils to understand the processing being undertaken by Pobble if required. 



	Purposes

	· What do you want to achieve? 
· What is the intended effect on individuals?

· What are the benefits of the processing for you, and more broadly?
	We are aiming to enhance the teaching and learning around writing in our school. Pobble is shown to save teachers’ time and enhance pupils’ speed, confidence and enjoyment of writing, leading to improved attainment. 



	Step 3: consultation process

	Explain how you will consult with relevant stakeholders

	· When and how will you seek individuals’ views on your data processing activity? 

· If you feel it’s not appropriate to consult with relevant stakeholders, how can you justify this decision? (Make sure you always record any decision not to consult)
· If you are consulting, who else within your organisation do you need to involve?

· Do you need any of your data processors or any other third parties to help with the consultation?

· Do you plan to consult information security experts, or any other experts?
	Given that online platforms are regularly used in schools to facilitate teaching and learning, and the amount of data being processed is minimal, we do not intend to seek individuals’ views about our use Pobble. 

However, Pobble provides a pro-former letter for us to send out to parents to inform them about our use of Pobble and in particular highlighting our intent to publish children’s writing on our school celebration page. This gives them an opportunity to raise concerns if needed and so we will send this letter out to parents as part of our approach in consulting with stakeholders.  



	Step 4: assess necessity and proportionality

	Describe how you will make sure you comply with data protection law, and keep the processing proportionate to what you actually need

	· What is your lawful basis for processing the data in this way?(*See note) 

· Does the processing actually achieve your purpose? 
· Is there a less intrusive way to achieve the same outcome? 
· How will you ensure the data is good quality and limited to what is necessary?

· What information will you give individuals about how their data is used? 
· How will you help to support their rights under the GDPR? 
· What measures do you take to ensure processors and other third parties comply with data protection law? 
· How do you safeguard any international transfers of the data?
	Pobble relies on Legitimate Interest as their basis for processing personal data. The decision to use this lawful basis arose following Pobble’s work with the ICO as part of the ICO’s Regulators’ Business innovation Privacy Hub Programme. 
The approach as outlined above will enable us to use Pobble to achieve our aims of enhancing the teaching and learning of writing at our school.

We could not achieve the same outcomes through alternative means. Pobble has a a number of unique features, such as their writing focused peer and self-assessment approach, their global audience for young writers, and their new writing assessment moderation tool. 

The amount of data required by Pobble is minimal and proportionate for the successful operation of the platform. 

Teachers will be invited to sign up to Pobble’s terms directly, and pupils will be shown the pupil privacy policy so they are aware of the processing of their data into the Pobble platform. 

Pobble is compliant with GDPR and their Privacy Policy details how Pobble complies with users’ rights under GDPR. Contained in the privacy Policy is a list of all Pobble’s sub-processors. Each one has a suitable Data Protection Addendum in place in compliance with GDPR.
All data in-transit is encrypted with Transport Layer Security (SSL/TLS).




	Step 5: identify and assess risks

	Describe the source of risk and the nature of potential impact on individuals (**See note)
Risks may include:

· A privacy breach caused by technical issues or human error, where individuals are at risk of discrimination, identity theft, fraud, loss of confidentiality, physical or emotional harm
· Poor processes or inadequate due diligence leading to non-compliance with the GDPR, resulting in financial or reputational damage to the school
	Likelihood of harm

(remote, possible or probable)


	Severity of harm (minimal, significant or severe)
	Overall risk (low, medium or high)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Step 6: identify measures to reduce risk

	For risks identified as medium or high, identify additional measures you will take to reduce or eliminate the risk

	Risk
	Options to reduce or eliminate risk


	Effect on risk
(eliminated, reduced or accepted)
	Residual risk (low, medium or high)
	Measure approved (yes or no)

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	Step 7: sign off and record outcomes

	
	Name and date
	Actions

	Measures approved by:
	
	Integrate actions back into project plan, with date and responsibility for completion

	***Residual risks approved by:
	
	If accepting any residual risk, consult the ICO before going ahead with the project

	DPO advice provided:
	
	DPO should advise on compliance, step 6 measures and whether processing can proceed

	Summary of DPO advice:



	DPO advice accepted or overruled by (SLT):
	

	If the advice was overruled, explain why:



	Consultation responses reviewed by:
	

	If your decision is not the same as individuals’ views, explain why, and why you have decided to continue with the processing:



	This DPIA will be kept under review by (name):
	

	Date:
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