RANGEFORCE TRAINING MODULE COVERAGE FOR MITRE’S ATT&CK™ 2019

MITRE'’s Adversarial Tactics, Techniques, & Common Knowledge (ATT&CK™) is a curated framework for understanding typical cyber adversary
behavior, reflecting the various phases of an adversary’s attack lifecycle and the platforms they are known to target. RangeForce’s Training
Modules are mapped to the ATT&CK Framework as an effective means for security leaders to manage training priorities for team members. In
many cases, multiple training modules fall under a single section of the framework. An example being RangeForce’s WASE Module, which includes
training and simulations on SQL Injection, NoSQL Injection, and Command Injection, all of which all fall into the “Exploit Public-Facing Application”
section, “Initial Access” category of ATT&CK Framework. The RangeForce development team uses the ATT&CK Framework to help prioritize
training module development, and as coverage increases with new module delivery, coverage mapping will be updated.
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