
CLOUD FIREWALL 

SERVICE
Our Cloud Firewall service offers a range of virtual 

appliances, providing high performance, secure and 

scalable firewall services for your cloud infrastructure.

Delivered as a managed service, Cloud Firewall provides perimeter security and resilience for multi-cloud 
solutions with comprehensive monitoring, management and change control, offering advanced functionality 
such as URL filtering, threat intelligence and high availability.

Beyond Cloud

Cloud Firewall Service Benefits

Cloud Firewall Service Features

Recover your emails and files easily from your backup if they get deleted or corrupted.

Daily backups reduce the amount of repeat work needed to recover files from their backed-up state.

Simple to use search functionality in the backup portal and one click restore option to recover your lost data in seconds.

Delivered as a Managed Service 
Our cloud firewalls provide a fully monitored and managed solution, providing robust perimeter security. 

High Availability Pair 
Available as an option, cloud firewalls can be configured as a high availability pair – providing seamless failover in the event 
of a single appliance failure, ensuring no access interruptions to your cloud services. 



Our   
Credentials

Secure Inter-Site Connectivity
Site-to-site VPN functionality supports a broad range of IPSEC standards including IKEv1/v2. This enables 
secure connectivity between sites based on industry standard technologies.

URL Filtering
URL filtering is a highly configurable cloud-based web filtering service integrated with the cloud firewall 
appliances. With fully customisable categories and schedules, this service provides granular web filtering for 
your user base. This enables monitoring and blocking of websites that could impact your organisation through 
malware distribution, along with control over access to non-work-related sites and social media.

Threat Intelligence
Threat intelligence provides intrusion prevention system (IPS) functionality with live updates to block  
network-borne exploits, protecting your organisation.

For more information about the Cloud Firewall service, 
please contact sales@6dg.co.uk or call 0800 012 8060.

Cloud Firewall Service Tiers

Feature Essential Advanced Premium

High Availability ● ● ●

Stateful Inspection Firewall ● ● ●

NAT ● ● ●

Site-to-Site IPSEC VPN ● ● ●

App-ID – ● ●

Threat Intelligence – ● ●

URL Filtering – ● ●

Remote Access VPN – ● ●

Perimeter Firewall – – ●
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