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The Active Directory (AD) Management service provides proactive monitoring of Active Directory and DNS
services within your infrastructure. Options are available for AD audits, continuous auditing, and Active
Directory Federation Services (ADFS) management.

Active Directory Management Service Benefits

Ensures your Active Directory service is fully operational at all times.

AD audits highlight stale objects which could compromise your organisation’s security.

Continuous auditing supports compliance with PCI DSS and FCA requirements.
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Active Directory Management Service Features

Continuous Monitoring
N

Our proactive AD management service ensures your hybrid cloud identity infrastructure is monitored continuously.

Identify and Resolve Issues Proactively

Through proactive AD and DNS monitoring, any potential issues within your identity infrastructure are identified and resolved
before they impact your organisation.

Beyond Cloud



Best Practice Design Improvements

Optional annual AD audits provide recommendations for improvements in your AD design, ensuring
alignment to industry best practices.

Enhanced Security Monitoring

Optional continuous auditing can be integrated with a SIEM solution to provide enhanced security
monitoring and alerting of any identity compromises.

Active Directory Management Service Tiers

Feature Essential Advanced Premium

Active Directory and DNS Monitoring ) ) )
Active Directory Troubleshooting ) ) )
GPO Management - () ®
Annual Active Directory Audit - ) )
Active Directory Continuous Auditing and °
Assessment

Azure Active Directory Connect Continuous = =
Monitoring

ADFS Management - | |
Group Policy Audit A A A
Schema and Domain Functional Upgrades A A A
Domain and Forest Functional Level Upgrades A A A

® Inclusive as part of the standard service offering.
M Inclusive and as standard when you have purchased the relevant service, or if you have requested service(s) that have been documented in your SoW.

A Available as an optional upgrade for an additional fee.
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For more information about the Active Directory Management service,

please contact sales@6dg.co.uk or call 0800 012 8060.
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