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Welcome!

@CI_GmbH
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@CI_GmbH
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Started as a meetup

~ 20 participants

FuzzCon Europe 2019 - 
What’s all the Fuzz About?

FuzzCon Europe 2020 - 
Fuzz Your Software

2018 2019 2020

FuzzCon Europe 2020

~ 60 participants ~ 700 participants

ONLINE
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Automotive 
Edition

@CI_GmbH
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Who am I?

Sergej Dechand
CEO & Co-Founder

Background
● Usable Security & Privacy

● Software Development in Automotive

● Training for  secure development  to 

developers

@serj_de

https://twitter.com/KhaledYakdan
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Fuzz Testing on the Rise

MICROSOFT OFFICE

1 800
LINUX

12 687
GOOGLE CHROME

20 789
OSS-FUZZ

16 108
MOZILLA FIREFOX

5 200

Tech Leaders find

80 %
of their bugs with

FUZZING
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Testing Processes

Dev(Sec)OpsV-Model
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Developer Acceptance

○ Static analysis  widely adopted in the processes

○ Fuzzing + DAST unused / unknown by developers

○ Pentesters + Q&A use blackbox fuzzing  (ISO 21343)

Process / Tooling

○ Numerous regulations

○ OSS tools often incompatible to industry use cases

○ AutoSAR, Embedded Linux, Commercial Compilers

Current State of DevSecOps in Automotive
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Our Mission - Fuzzing Enablement

Automotive finds

80 %
of their bugs with

FUZZING

“Bosch’s embracement of such software 
security testing approaches is an 

example of how we proactively ensure 
security in our products.”

“We have always been looking for a 
better solution than our scripts to 

automated fuzzing in our CI. CI Fuzz is a 
good solution with a very nice 

integration in VS Code.”

Götz Martinek //
Managing Director

Rakshith Amarnath //
Project Lead

Winner of the Open Bosch Award

Award for the best start-up 
collaboration worldwide
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