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Disclaimer

e The methodologie mentioned here reflect my experiences about fuzz-testing and are
not general approaches used by the BSI !

e All opinions about Fuzzing expressed in this presentation are my opinions only. They
are not the general opinion of the BSI !
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What is suricata

Facts :

- about 600k lines of code
- more than 600 source files

Open Source IDS/ IPS/NSM - Uses Unit Tests and AFL Fuzzing (2019)
Developed by Open Information Security Foundation
writtenin cand rust

Buildsystem: automake

Version 5.0.3

SU R&ATA
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- since March 2020 integration to google oss-fuzz




Methodology of Fuzzing Projects in general
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My Setup

Build process
e How to build the project ?

Build the project

Fuzzing Suricata : Finding Vulnerabilities in Large Projects

$ user@host ./autogen
$ user@host ./configure
$ user@host make all -j$(nproc)
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My Setup

Build process

e How to build the project ?
e Create build script with sanitzer

o patch object file
o pack all together

Build parent

Create build script

#!/usr/bin/sh

set -e

export CC=clang
export CXX=clang++
export ASAN_OPTIONS=detect_leaks=0

./configure --disable-rust CFLAGS="-0l1 -v -g -fPIC \
-fsanitize-coverage=indirect-calls, trace-cmp, trace-div,trace-gep \
—-fsanitize=address, fuzzer-no-link, undefined, signed-integer-overflow,bool,pointer-o
verflow" \

LDFLAG="-fsanitize=address, fuzzer-no-link,undefined, signed-integer-overflow,bool, p
ointer-overflow \
-fsanitize-coverage=indirect-calls, trace-cmp, trace-div, trace-gep" \

make -j$ (nproc)

echo "patch suricata.o ..."

sed -1 -e 's/main/mmmm/g' suricata.o
echo "patched ..."

echo "generate archiv suricata fuzz.a ..."
ar rv suricata_fuzz.a *.o

echo "generated ...

build_suricata.sh
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My Setup

Build process

e How to build the project ?
e Create build script with sanitzer
e Build fuzzing infrastructure (Docker)

FROM base/archlinux

#install main packages

RUN echo "installing basic packages ..."

RUN pacman -Syu --noconfirm
RUN pacman -S --noconfirm \
screen \

git \

# install dep for suricata
RUN pacman -Syu --noconfirm
RUN pacman -S --noconfirm \

jansson \

libnet \

libyaml \

nss

Dockerfile

Build parent

Create build script

Create infra.

Fuzzing Suricata : Finding Vulnerabilities in Large Projects
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My Setup

Build process

How to build the project ?

Create build script with sanitzer
Build fuzzing infrastructure (Docker)
Build Makefile for fuzz-targets

FUZZERS = fuzz_app \

fuzz_decoder udp

fuzz_%: $(src_target)/fuzz_%.c

$(shell mkdir -p $(build_target)/$*

clang -01 -g \
$<\
${CFLAGS} ${LDFLAGS} \
-DCLS=64 \
-D HAVE MAGIC \
-I../src -I../libhtp \
-fsanitize=fuzzer,address,undefined, \
signed-integer-overflow, \
bool,pointer-overflow \
-fsanitize-coverage=trace-pc-guard \
-fsanitize-thread-memory-access \
-lstdc++ \

-lmagic -lcap-ng -lpcap -lpthread -lnet -lyaml -lpcre -lz -llzma \

../src/suricata_fuzz.a \
../libhtp/htp/.libs/libhtp.a \
/usr/1ib/liblz4.so \

-0 $(build_target)/$*/$@

Makefile

Build parent Create build script

Create infra.

Makefile

Fuzzing Suricata : Finding Vulnerabilities in Large Projects
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Methodology of Fuzzing Suricata

S

Analyse,
Setup » Fuzz-Targets,
Running Tests

—J
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Bug investigation,
Bug report




Analyse

Biggest challenge: Finding entry points

e Look at Unit-Test
e Look at Fuzz-Test (if fuzz-tests are available)
e Look at the Bug-Tracker

Fuzzing Suricata : Finding Vulnerabilities in Large Projects

suricata

|— contrib
|— doc

F— libhtp

|“— rust
f—src

— alert-debuglog.c

— alert-fastlog.c

— alert-prelude.c

— alert-syslog.c

— alert-unified2-alert.c
—— app-layer.c

—— app-layer-dcerpc.c
— app-layer-dcerpc-udp.c
— app-layer-detect-proto.c
— app-layer-dhcp.c

—— app-layer-dnp3.c

| }— app-layer-parser.c
—— decode-erspan.c

— decode-ethernet.c
— decode-events.c

| — decode-gre.c

| | suricata.c

L— suricata-update

Sirko Hoer
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Analyse

Biggest challenge: Finding entry points

e Look at Unit-Test
e Look at Fuzz-Test (if fuzz-tests are available)
e Look at the Bug-Tracker

In this case, | look at:

e Entrypoint:src/suricata.c
e Unit-Tests: src/tests/*.c

Fuzzing Suricata : Finding Vulnerabilities in Large Projects

suricata

|— contrib
— doc

F— libhtp

|“— rust
f—src

— alert-debuglog.c

— alert-fastlog.c

— alert-prelude.c

— alert-syslog.c

— alert-unified2-alert.c
—— app-layer.c

—— app-layer-dcerpc.c
— app-layer-dcerpc-udp.c
— app-layer-detect-proto.c
— app-layer-dhcp.c

—— app-layer-dnp3.c

| }— app-layer-parser.c
—— decode-erspan.c

— decode-ethernet.c
— decode-events.c

| — decode-gre.c

| | suricata.c

L— suricata-update

Sirko Hoer
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Analyse

Find interesting things

1183 é{étic void ParseCommandLineAFL(const char *opt_name, char *opt_arg){
1184 #ifdef AFLFUZZ_RULES
1185 if(strcmp(opt_name, "afl-rules") == 0) {
MpmTableSetup() ;
SpmTableSetup();
exit(RuleParseDataFromFile(opt_arg)); _
} else
#endif
#ifdef AFLFUZZ_APPLAYER
if(strcmp(opt_name, "afl-http-request") == 0) {
//printf("arg: //%s\n", opt_arg);
MpmTableSetup();
SpmTableSetup();
AppLayerProtoDetectSetup();
ApplLayerParserSetup();
RegisterHTPParsers();

exit(AppLayerParserRequestFromFile (_PROTO_HTTP, opt_arg));

1268 ce A
suricata.c

Fuzzing Suricata : Finding Vulnerabilities in Large Projects

Fuzz-targets for AFL.

e About 25 written Targets (2019)
e App-Layer:

o http-request / response

o  smb-request/response

o smtp
e Low-Level decoder

o  IPv4/IPvé decoder

o  PPP-decoder

o  Ethernet-decoder

Sirko Hoer

15



Analyse

Finding good Fuzz-Targets

° RuleParseDataFromFile(...)

® ApplayerParserRequestFromFile(...)

® ApplayerParserFromFile(...)

® MimeParserDataFromFile(...)

° DecoderParseDataFromFile(...)
° DerParseDataFromFile(...)

e ConfYamlLoadString(...)

Fuzzing Suricata : Finding Vulnerabilities in Large Projects

Example:

int RuleParseDataFrompFile(char *filename)

{

SigTableSetup();

SCReferenceConflnit();

SCClassConfinit();

DetectEngineCtx *de_ctx = DetectEngineCtxInit();

while (_AFL_LOOP(10000)) {

size_t result = fread(&buffer, 1, sizeof(buffer), fp);
if (result < sizeof(buffer)) {

buffer[result] = "\0';

Signature *s = Siglnit(de_ctx, buffer);

if (s I= NULL) {

SigFree(s);

}

}

DetectEngineCtxFree(de_ctx);
SCClassConfDeinit();
SCReferenceConfDeinit();

}

decoder-afl.c

Sirko Hoer
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The Fuzz-Target (Example)

Creating Fuzz-Targets

if(strcmp(opt_name, "afl-http-request”) == 0) {
//printf("arg: //%s\n", opt_arg);
MpmTableSetup();
SpmTableSetup();
AppLayerProtoDetectSetup();
AppLayerParserSetup();
RegisterHTPParsers();

suricata.c

Fuzzing Suricata : Finding Vulnerabilities in Large Projects

/* Include files */

int LLVMFuzzerInitializef{nt *argc, char ***argv) {
MpmTableSetup () ;

SpmTableSetup () ;

AppLayerProtoDetectSetup () ;
AppLayerParserSetup () ;
AppLayerParserRegisterProtocolParsers () ;

/* Initialize random number generator */
srand (0) ;

return 0;

AppProto AppProtoFromData () {
return rand() % ALPROTO MAX;
}

fuzz_app.c

Sirko Hoer
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The Fuzz-Target (Example)

Creating Fuzz-Targets

Flow *f = NULL;

TcpSession ssn;

f->flags |= FLOW_IPV4;
f->src.addr_data32[ 0] = 0x01020304 ;
0x05060708;

f->dst.addr_data32[ 0] =

f->sp =
f->dp = 80;

f->alproto = alproto;

uint8 t buffer|

uint32_t cnt = 0;

uint8 t flags = STREAM TOSERVER;

if (start--) {

flags |= STREAM START;
}
if (done) {

flags |= STREAM EOF;

(void)AppLayerParserParse( NULL, alp_tctx, £, alproto, flags

int ApplayerParserRequestFromFile (uint8_t ipproto, AppProto alproto, char *filename) {

AppLayerParserThreadCtx *alp_tctx = AppLayerParserThreadCtxAlloc();

— I—

buflfer, size);

é?op-layer-parser.c

int LLVMFuzzerTestOnelInput (const uint8 t *data,

size t size)
if (size < 1) return 0;
// Data setup

AppProto alproto = AppProtoFromData (*data) ;
Flow *f = NULL;
TcpSession ssn;

AppLayerParserThreadCtx *alp tctx =

f->flags |= FLOW_IPV4;
f->src.addr_data32[0] =

f->dst.addr_data32[0] =

f->sp = 10
f->dp = 80;
f->alproto = alproto;

int start = 1;

int flip = 0;

uint8 t flags = STREAM TOSERVER | STREAM START;

AppLayerParserParse (NULL, alp tctx, f, alproto, flags, data,

AppLayerParserThreadCtxAlloc () ;

size);

fuzz_app.c

Fuzzing Suricata : Finding Vulnerabilities in Large Projects
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/hone

Methodology of Fuzzing Suricata |

in LLWFuzz i jects/CL/
222 corp: 20/4zb Lim: © exec/s: © rss: 6D L 3/4 KS: 2 OW-Eraschytes- DE
: 223 corp: 21/44b Lim: 6 exec/s: O rss: 66Mb L:

ngesit
: 8 exec/s: O rss: 60Mb L: 7, ngeBinInt-CopyPart-Crossover-
: B exec/s: B rss: 60Mb L angesit

17 exec/s: 0
: 17 exec/s: 6

rss

es
- Shuf fleBy tes- ChangeBinTnt -Changedyte
suricata: fuzzing-gitlab fuzzing) fuzz app.ci39:7

Creating Fuzz-Targets : The conclusion

229 corp: 27/103b Lim: 17 exec/s.
£ 230 corp: 28/134b Uim: 33 exec/s:
231 corp: 29/197b Lin: 63 exec/s
232 corp: 30/324b lim: 135 exec/s: 0 rss
: 233 corp: 31/561b Uim: 177 exec/s: © rss:

igeBit -Crossover
tes-InsertByte-ChangeBinInt-Crossover:
Crossover

ytes

geB)
8 AutoDict-CrossOver
220742

DF: "\x01\x00" -

234 corp: 3u/6eab Lim: 184 ec/s: 0 135 81 MS: 3 PersAutoDict-ChangeBinInt-CHP- DE: “\X01\x00"-*\x00\X00\X00\x00"
28562 : 235 corp: 3/837b Uim: 261 exec/s: 0 s5: 16D L 2551255 HS: 5 Changebyte- Inser Repeateddytes-CrossOver-Crossover-Erasedytes
35815 102 11: 130 corn: 34/1118b Lin: 393 excers: 0 ras: 12 L 1917395 NG 0E

2 Changegyte-CHP.

Le—chRon: Addresssanitizer: heop-buf er-over flow on address at pe 8 bp 0x7t "
. REA0 of sive 1 at xGo20003mdbaa thread T
. Reuse of ertten Code #0 0x55bC668778eC in BasicSearch "mr karl?my‘(v /rm 22ing/ fsuricata-fuzzing-gitlab/src/ut som-bs.<:63:13
#1 0X55bC6651acbs in SSHParscBanner /honey/sirko/P I/ fuzzing/suricata/suricata. { tlab/src/app- Layer-ssh.c:99:26
2 ssbsssionst in sparsenecord honesirko/ Projecta/Cl/ furzing/sur Slabysrc/app-Layer-ssh:
43 0x55bCB6518: SShParseData /hos o/Projects/C1/uzzing/suricata/suricate- fuzzing-gL </opp- Lo
94 6x35bces51734f in 59 /5 /fuzzing/suricata/suri 2ing gu\nb/s'cmvp n/nr ssh.c

Customi d lize the Fuzz T: t simens tzrm_,::l:'S;Lzrpu';“‘;'n;;:.::“;’:;;‘.sfﬁzzf:;z'::i;:z; oo by A e
® ustomize and generalize the ruzz largets rarsoxeanteca toackunciones cra

88:13

ata- fuzzing- gitlab/ m, ng,mu ok
#7 0x35bC6638de0s in fuzzer

r const+, unsigned long} (/hoe/sirKo/Pro Sin/eurpeatassiricats fuzzing-gitiaby uzzing/pl
#8 0X55bC66390660 in fuzzer +, unsig g fuzzer: : Inputln sy sirko/Projects/Cl/fuzzing/suricat ata-f
5 n fuzzer {7pame/si ko/Projects/Ci/ fuzzing/suricatalsuricata- fuzzing-gilaby fuzzing/play rmmd/npp/lun app+ax6ealba)
#10 0x550c66394¢07 n fuzzer :Fuzzer: :Loop(std: :vectorestd::  cxxll:: stdrichar traltsechans, et allocatucechars 2. fuazers furzee allocatocestd
11 0x55bc66385955 in fuzzer: :FuzzerDriver(int*, char***, int (*)(u

#12 oxssbseazaers in sain (/home/sirko/profects/clfuzzing/suricat
8x716734199ce2 in  libc start main (/usr/Lib, 0.648x23cc2)

e/sirko/brojects; L/ fuzzina/suricata/sur icata. fuzZ1ng-git
#
#14 0x55bce6378ecd in start (/home 25/CT7 fuzzing)suri cata/suricata- fuzzing-gitlaby fuzzing/playground/app/ uzz. app+oxedvecd)

eorLcatn: Tussing.GLEVabyTURZing P ayaround by FUTT. appeaxcaser)

0x60200035dbd4 is located 1

'Y Th n k a bout Seed sa nd d |Ct ionaries %0 Gussbestieiisg in | interceptor g:g;o;”;/»/:;w::.‘xfg»mkig;#;;;ﬁz;‘,qu.vilfnu/su.mm fuzaing-gittabyfuzeing/playground/opey uze oppeoxiatis)
o  Configuration Parser use YAML

#2 Ox55bc6638dedS in quc Fuzzer: :ExecuteCallback(uns i byl R D s v
toltl? d ; | er: ﬁp»{t:'. wverflow /home/sirko/Projects/Cl/fuzzing/surica
o  Decoder needs network packages A o
061 b4

iFLER -t gitlab/fuzzing/pl
2zing/suricata/suricata- f

/suricata-fuzzing-gitlab/src/util-spn-bs.c:65:13 in Basicsearch

Uz,

unsigned long) (/hose, CirRagProjects f(!/h/'r;/,»unulu
igned char cons long, bool, fuzzer: tInfo*, bool*) (/hose/sirko,
estonel) (/hone/sirkosProjects/cl/fuzzing/suricataysuricata- fuzzing-gitiab, Toazina/ploys

td::  cxx11::basic stringechar, std::char traitsechar>, allocator<char> >,
signed char const, unsigned ong)) |/hmmf|rkn/?'n]rr!<’(l/mnvmp suricata/suricata- fuzzing-gitl

%d fa fa fd fd fa fa fd 7d fa fa d fd

fa fa fd fa fa fa fd fa fa fa fd fa

fa fa fd fd fa fa fd fd fa fa fd fd

fa fa fd fa fa fa fd fa fa fa fd fa

o (Fhome/s4ko/Projects/Cl/ fuzzing/suricatessuricatas fuszing. g1t 1aby fuzzing playaround; app/ fuzz. approxedoers
#8 0x770734799ce2 in  Libc start main (/usr/1ib/1ibc.so.6+0x23ce2)

fa fa fd fa fa fa fd fa fa fa fd fa

55 %0 o4 4a fu taiadite fu fn 56 0%

a
X8CD48006Tb80: fa fa 60 66 fa fa 00 00 1, fa fa fa fa
0x6c0486061690; fa fa fa fa fa fa fa fa fa fa fa ‘.1 fa fa fa fa
8006fba0: fa fa fa fa fa fa fa fa fa fa a fa fa fa
0x0c0480001b50: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa
x6c0480067bc0: fa fa fa fa fa fa fa fa fa fa fa fa fa f

e Legend (one shadow byte represents 8 application bytes):

o  Rule parser needs rule-files

Addressable:
Partially addressable: 91 62 03 04
Heap left redzone fi

5 06 07

e Runthefuzzer

Potsoned by user

rflow:
redzone:

ca

Right alloca redzone: e
st ¢

; base unit: 51c7023af741bD5bG9267b623F1aTCATf 763316

@,
\xumon\m‘xcﬂ
artifact pre / 33b8224440052¢2187
Basced: BosIC-

; Test unit written to ./crash-418ddco1daged3261cfes

Fuzzing Suricata : Finding Vulnerabilities in Large Projects
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Methodology of Fuzzing Suricata
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Ethernet Decoder Heap Buffer Overflow

e Targeting the decoder of an ethernet packet

e Found bugin: decoder-ethernet.c
e Heap Buffer Overflow (read)

e canleadtoacrash of the programor at least a

undefined behaviour

Fuzzing Suricata : Finding Vulnerabilities in Large Projects

SUMMARY: AddressSanitizer:
Shadow byt

>0x0c 108802994

#1545 NEW  cov: 5 ft: 21 corp: 11/568b lim: 14 exec/s: © rss: 63Mb L: 64/122 MS: 3 ChangeASCITInt-ChangeByte-Erasel
decode-mpls.c:61:16: runtine error: load of misaligned address 0x6070009ladce for type ‘vint32 t' (aka ‘unsigned int' ), hich requires 4 byte alignment
0x60700001adce: note: pointer points here

55 66 88 48 a8 09 62 61 0O 68 55 00 O1 66 10 94 55 00 01 06 10 94 56 00 ©1 83 64 11 00 00 61 06

SUMMARY: UndefinedBehaviorSanitizer: undefined-behavior decode-mpls.c:61:1
#19407 NEW co 2 2/759b lim: 191 exec/s: O rss: 85Mb L: nsertByte-ShuffleBytes-CrossOver-
#32768 pulse cov: 12/758b im: exec/s: 16383 rss: 1034
#58589 NEw  cov: : 13/1206b lim: 580 excc/s: 9764 rss: o L: 447/447 MS: 2 CrossOver-ErascBytes
#65536 pulse co! : 13/1206b 643 exec/s: 9362 rs 1528b
1063 exec/s: 7246 rss: 216Mb L: 959/959 MS: 4 CrossOver-CrossOver-CMP-EraseBytes- DE: "\xB1\xB6\x08\x00"
#131672 pulse S 2165b lim: 1290 exec/s: 5698 rss: 281Mb
INFO: Libruzzer disabled ek derec after every mutation
Most Likely the target function accumulates allocated
menory in a global state w/o actually leaking it.
You may try running this binary with -trace malloc=]12]
If Leaksanitizer is enabled in this process it will sti
run on the process shutdown
4221189 NEW  cov: 5 ft: 2
262144 pulse
2467196 New
#524288 pulse

6 1
wuwx MS: 5 CopyPart-ChangeByte-

#101445 NEW £ : 14/2165b |

10 get a trace of mallocs and frees.

2193 exec/s: 4915 rss: 470Mb L:
m: 2600 exec/s: 5825 rss: 532Mb

4636 exec/s: 10156 rss: B25Mb L: 493174031 MS: 2 CrossOver-EraseBytes
5200 exec/s: 11155 rss: 935Mb

1 1983/1983 MS: 2 CrossOver-EraseBytes-
li/d‘dsb 1
+ 16/8179b 1
: 16/8179b 1

#1028256 27 corp: 17/16306b lim: 10215 exec/s: 20984 rss: 1548Mb L: 8127/8127 MS: 5 ShuffleBytes-ShuffleBytes-CrossOver-(MP-EraseByl
41048576 : 27 corp: 17/16306b lin: 10410 exec/s: 21399 rss: 1614Mb

#1652286 : 28 corp: 18/31Kb lim: 16418 exec/s: 31774 rss: 1699Mb L: 16319/16319 MS: 5 CrossOver-ChangeASCITInt-EraseBytes-ShuffleBytes
#2097152 pulse 28 corp: 18/31Kb Lis 842 exec/s: 38130 rss: 1699Mb

#4194304 pulse : 28 corp: 18/31Kb lim: 24000 exec/s: 61680 rss: 1699MD

==2677==ERROR: AddressSanitizer: heap- buf\‘er-nverflow on address 0x60800018ca7a at pc 0xS604bSfSceOe bp Ox7fff3fd61e00 sp 0x7fff3fds1dfs

READ of size 1 at 0x60890018ca7a thread Ti
#0 Dx5604b5f5ce0d in DecodeMPLS /hmlc/slrkn/P(ch(l5/(1/funzng/surlmta/sur)csl fuzzing-gitlab/src/decode-mpls.c:96:13
#1 0x5604b53eT15 in DecodeEthernet /home/sirko/Projects/C1/fuzzing/suricata/suricata- fuzzing-gitlab/src/decode-ethernet.c:89:13
#2 Dx5604bSeabecl in LLVMFuzzerTestoneInput /home/sirko/Projects/CI/fuzzing/suricata/suricata-fuzzing-gitlab/fuzzing/fuzz decoder ethernet.c:106:5
#3 Dx5604b5d72e65 in fuzzer::Fuzzer: :ExecuteCallback{unsigned char const*, unsigned lona) rn’-e/ﬂrko/Pru]PrH/(['h77|n'~/<.ur\rafarmr|ram fuzzing-gitl
#4 0X5604b5d75600 in fuzzer::Fuzzer: Rur’JnUunugl ed char const*, unsigned long, bool ::InputInfo®, bool*) (/home/sir U/ijuls/[l/luung/suul.
#5 0x5604b5d77109 in fuzze MutateAndTestOne() (/ "ane/i!rkc/Pro]P(!s/CI/le nc/surxcata/euncata fuzzing-gitlab/fuzzing/playground/d ethe
#6 Dx5604b5079e07 in fuzzer: Loop( vectorsstd:: cxx1l::basic stringschar, std::char traits<char, std::allocator<char> >, fuzzer fuzzer all
#7 Dx5604b5d6a955 in fuzzer::FuzzerDriver(int*, char++s *) (unsigned char const*, unsigned long)) (/heme/sirko/Projects/Cl/fuzzing/suricata/suricate
#8 0x5604b505de73 in main (/home/sirko/Projects/CI/fuzzing/suricata/suricata-fuzzing-gitlab/fuzzing/playground/decoder ethernet/fuzz decoder ethernet+dxt
#9 Ox7(63c7dbce2 in  Llibc start main (/usr/Llib/libc.so.6+0x23ce2)
#10 0x5604bSdSdecd in start (/home/sirko/Projects/Cl/fuzzing/suricat

a/suricata- fuzzing-gitlab/fuzzing/playground/decoder ethernet/fuzz decoder ethernets

0x60300013ca7a is located 0 bytes to the right of 50-byte region [0x60800018ca20,0x60300013ca7a)
allocated by thread TO here

#0 0x5604b5e6cds9 in  interceptor malloc (/home/sirko/Projects/CL/fuzzing/suricata/suricata- fuzzing-gitlab/fuzzing/playground/decoder stliginat/ iz dect
#1 Dx5604bSeab82a in LLVMFuzzerTestOneInput /home/sirko/Projects/CI/fuzzing/suricata/suricata-fuzzing-gitlab/fuzzing/fuzz decoder ethernet.

#2 0x5604b5d72¢05 in fuzzer :ExecuteCallback{unsigned char const*, unsigned long) l/P‘l)"c/nrkoll’veJLcls/(I/!uuv o/Suricata/suricata «umng gitl
#3 Dx5604b5d75660 in fuzze Runone unsigned long, bool, nfor, bool*} (/hone/sirko/Projects/CI/fuzzing/surice
#4 0x5604b50771b9 in fuzze me/s -kum-uju\a/crnv,umg/wm.uu/smuam fuzzing-gitlab/fuzzing/playground/decoder ethe
#5 0x5604b5d79e07 in fuzzer:: i td::vectorestd:: cxx11::basic stringechar, std::char traits<char>, std::allocator<char> >, er: : fuzzer all
#6 0x5604b506a955 in fuzze FuzzerDriver(int*, char*++, int (*}(unsigned char const*, unsigned long)) (/home/sirko/Projects/CI/fuzzing/suricata/suricate

#7 0x5604b5d5de73 in main (/home/sirko/Projects/Cl/fuzzing/suricata/suricata- fuzzing-gitlab/fuzzing/playground/decoder cthernet/fuzz decoder ethernetsoxt
#8 ox7ffe3c7dbce2 in  libc start main (/usr/1ib/1ibc.s0.6+0x23ce2)

heap-buffer-overflow /home/sirko/Projects/C1/fuzzing/suricata/suricata-fuzzing-gitlab/src/decode-mpls.
around the buggy address:

0x6c108002980: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa
0x0c1080029900: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa
0x6c1080029910: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa
0x0c1080029920: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa
0x0c1080029930: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

fa fa fa fa 00 60 00 0D €0 DO 00 00 00 00 0DO[02]
0x0c1088029950: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa
0x6c1080029960: fa fa fa fa fd fd fd fd fd fd fd fd fd fd fd fd
Dx0c1080029970: fa fa fa fa fd fd fd fd fd fd fd fd fd fd fd fd

:96:13 in DecodeMPLS
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Recap: Ethernet frame

Paket DST SRC TYPE PAYLOAD CRC

0x0 Ox6 0x12 0x16 0x61 0x63

e DST: Destination MAC Address
e SRC:Source MAC Address

e TYPE:Type of the ethernet frame
e PAYLOAD :contains data

e CRC:Checksumstorage
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Ethernet Decoder Heap Buffer Overflow

DecodeEthernet (ThreadVars, DecodeThreadVars, Packet,
Buffer, Length, pq)

switch (SCNtohs (Packet->eth type))

case ETHERNET TYPE MPLS UNICAST:
case ETHERNET TYPE MPLS MULTICAST:
break
case ETHERNET TYPE DCE: <(ueesssss 0x8903
DecodeEthernet (ThreadVars, DecodeThreadVars, Packet,
pkt + ETHERNET DCE_ HEADER LEN,
len - ETHERNET DCE HEADER LEN,

pq);
break;

pseudocode

return;

Input Data / Ethernet Packet

Fuzzing Suricata : Finding Vulnerabilities in Large Projects

Paket DST SRC TYPE PAYLOAD CRC

0x0 Ox6 0x12 0x16 Ox61 0Ox63

Orlglnal input data of the crash

E 8 E8 E8 E8 E8 E8 89 03 I 2233 4455 66 11T 2233445566 8903
11 22 33 44 55 66 11 22 33 44 55 66 89 03 11 22 33 44 55 66 11 22 33 44 55 66 89 03
E8 E8 EB8 E8 E8 E8 E8 E8 E8 E8 E8 EB
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Ethernet Decoder Heap Buffer Overflow

DecodeEthernet (ThreadVars, DecodeThreadVars, Packet,

Buffer, Length, pq)
switch (SCNtohs (Packet->eth type))

case ETHERNET TYPE MPLS UNICAST:
case ETHERNET TYPE MPLS MULTICAST:
break

case ETHERNET TYPE DCE:

e 0x8903

DecodeEthernet (ThreadVars, DecodeThreadVars, Packet, <
pkt + ETHERNET DCE_ HEADER LEN,
len - ETHERNET DCE HEADER LEN,
pq);
break;
pseudocode

return;

Fuzzing Suricata : Finding Vulnerabilities in Large Projects

Input Data / Ethernet Packet

Paket DST | SRC | TYPE PAYLOAD CRC
0x0 Ox6 0x12 0x16 0Ox61 0x63
rsive
Original input data of the crash
0A E8 E8 E8 E8 E8 E8 E8 E8 E8 E8 E8 89 3 11 22 33 44 55 66 11 22 33 44 55 66 89 1
33 44 55 66 11 22 33 44 55 66 89 03 11 22 33 44 55 66 11 22 33 44 55 66 89 03

11 22
E8 E8 E8 E8 E8 E8 E8 E8 E8 E8 E8 ES8

24
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Ethernet Decoder Heap Buffer Overflow

DecodeEthernet (ThreadVars, DecodeThreadVars, Packet, 1 H H
. Iteration
Buffer, Length, pq) _—
OA E8 E8 E8 E8 E8 E8 E8 E8 E8 E8 E8 33 44 55 66 11 22 33 44 55 66
11 22 33 44 55 66 11 22 33 44 55 66 33 44 55 66 11 22 33 44 55 66
switch (SCNtohs (Packet->eth type) E8 E8 E8 E8 E8 E8 E8 E8 E8 E8 E8 ES8
case ETHERNET TYPE MPLS UNICAST: 2 iteration
case ETHERNET TYPE MPLS MULTICAST:
- - - 11 22 33 44 55 66 11 22 33 44 55 66 8
11 22 3344 55 66 13 .22 133744 55 66 89 03 @1.22 133744 551661 Y 22" 3344 55 (66 8
E8 E8 E8 E8 E8 E8 E8 E8 E8 E8 E8 ES8
break
e
case ETHERNET TYPE DCE: 0x8903
3. iteration

DecodeEthernet (ThreadVars, DecodeThreadVars, Packet,
pkt + ETHERNET DCE_ HEADER LEN, T1N220 33 AN 55 66 11 1221133044 b5 66| 59 03 [(E22NS3N4AN5 NGNS IFANNEENG6 89 03
len - ETHERNET DCE HEADER LEN, E8 E8 E8 E8 E8 E8 E8 E8 E8 E8 E8 E8
pq); u

break; ™

iteration .

4

return; pseudocode

E8 E8 E8 E8 E8 E8 E8 E8 E8 EB8 E8 E8____ |

Fuzzing Suricata : Finding Vulnerabilities in Large Projects Sirko Héer 25



What have we found ?

e About 30 Fuzz targets
o around 150 lines of code per target
e 14 Bugsfound
o read/write heap buffer overflows, memory leaks, ...
o  SSL Parser, Ethernet Decoder, IPv4/1Pv6 Decoder, AppLayerParser for SSH
e 12CVE’s
o CVE-2018-10242,
o CVE-2018-10244,
o CVE-2019-10050-10056
o CVE-2019-16411,CVE-2019-16410
o CVE-2019-15699
e Allbugs are patched in version 5.0.3/4.1.8
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Conclusion

The big plus of coverage guided fuzzing ...

e Fuzz-Engines like libFuzzer, honggfuzz or AFL performs very well against parser
o XML, YAML, JSON, etc..
o  Decoder
o Image parser (ffmpeg, libpng)

e Coveragedriven

e Scalable and really fast
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Conclusion

What can be improved ...

e Sometimes it is difficult to set up the environment, especially for "grown" projects with unconventional

build environments (i.e. self written build scripts)
e highbarrier to entry
o deepc/c++ knowledge
o alsodeepsecurity knowledge
o time for experimentation

e  Struction aware fuzzing / socket fuzzing / state dependent fuzzing has to be implemented by “hand”

e Smartdevice fuzzingis a big challenge
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Questions ?
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