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ESCRYPT – A global and growing company
Corporate profile

Associates

400
Associates in engineering

240
R&D locations

7
Locations worldwide

19

Founded in: 
2004

Shareholder: 
100 % ETAS GmbH, a subsidiary of 
the Robert Bosch GmbH

Headquarters: 
Bochum, Germany

Management: 
Uwe Bingel
Dr. Thomas Wollinger

ESCRYPT – is the leading solution provider for
automotive cybersecurity
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Five Unpleasant Truths about Automotive Cybersecurity
Challenges in the automotive world
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Single device/ECU

2020 ff
Infrastructure
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Vehicle System

Increasing complexity of the system

Increasing vulnerability to cyber attacks

Increasing connectivity

Increasing relevance of IT security skills
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Five Unpleasant Truths about Automotive Cybersecurity
Truth no. 1

775.000.000
connected passenger cars

Quelle: Juniper Research 2019
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Five Unpleasant Truths about Automotive Cybersecurity
No. 1 – The Titanic Syndrome

“Those who put themselves in 
danger, perish in it.“
Car manufacturers without a security strategy will not survive.

§ Enabler for connected mobility
§ Penalty service
§ Survival premise
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► Security as a strategic task
► Security awareness
► Security orchestration

“Those who put themselves in 
danger, perish in it.“
Car manufacturers without a security strategy will not survive. not 
survive.

Five Unpleasant Truths about Automotive Cybersecurity
No. 1 – The Titanic Syndrome
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Five Unpleasant Truths about Automotive Cybersecurity
Truth no. 2

7x more
cyberattacks within 4 years
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Five Unpleasant Truths about Automotive Cybersecurity
No. 2 – No safety without security

“It is about risking life and limb“.
In a connected world, cybersecurity is as vital as the brakes.

§ Connected safety-critical systems
§ Incident x fleet size = potential accidents
§ Fleet hack up to 3,000 deaths



info@escrypt.comConfidentiality | Department | First Name Last Name | © ESCRYPT 2019. All rights reserved.
Ident: 30TE00013 | Version: 11 | State: released | If printed, this document is an uncontrolled copy.

12/1/20 10

Five Unpleasant Truths about Automotive Cybersecurity
No. 2 – No safety without security

► Original equipment for every vehicle
► Lifecycle
► Classical IT security competence

§ IDS, SOC, Firewalls

It is about risking life and limb“.
In a connected world, cybersecurity is as vital as the brakes.
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Five Unpleasant Truths about Automotive Cybersecurity
Truth no. 3

300 – 500 Mio.
Lines of Code

Quelle: Heise, KFZ-Betrieb 2019
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Five Unpleasant Truths about Automotive Cybersecurity
No. 3 – Reasonable residual risk

“100% security is not affordable.“
Automotive Security needs calculation of investment and residual risk.

§ Security invest vs. risk
§ „Loss-making“ business
§ Cloud security
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Five Unpleasant Truths about Automotive Cybersecurity
No. 3 – Reasonable residual risk

► Segmentation: critical safety, connectivity
► Prioritization
► Resilience management

“100% security is not affordable.“
Automotive Security needs calculation of investment and residual risk.
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Five Unpleasant Truths about Automotive Cybersecurity
Truth no. 4

322.000
new malware programs per day 

Quelle: AV Test – The Independent IT-Security Institute 2020
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Five Unpleasant Truths about Automotive Cybersecurity
No. 4 – Omnipresent threat 

“If you don‘t find the holes, 
someone else does.“
The evil is always there and everywhere.

§ Complex system (challenging testing)
§ Long vehicle life cycle 
§ Connected production processes
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Five Unpleasant Truths about Automotive Cybersecurity
No. 4 – Omnipresent threat 

► Security testing strategy
► Protection of all connected entities 
► Over the entire vehicle life cycle

“If you don‘t find the holes, someone 
else does.“
The evil is always there and everywhere.
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Five Unpleasant Truths about Automotive Cybersecurity
Truth no. 5

Quellen: Personal Information Protection Commission Japan, China Briefing, Europäische Kommission, ISO, UNECE, Jones Day, The Hill
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Five Unpleasant Truths about Automotive Cybersecurity
No. 5 – Impending sanctions

“Those who don‘t follow the rules
are disqualified.“
Automotive cybersecurity becomes a prerequisite for market participation.

§ Increasing complexity
§ Fear from over-regulation
§ High pressure to act
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Five Unpleasant Truths about Automotive Cybersecurity
No. 5 – Impending sanctions

► Legal expertise
► Standard-compliant security design
► Implementation of a Cybersecurity

Management System (CSMS)

“Those who don‘t follow the rules 
are disqualified.“
Automotive cybersecurity becomes a prerequisite for market participation.
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Five Unpleasant Truths about Automotive Cybersecurity
At a glance

#5 Impending sanctions

#1 Titanic syndrom

#2 No safety without security

#3 Reasonable residual risk#4 Omnipresent threat 
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“Security is not a product, but a process.”
Bruce Schneier
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Five Unpleasant Truths about Automotive Cybersecurity
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