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Single device/ECU Vehicle System Infrastructure

Increasing complexity of the system

1
»

Increasing connectivity
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Increasing vulnerability to cyber attacks
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Increasing relevance of IT security skills
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Five Unpleasant Truths about Automotive Cybersecurity

escrypt
No. 1 — The Titanic Syndrome

SECURITY. TRUST. SUCCESS.

“Those who put themselves in
danger, perish in it.”

Car manufacturers without a security strategy will not survive.

» Security as a strategic task
» Security awareness
» Security orchestration
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No. 2 — No safety without security

SECURITY. TRUST. SUCCESS.

It is about risking life and limb*.

In a connected world, cybersecurity is as vital as the brakes.

» Original equipment for every vehicle
» Lifecycle

» Classical IT security competence
= IDS, SOC, Firewalls
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No. 3 — Reasonable residual risk SECURITY. TRUST. SUCCESS.

“100% security is not affordable.”

Automotive Security needs calculation of investment and residual risk.

» Segmentation: critical safety, connectivity
» Prioritization
» Resilience management

Confidentiality | Department | First Name Last Name | © ESCRYPT 2019. All rights reserved.

: : : . 12/1/20 info@escrypt.com
Ident: 30TE00013 | Version: 11 | State: released | If printed, this document is an uncontrolled copy.



€S

SECURITY. TRUST. SUCCESS.

'

il B

'

T

Quelle: AV Test — The Independent IT-Security Institute 2020




“If you don‘tfimeathe holes,

someon

The evil is alw,

Compl ng)

Long ve
Connected



Five Unpleasant Truths about Automotive Cybersecurity escrypt

No. 4 — Omnipresent threat SECURITY. TRUST. SUCCESS.

“If you don‘t find the holes, someone

% else does.”

The evil is always there and everywhere.

» Security testing strategy
» Protection of all connected entities
» Over the entire vehicle life cycle
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No.5 - Impending sanctions SECURITY. TRUST. SUCCESS.

“Those who don‘t follow the rules
are disqualified.”

Automotive cybersecurity becomes a prerequisite for market participation.

» Legal expertise
» Standard-compliant security design

» Implementation of a Cybersecurity
Management System (CSMS)
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“Security is not a product, but a process.”

\l Bruce Schneier
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