PEOPLE AND PHYSICAL SECURITY
12. Education, Training and Awareness

Must/
Should

A Must

s Should

CTPAT’s security criteria are designed to form the basis of a layered security system. If one layer of security is overcome, another layer

should prevent a security breach, or alert a company to a breach. Implementing and maintaining a layered security program needs the active

participation and support of several departments and various personnel.

One of the key aspects to maintaining a security program is training. Educating employees on what the threats are and how their role is

important in protecting the company’s supply chain is a significant aspect to the success and endurance of a supply chain security program.

Moreover, when employees understand why security procedures are in place, they are much more likely to adhere to them.

Criteria

Implementation Guidance

12.1

Members must establish and maintain a security training and awareness
program to recognize and foster awareness of the security vulnerabilities
to facilities, conveyances, and cargo at each point in the supply chain,
which could be exploited by terrorists or contraband smugglers. The
training program must be comprehensive and cover all of CTPAT’s
security requirements. Personnel in sensitive positions must receive
additional specialized training geared toward the responsibilities that the
position holds.

One of the key aspects of a security program is training. Employees
who understand why security measures are in place are more likely
to adhere to them. Security training must be provided to employees,
as required, based on their functions and position on a regular basis,
and newly hired employees must receive this training as part of their
orientation/job skills training.

Members must retain evidence of training such as training logs, sign in
sheets (roster), or electronic training records. Training records should
include the date of the training, names of attendees, and the topics of
the training.

Training topics may include protecting access controls, recognizing
internal conspiracies, and reporting procedures for suspicious
activities and security incidents. When possible, specialized

training should include a hands-on demonstration. If a hands-on
demonstration is conducted, the instructor should allow time for the
students to demonstrate the process.

For CTPAT purposes, sensitive positions include staff working directly
with import/export cargo or its documentation, as well as personnel
involved in controlling access to sensitive areas or equipment. Such
positions include, but are not limited to, shipping, receiving, mailroom
personnel, drivers, dispatch, security guards, any individuals involved
in load assignments, tracking of conveyances, and/or seal controls.

12.2

Drivers and other personnel that conduct security and agricultural
inspections of empty conveyances and Instruments of International
Traffic (IIT) must be trained to inspect their conveyances/IIT for both
security and agricultural purposes.

Refresher training must be conducted periodically, as needed after an
incident or security breach, or when there are changes to company
procedures.

Inspection training must include the following topics:
e Signs of hidden compartments;
e Concealed contraband in naturally occurring compartments; and

e Signs of pest contamination.
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