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1. Printer and Driver Installation

Note: To access Source Technologies’ secure fonts loaded on the printer, such as
the E13B MICR font, download the universal driver as described in the next
section. The printer drivers on this CD may be used for general office printing but
do not facilitate using secure fonts.

For complete information on how to unpack and setup your printer, see your printer’s
user’s guide.

1. Locate the CD that was shipped with your printer and load into CD drive. The
CD should auto-run and the following screen will be displayed. If auto-run is
disabled on your computer, browse to the CD and click Setup.exe to run

€3 Laser Printer [Z”IE|

Software and Documentation

Install Printer and Software Selecting this option allows the
user to install a printer driver,

documentation and
accompanying software on this
system or save install scripts that
can be utilized for silent installs.
Driver installation is required for
printing.

View User's Guide

View Additional Documentation

Change Language

2. Click on View User’s Guide for information on unpacking, installing, and
operating your printer.
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Driver Overview

Your new MICR printer requires specific PCL 5 commands to load and print secure fonts
such as the MICR E13B font. These specific commands may be coded in to your
custom application, or if you use a software program such as Source Technologies’
CheckPartner™ Enterprise, these commands are automatically sent to the printer as
needed. To print checks or other documents requiring secure fonts from other Windows
applications please download the universal driver— designed specifically to allow
access to your printer’s secured resources—using the following steps:

Select the Driver Zip file matching your operating system and printer model.

Download this file to a location, such as the Windows Desktop.

Unzip this file and make sure the “Use Saved path” option is selected.

Browse to the Source Tech Driver folder extracted from the zip file.

Run the driver install program. For example:

Printer_UDO_2KXP03_x86_PCL_Emul_sys_en.exe

Follow the instructions to install the driver.

Configure the driver to use MICR_on.sep page separator file (used to select

MICR mode).

8. Configure the driver to “Update the Font list” using the 96XXfont.pcm file. This
will enable Windows applications to recognize the printer’s secure fonts.

9. From the Windows application, select the installed printer.

10. From a Windows application, select the specific text to be printed. Then select

the secure font name and point size using the capabilities of the particular

Windows application.

aobron=

No

The following fonts and point size are supported.

Font Name Point Size Font Sample
MICR E13B 8 pt.
MICR E138 ° 0423456 7B &
MICR CMC7 8 pt.
MICR CMC7 8 AE23CEEFES 9
SECURE 36 pt.
SECURE 36
e 15 VTN BCHT RN
ICR Secure 12 pt.
ICRS 12
seure 0123456789 *
MicroPrint 1 Micrn:;_ri nt1pt.

Note: The fonts illustrated above may not match the size or appearance of those
printed by the MICR printer. The characters are enhanced for illustration purposes
only.
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Downloading the Universal Driver
1. Browse to the URL below from your web browser.

http://www.sourcetech.com/support/drivers.asp

2.

From this page go to the section for the particular operating system you are
using such as Widows 2000, XP, etc.

Click on your specific model such ST9612, ST9620 etc.
When the File Security dialog box appears, select Save.

When the Save As file dialog box appears browse to a folder you have
created or to the Desktop and save the driver zip file.

Once the file is downloaded browse to the folder where saved and double-
click the zip file to extract the driver contents. For example, the zip file for
Windows 2000, XP, and Windows Server 2003 is:

Uni versal Driver 2KXP03_ x86. zip

Note: The remainder of the instructions applies to Windows XP. The exact steps
may vary depending on the particular operating system you are using.

Unzipping the Driver

1.

Double-click the driver zip file to launch the unzip program installed on your
computer.

Follow the steps for your particular unzip program to extract the files. Make
sure the “Save with Paths” option is selected.

Browse to the location where you wish to extract the files, such as the
Desktop, and then extract the files.

The extracted zip files will be saved to the location selected in the previous
step. For example, if you saved the file to the Desktop you should now find a
new folder on the Desktop named:

Source Tech Driver

Source Technologies, LLC 4 ST9620 Secure MICR Printer User’s Guide
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Installing the Driver

Note: Do not connect the printer at this time.

1. From the Source Tech Driver folder, double-click the driver installation
program.

Note: The name of the driver’s .exe program will vary depending on the
operating system being used. There will only be one executable file
included with the driver.

&‘. x86 PCL Emul Universal Driver (v1.3) - InstallShield Wizard @

Welcome to the InstallShield Wizard
for x86 PCL Emul Universal Driver
(v1.3)

The Instalishield Wizard(TM) will help install x&6 PCL Emul
Universal Driver {v1.3) on your computer. To continue,
dlick Mext.

2. Click Next >.

License Agreement
Please read the following license agreement carefully,

LICEMSOR SOFTWARE LICEMSE AGREEMENT AND ADDITIONAL LICENSE TERMS FOR SUN o
MICROSYSTEMS, INC, SOFTWARE =

PLEASE READ CAREFULLY BEFORE SELECTING THE "YES "OR "AGREE" BUTTON OMN THIS
PAGE: This Software License Agreement {"License Agreement”] is a legal agreement
between you {either an individual or a single entity) and the developer of the printing

device you purchased (Licensor”) that, to the extent your printing product or Software
Program is not otherwise subject to a written software license agreement between you

and Licensor or its suppliers, governs your use of any Software Program installed on or
provided by Licensor for use in connection with your printing product. The term

"Software Program” indudes machine-readable instructions, audio/visual content {such as
images and recordings), and associated media, printed materizls and electronic

\ documentation, except any software owned by Sun Microsystems, Inc., which is subject et

& T accept the terms in the license agreement
" 1 do not accept the terms in the license agreement {
< Back | Next = | Cancel

3. Click | accept the terms, and then click Next >.
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] x86 PCL Emul Universal Driver {v1.3) - InstallShield Wizard

Location to Save Files 's
Where would you like to save your files? y

Please enter the folder where you want these files saved, If the folder does not
exist, it will be created for you. To continue, dick Next.

Save files in folder:

Feeoonean

Change...

N

« Back | MNext > | Cancel ‘

4. Leave the “Save files in folder” option as shown above then click Next >.

5. After the installation program installs the necessary files, the following
message will be displayed revealing the next steps required to install the
driver. At the same time, an “Add Printer Wizard” will run as shown in the next
step.

Printer Wizard Information

Fallow the instructions shown an the Windows Printer YWizard,

On the screen whers you are asked toidentify the printer manufacturer
and prnter model, click the Have Disk..; button:

I the [nstall From Dizk dialog bowx, enter the following path and then
chck OF.
CAFPRINTERSADRIVERSWUNISALADRIVERSAPRINT WadIiM_ 2P

Thiz path iz alzo lizted in the 'Copy manufacturers files from:"
pulldown.

These ingtructions will remain unkil the Printer Wizard haz completed
inztallation,

Source Technologies, LLC 6 ST9620 Secure MICR Printer User's Guide
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Add Printer Wizard

Welcome to the Add Printer

@ Wizard

This wizard helps you install a printer or make printer
connections.

L if you have a Plug and Play printer that connects
“‘!r) through & USE port {or any other hot pluggable

port, such as |EEE 13584, infrared. and so on}, you
do net need to use this wizard. Click Cancelto
close the wizard, and then plug the printer’s cable
into your computer or point the printer toward your
compiter’s infrared port, and tum the printer on.
Windows will automatically install the printer for you.

To continue, click Mext.

6. Click Cancel if connecting through USB.

7. Power on the printer and wait for the New Hardware Wizard to appear.

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard
Windows will search for cument and updated software by

looking on your computer, on the hardware installation CD, or on
the Windows Update Web site {with your pemission).

Bead our privacy policy

Can Windows connect to Windows Update to search for
software?

) Yes, this time anly

t:} ‘Yes, now and every time | connect a device

[

Click Next to continue,

8. Select “No, not this time,” then Next >.
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9. Select Install from a list or specific location (Advanced).

Found New Hardware Wizard

This wizard helps you install software for:

Source TechnologiesSource Technologies ST-5620

-'.__"\J_ If your hardware came with an installation CD
2 or floppy disk. insert it now.

What do you want the wizard to do?

) Install the software automatically {Recommended)

(E}Elns’fall from a list ar specific location (Advancedk

Click Next to cortinue,

< Back H MNest = ll Cancel

10. Click Next >.

11. Click Don’t search, | will choose the driver to install.

Found New Hardware Wizard

Please choose your search and installation options. B,

{7 Search for the best driver in these locations.

lUse the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed.

{#)Dont search. | will choose the driverto install

~

Choose this option to select the device driver from a list: Windows does not guarantee that
the driver you choose will be the best match for your hardware,

< Back ” Meadt > ]I Cancel

12. Click Next >.

13. Scroll down the list and select Printers.
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Found New Hardware Wizard

Hardware Type.

Select & hardware type, and then click Mext.

Common hardware types:

I Portable Devices Al
5 Ports (COM & LPT)

Y Printers |

¥ Processors

B8 Programming cables

& SBP2 |EEE 1294 Devices
€255C5! and RAID contrallers )

‘;-, Secure Digital host controllers
¥ Szt ~med readare

1%

I_ < Back _” Next > ][ Cancel J

14. Click Next >.

Found New Hardware Wizard

Add Printer Wizard

:.:__\, Select the manufacturer and model of your printer. fyour printer came with an instaliation

Qﬁ disk;, click Hawe Disk. i your printer is not listed, consult your prnter documentation for a
compatible printer.

Prirters ~

Manufacturer o »
= | Sk AGFA-AccuSet v523 =
i{’;lo S AGFA AccuSetSF vE2.3
Boinle S AGFA-AcouSet 800
s | Frormsasasisr a

gk This driver is digitally signed.

Tell me why driver signing is impartant

[ <Back || New

W

| I_ Cancel ]

15. Click Have Disk.

Source Technologies, LLC 9 ST9620 Secure MICR Printer User's Guide
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16. Select Browse. Browse Install From Disk 3
to the driver files on your
dlSk and then SeIeCt H Inzert the manufacturer's installation disk, and then

Open.

17. Select OK.

18. Select Source
Technologies
from the
Manufacturer list
and then click
Next >.

] make sure that the comect drive is selected below,

Cancel

Copy manufacturer's files from:;

T \printersiDinvershunidL i driversy) 2hpl vJ [ Browse...

Found New Hardware Wizard

Add Printer Wizard L

\ Select the manufacturer and madel of your printer. [f vour printer came with an installation
t:é disk. click Have Disk. If your printer is not listed, consult pour printer documentation for a
carmpatible printer.

-
b arwifactursr A0 | Printers

Lexmark S S;JUICB Technologies
SINDORICOH

Source Technologie:

TOSHIBA,

_3} This driver is digitally signed.

Tell me why driver signing is important

£ Back ” Mext » ][ Cancel ]

19. Select Yes to continue.

Update Driver Warning

Installing this device driver is not recommended because Windows cannot verify that it is compatible with your hardware, If the driver is not
! compatible, your hardware will not work correctly and wour computer might become unstable or stop warking completely, Do you want to continue

installing this driver?

20. Once the files have copied, select Finish to close the Wizard.

Source Technologies, LLC

10 ST9620 Secure MICR Printer User’s Guide



Printer and Driver Installation | 1

Configure the Driver to enable MICR Mode

To unlock the secure font resources located in the printer, the driver must be configured
to send down a separator page before each print job. The separator page contains the
necessary commands to unlock the resources.

1. Click Start then select the Printer and Faxes folder.

2. Locate the printer you just installed and right-click the icon. Then select
Properties.

3. From the General tab, type a descriptive name for the printer, such as
ST9620 MICR.

& Sourr = Technologies Proprrties
[
General | Gharing | Ports || Advanced | Security | Install Options | Overlaps | Forts

B - S—
g _Saucs Technologies MICF]

Location: |

Comment: |

Model Source Technolagies
Features
Color: No Paper available
Double-sided: Mo [Letier
Staple: No
Spesd 20 ppm

Masimum resclution: 500 dpi

Piinling Preferences... | [ Piint Test Page |

4. Click the Advanced tab.

Help
| General | Shaiing | Ports | Advanced | Securty | Instal Options | Overlays | Fonts

(® Blwaps available

(O Available fram
Pioy (1 3|
Driver: | Seurce Technologies v

(&) Spoal print documents so progiam finishes piinting faster
() Start printing after last page is spooled
(&) Start printing immediately

() Pint directly to the printer

[C] Hold mismatched documets

Piint spooled documents first

[ Keep printed documents

[¥] Enable advanced printing featuies

[ Printing Defeuits.. ] [ Print Processor.. | [ Separatar Page.. |

5. Click the Separator Page button. Then select Browse and locate the
MICR_on.sep file in the Windows\system32 folder.

Source Technologies, LLC 11 ST9620 Secure MICR Printer User's Guide
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Configure the Driver to Recognize the Printer Secure Fonts
1. Select the Fonts tab. Select Update List.

2. Select the upper Browse button.
Locate the directory that contains
the 96XXfont.pcm file and select
OK.

3. Select the Search Path button.
4. Select ST 96XX Font Collection.
Then select the Add to driver

button.
5. Select the Done.
6. When you have made all of the

desired changes choose OK to
save your settings.

Update Font List

i~ Font Source
Font Data Path
]M:'\MICH FRIMTER REF

Font Metric Path
]M:'\MICH FRIMTER REF

Ayalable Fonts or Collections

Erowg

Browse

Search Path

Fontz in Collections ;

ST 96:%< Font Collection

Drriver Contents

ST 36 Font Collection ~
ICR Securs 12 pt.
MICH CHCF 8 pt.
MICR E13B 8 pt. [Bd)

MicraPrint 1 pt. o
CCrpoeC 20 -+ —

ST 96:%< Font Collection

Remowve

Done

Configure another driver to print without MICR toner
If you plan to use your printer for normal office printing (without MICR toner or fonts) you
must add a second instance of the printer driver. Switching between MICR and non-
MICR modes alters settings which are stored in the printer's NVRAM. It is
recommended not to switch between the modes more than a few times per day to avoid

wearing out the NVRAM part.

1. In the Printers folder, select Add a Printer.

2. Select the Local printer
option, then select Next >.

Local or Network Printer

Add Printer Wizard

The wizard needs ta know which type of printer to zet up.

Select the option that dezcribes the printer you want to use:

(%) Local printer attached to thiz computer

[Clidwkarnatically detect and install ry Flug and Play printes

(O & network printer, or & printer attached to anather compuiter

- To zet up a netwark printer that iz not attached to a print server,
\:‘l_’) uze the "Local printer” option.

¢ Back “ Test » l[ Cancel

Source Technologies, LLC
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3. Choose the port to which your MICR printer is connected and then select
Next >.

Add Printer Wizard

Select a Printer Port
Computers communicate with printers through ports.

Select the port pou want your printer to uge: |f the port iz not listed, vou can create a
riew pork.

(%) Usge the following port: ; 0071 [Virtual printer port far L1SE] b

MHote: Most computers wge the LPT1: port to communicate with a local printer,
The connector for thiz port should look. something like this:

= k,. Y

e,

() Create a new port:

[ < Back H Mest » ][ Cancel J

4. Select the Have Disk button and the Browse button and locate the driver
files. Select Source Technologies as the Manufacturer and select Next >.

5. Choose Keep existing driver and select Next >.

Add Printer Wizard

Usze Existing Dniver
A, driver iz already installed for this printer. You can use or replace the exizting
driver.

Source Technologies:

Doyou want to keep the existing driver or use the new one?

df

@ke

) Replace existing driver

< Back H Mest » ][ Cancel

Source Technologies, LLC 13 ST9620 Secure MICR Printer User's Guide
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6. Entor a Printer name

to differentiate it from ]

. Mame *our Printer y
the MICR instance Of You must as3ign a hame ta this printer.
the driver and then
deCide |f |t iS to be the Type a name for thiz printer. Because zame programs do not suppart printer and server

i name combinations of more than 31 characters, it iz best to keep the name as short a3
default printer. Select R
Next >.
Frinter name;

Source Technologies non-tICH

Do pow veant bo uze this printer az the default printer?

O es
& Mg

< Back " Mest » ][ Cancel

7. If you do not wish to share your printer on a network, leave the "Do Not share
this printer" button marked and choose "Next". Otherwise, select the "Share
as" radio button and enter the name you wish to assign to this shared printer.
Then choose Next >. If you wish, you may enter the location of this printer
and/or any comments to associate with the printer and choose Next >.

8. You now have the option to print a test page to test the configuration of your
printer. Click Next >.

9. Select Finish to complete the installation.

10. You can now setup your printer by browsing to the Printers folder and right-
clicking on your printer's icon. From the menu, click Properties.

o Select the Advanced tab.
o Select the Separator Page button.
o Select Browse and locate the MICR_off.sep file.

11. When you have made all of the desired changes choose OK to save your
settings.

Source Technologies, LLC 14 ST9620 Secure MICR Printer User's Guide
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Selecting the printer

Printing Secure font resources from a Windows Application

First, set the MICR printer as the active printer — in most applications this is done by
selecting Print from the File menu. This is not necessary if the MICR printer is the default
printer.

Source Technologies’ fonts should appear in the application’s font formatting options.
The fonts are named:

ICR Secure 12 pt.
MICR CMC7 8 pt.
MicroPrint 1 pt.
MICR E13B 8 pt.
SECURE 36 pt.

They will usually appear in alphabetical order among all other available fonts.

The font size must be selected as indicated in the font name. The font displayed on the
screen will not resemble the printed font.

Source Technologies, LLC 15 ST9620 Secure MICR Printer User’s Guide
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Comparison of printer drivers configured as MICR and non-MICR

CONFIGURED FOR MICR

CONFIGURED FOR NON-MICR

\| "'._h Source Technologies MICR

e Heady

\ll Source Technalogies non-MICR

Ready

MICR_on.sep separator page used
Unlocks Secure Resources (fonts)
Copy Count = 1
Jam Recovery = Off
MICR Toner ONly
DEFAULT MICRJOB=0ON

MICR_off.sep separator page used
Locks Secure Resources (fonts)
DEFAULT MICRJOB=0OFF

Secure Fonts enabled by 96xxFont.pcm
ICR Secure 12 pt.
MICR CMC7 8 pt.
MICR E13B 8 pt.
MicroPrint 1 pt.
SECURE 36 pt.

No Secure Fonts

Universal Driver Options to set on the driver Install Options tab
Base printer
Automatic duplex
Multipurpose feeder
Flash memory card (optional, if installed)
Tray 2 (optional)

Source Technologies, LLC
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2. MICR Overview

MICR stands for Magnetic Ink Character Recognition. All MICR documents have a MICR
line with numbers and symbols printed in a unique MICR font with magnetically
chargeable ink or toner. Each character of the MICR font has a unique waveform when
sensed magnetically. Financial institutions and the Federal Reserve use the MICR line to
identify and sort checks. The high-speed automated processing of checks and other
financial documents depends on the accuracy and the integrity of the data printed in the
MICR line. Your new Source Technologies Secure MICR Printer is specifically designed
to produce high quality MICR documents.

The Check Clearing System

The Check Clearing for the 21st Century Act (Check 21) was signed into law October 28,
2003. Prior to Check 21, checks traveled through the bank’s high speed reader/sorter
equipment an average of near seven times in the Check Clearing process. Some checks
could be read up to 30 times or more by these machines.

In today’s environment high and low speed check readers can capture a picture or
image of the check allowing for images to be exchanged between financial institutions,
the Federal Reserve, and other clearing houses. This new law, Check 21, defines what
is called a “Substitute Check”, and removed barriers that existed in converting physical
checks to check images for clearing. The original physical check can now be truncated
by the first institution that converts the check to image. The original check can now be
destroyed.

United States and International MICR Standards still require the printed MICR line
information to be of the highest quality and durability. Additionally, issues related to
check fraud continue to place high importance on print quality. For these reasons, the
quality and durability of information printed with Source Technologies Secure MICR
Printers remains a key new product development criterion.

MICR Printing Standards in the United States Today

Congress established the Federal Reserve System (FRS) in 1913. Today most
commercial banks in the United States belong to the FRS. Many other depository
institutions provide banking and checking account services to the public. These other
institutions, such as some credit unions, savings and loan associations and non-member
banks, are not formally part of the FRS. However, they have access to the payment
services it provides and are subject to many of the FRS regulations.

In 1958, because of the explosive growth of check usage, the American Bankers
Association selected the E-13B MICR font and the MICR system as the technology for
high-speed check processing. Today, check standards are determined by the Accredited
Standards Committee X9AB Payments Subcommittee of which Source Technologies is
a voting member. The latest versions of the standards and technical guidelines are
available from:
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Hardcopy: Softcopy:
Global Engineering Documents X9 Electronic Bookstore
Phone 800-854-7179 or 303-397-7956 www.X9.org - click ESS
Fax 303-397-2740 www.ansi.org - click ESS
global@ihs.com or
http://global.ihs.com http://webstore.ansi.org

The key standards that address check documents are as follows:

ANS X9.7 Specifications for Bank Check Background and Convenience Amount Field
ANS X9.100-160 Specifications for Placement and Location of MICR Printing

ANS X9.100-10 Paper Specifications for Checks

ANS X9.100-20 Print and Test Specifications for Magnetic Ink Character Recognition
(MICR)

For those with an interest or need there are also US standards that address Deposit
Tickets, Check Endorsements (the back of the check), image interchange file formats,
and other MICR areas.

Users of our Secure MICR Printers are not required to have access to the above
standards. Our Technical Support staff maintains current knowledge of the standards
and changes that affect the check industry in the US and other countries with unique
requirements.
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3. MICR Check Design

General Features of Check Design
To be a legal and negotiable document, the necessary data elements required on a
check are the date, amount, payee name, payer’s bank name, and payer’s signature.

Other elements included in a good check design are: the amount in words, account title,
check serial number, fractional routing number and MICR line.

A good check design contains security features and is formatted to be easily read by
both machines and the human eye. If the format is complicated, the depositor, bank
employee or reader/sorter machine may make an error in reading the data.

Position and Dimension Gauge

A MICR position and dimension gauge, like the one available from Source Technologies
(part number 205-1000MGE or 220-M1027-34, is an important tool for use in designing
checks. During check design, check your output against this gauge to determine if the
data elements (date, amount, payee name, payer's bank name, and payer’s signature)
are correctly positioned on your document.

Design Elements in Detail
Paper
The ideal paper for check production is 24 to 28 Ib. laser bond. Source
Technologies’ MICR lab has tested paper stock from most major manufacturers
and has compiled a list of products that produce superior results. Contact your
sales representative for this information. For a fee, Source Technologies will test
your paper for proper MICR adherence and check reader/sorter performance.
There are also many security features available to aid in the overall security of
your MICR documents. Please refer to Chapter 5, Security Issues, for more
information on check stock specifications and security features.

Size

The size of check documents must be:
6.00 inches to 8.75 inches in length
2.75 inches to 3.66 inches in height

We recommend standard 8.5" X 11" letter size stock or 8.5" X 14" legal size
stock for proper feeding through your ST Secure MICR Printer. The number of
checks per page is determined by your application. Custom size stock other than
letter or legal can be done with proper planning and application programming
within the paper size specifications for the base printer.

MICR Clear Band

The MICR clear band is an area at the bottom of the check where the MICR line
prints. No other magnetic printing should appear in this area on both the front
and back of the document. The clear band is an area 0.625 (5/8) inches high
from the bottom of the check running the entire length of the check. Exact MICR
line placement in this area is very important. Please refer to Figure 3.1 for more
information on MICR line placement.
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Data Elements
Date
The date is a required data element for a check. It represents the day upon which
or after which the transfer of the check amount may take place. The date is
usually placed in the upper right portion of the check so it does not interfere with
the convenience amount field. The common format is Month, Day and Year,
however, the military format of Day, Month and Year is also acceptable.

Amount

The amount of the check is a required data element for negotiation. The amount
usually appears at least twice on the check. The amount printed in numbers is
called the convenience amount. The amount printed in words is sometimes
referred to as the legal amount; this is the amount that applies if there is a
difference between the two amount fields. The amount may also be printed a
third time on the check in a secure font, intended to make alteration of the
amount field difficult. Please refer to Chapter 6 and Appendix B for information on
Source Technologies’ Secure Numeric Font.

Convenience Amount

The convenience amount location is specified in ANSI X9.7. The basic location
is illustrated in Figure 3.1. Since this amount can be machine scanned, its
location and design should be kept within the specifications. The amount
beginning with the dollar sign should be left justified within the scan area with
numbers spaced normally to the right. The dollars and cents should be
separated by a decimal point with the cents printed in the same size font as the
rest of the field. Embedded commas should not be used. The convenience
amount background should have good reflectance so it does not interfere with
optical scanning (see ANSI X9.7).

The convenience amount should be printed in a simple, fixed pitch font. We
recommend our ICR Secure Numeric Font (see Appendix C). It was designed to
be easily read by image capture equipment and is also a fraud deterrent. A fixed
pitch courier font, or if available, OCR-B, are also acceptable fonts to print the
convenience amount.

Note: The Source Technologies’ Secure Numeric Font (see Appendix B)
should not be used in the convenience amount since it is not a machine
readable font.

Amount in Words

The amount in words (sometimes called the legal amount) is normally located
either above or below and to the left of the convenience amount. The area for
the amount in words should be entirely filled to make alterations difficult. The
amount should start at the far left of the line with the words placed immediately
adjacent to each other. The cents need not be written out. They may be
expressed as a fraction (60/100), and should be placed immediately to the right
of the dollar amount and followed by a line or other space filler to inhibit
alteration.

Example: One hundred forty-four and 62/100--------------- DOLLARS
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Given the available area on the document, you may need to use a smaller font
when printing larger value amounts.

Payee Area

The payee is a necessary data element for a negotiable document. The payee
area is generally to the left side of the document either above or below the
amount in words. It is often preceded by the words “Pay to the Order Of.” The
payee data should not enter the MICR clear band which extends 5/8 of an inch
above the bottom of the check. Some financial institutions have established
specific print requirements for the Payee Name and optional address. Consult
your bank for details on their print requirements.

Signature Area

A signature is a required data element for a negotiable document. The signature
or signatures authorize the bank to honor the check; therefore, it must match the
bank’s records. The signature area should be beneath the convenience amount
area but the signatures should not enter the convenience amount area nor the
MICR clear band. This is especially true if you print the signature with MICR
toner.

Drawee Institution Name
The name of the institution where the maker’s account is located is referred to as
the drawee institution. The bank’s name, city, and state are required.

Account Title

The account title is normally printed in the upper left corner of the check. It
includes the name of the account holder and other information such as
addresses, telephone numbers, and logos. The data in the title should be legible
and sufficiently complete so that if the MICR data account number is destroyed,
the drawee institution can refer to the account title in order to trace the account
number.

Memo Line

This line is located in the lower left quadrant of the check, and is not required.
Data printed here does not contain any legal significance. Printing in this area
with magnetic toner should not extend downward into the MICR clear band which
is 5/8 of an inch above the bottom of the check.

Check Serial Number

The check serial number is generally printed in the upper right quadrant of the
check. Although the check number is not required for the check to be negotiable,
the account holder and financial institution use these numbers to reconcile
statements and execute stop payments. The check serial number should also
appear a second time in the MICR line, and these numbers should match. The
number of digits in the check serial number is controlled by the financial
institution and the MICR line format. Consult your banking institution for their
requirements.

Fractional Routing Number
The fractional routing number should be printed in a fractional format in the upper
right quadrant of the check. This number is assigned to identify the Federal
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Reserve District and drawee institution. Consult with your bank for the proper
routing number and format for each of your accounts.

MICR Line

Accurate high-speed processing of your checks by financial institutions is
enabled by the accuracy and integrity of the data in the MICR line. Refer to
figure 3.1 for the location of the following MICR line fields. The MICR line is read
from right-to-left with position one being the right most position proceeding to
position sixty-five on the left. The MICR line must be printed at exactly eight
characters per inch.

Auxiliary On-Us Field—Positions 65 to 45
This field usually contains the check serial number for commercial size checks
and possibly account control information. It is bounded by On-Us symbols.

I (). It is not included on personal, small size checks.

External Processing Code (EPC) Field—Position 44

This one digit field is position 44 of the MICR line. This field is usually left
blank. The use of this field is reserved and is controlled by the ASC X9AB
Standards Committee.

Routing Field—Positions 43 to 33

The routing field is bounded by Transit symbols I in positions 43 and 33. It
contains fixed format information about the drawee institution. Consult with
your bank for the specific data field to be placed here for each of your
accounts.

On-Us Field—Positions 32 to 14

The On-Us field contains the makers’ account number. The structure and
content of this field is left to the drawee bank. On personal checks this field
also contains the check serial numbers. The On-Us field may not consist of

more than 19 characters. An On-Us symbol ™ must appear immediately to
the right of the account number.

Blank Field—Position 13
Position 13 is always left blank.

Amount Field—Positions 1 to 12

The amount field is the right most field in the MICR line. It remains blank until
it is printed by the bank of first deposit. When the check enters the banking
system, the bank of first deposit encodes this field from data in the

convenience amount field. It will be bounded by Amount symbols '
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Figure 3.1: Sample Check

A. Serial Number: Must be in the upper right corner and match the serial number in the
MICR line (see D for further explanation).

B. Fractional Routing Transit Number: Should be in the upper right corner and must
match the routing transit number in the MICR line with the exception of the state
prefix number (ex. 66 = NC, 67 = SC, 64 = GA, etc.) and the preceding zeros.

C. Bank Name, State, City: The bank logo is optional. Name of bank, city and state
where the account will be assigned/opened are required fields.

D. Aux On-Us (46-55): This is a required field if the customer desires services offered
by the bank which require a serial number. The serial number format is controlled by
the payer’s bank. A & D should match.

E. Routing Number (34-42): Designates the Federal Reserve district and financial
institution. Each city, state or region that the bank serves has a unique institution
identifier. IMPORTANT: positions 35-42 are the Routing Numbers; position 34 is the
check digit.

F. Account Number: This is a unique number assigned to the customer’s account.

G. Optional Serial Number: Used for personal accounts (checks only). This should be
a 4-digit, zero-filled field that matches the serial number in the upper right corner.

H. Convenience Amount Area: should be in the general location shown above in the
diagram. The illustrated box in the diagram is optional and if used, should conform
to ANS X9.7. A single stroke dollar sign is required.
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4. Quality Issues

A high quality MICR document can be read by bank reader/sorter equipment many times
with no readability issues and does not result in damage to bank equipment. This quality
is the result of a well designed printer, an originally manufactured MICR toner cartridge
and high quality check stock.

Printer Features
Your Secure MICR Printer is equipped with some features to ensure high quality MICR
documents.

Paper Type

When the printer senses the presence of the ST MICR cartridge, internal
operating points that affect the print engine and fuse grade are optimized for
MICR documents and Source Technologies’ MICR toner. Paper type settings, if
selected through a printer driver (ex. Transparency) do not affect operating points
so that the printer remains optimized for MICR printing.

Print Density

When the printer senses the presence of the ST MICR cartridge, the internal print
density is controlled for MICR printing. Darker density settings of 9 and 10 do
print darker, but settings below the default value of 8 do not change print density.

MICR Toner Low

When MICR toner is low, the printer stops and the user is prompted. We
recommend shaking the cartridge to prolong its life. When low toner is sensed,
there is enough toner left to print additional quality MICR documents. Low toner
occurs at approximately the 90% point of cartridge life.

MICR Toner Empty
When the toner in the cartridge is determined to be too low to continue, the
printer stops. To continue printing, a new cartridge will need to be installed.

MICR Toner

Use only Source Technologies’ MICR toner when printing MICR documents. It is
specifically engineered to print quality MICR documents with your printer. The printer’s
MICR toner sensor is designed to work with the Source Technologies’ MICR toner
cartridge to prevent printing checks with regular toner present. Your Source
Technologies MICR printer can be used for general office printing. If a MICR print job
begins and the printer has a regular toner cartridge present, the printer will stop and
prompt the operator to install a MICR toner cartridge.

Source Technologies does not recommend the use of refilled MICR toner cartridges.
Refilled cartridges may result in expensive printer repairs and bank check reject fees
due to inferior MICR toner formulation.
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MICR Check Stock

Check stock has a significant impact on the resulting quality and security of your MICR
document. Here are a few features that should be considered when selecting a check
stock. Please see Chapter 5: Security Issues for more information on check stock
security features.

Quality

Quality MICR check printing with your Source Technologies’ secure MICR printer
requires check stock that matches the printer’s requirements. Source
Technologies can supply paper specifically made for our printers. If you wish to
order check stock from other suppliers, please show the following requirements
to your sales representative. We will test other suppliers’ paper for a nominal fee.

Layout

Layout your check design before any paper is purchased or layout your design to
existing check stock. Keep perforations, orientation, special logos and any color
elements in mind. The printer can print just about anything as long as it is black.

Weight
We recommend 24 Ib. - 29 Ib. paper.

Stiffness
We recommend Taber M.D. 2.5 and C.D. 1.1 minimum.

Smoothness

For best toner fusing, we recommend rougher surfaces within the base printers’
specifications, and the Paper Specifications for Checks, X9.100.10. We
recommend a smoothness range of 150 to 200, Sheffield.

Paper Grain Direction

When using 24 Ib. - 29 Ib. bond paper we generally support either long or short
paper grain. Overall performance in the bank’s reader/sorters is best when the
resultant grain direction is left to right when viewing the check.

Perforations

All perforations in the stock should be Laser-Cut or Micro-Perfs (20 or more cuts
per inch). Larger perforations can produce excessive paper chaff and result in
damage to the toner cartridge. Perforations should be ironed by the paper
supplier to reduce nesting and potential double feeding.

Moisture

The paper moisture content should be between 4.7 and 5.5%. Storage conditions
have much to do with the final moisture content of most papers. Store your check
stock in a cool, dry, environmentally stable and secure area. Protective
wrappings should be removed just prior to use.
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5. Security Issues

Printing negotiable documents from blank paper on desktop MICR laser printers makes
security a top priority for any company embarking on a desktop check printing project.

Combating fraud is a moving target. As soon as a new weapon is developed, malicious
forces are at work to devise workarounds to it. Good security programs integrate
hardware, software, your employees, processes, and your financial institution into a
secure check production system. The ultimate liability for fraudulent documents rests
with the banks and their customers, and there can be many vulnerable points throughout
the overall system. Customers must have systems designed and documented to show
“Ordinary Care and Good Faith Effort” is in place to avoid liability. In the past, financial
institutions generally credited corporations when fraud was discovered. Today,
regulations attempt to define who may have been negligent in the transaction and put
the liability on that party or parties. If a fraudulent occurrence can be traced to a
corporation’s lack of security procedures or the design of their negotiable documents,
the regulations will protect the banks, or at best case the loss will be shared.

The following internal and external security measures will help minimize your risk of
check fraud.
1. Stay abreast of current check fraud methods and the latest in fraud detection.
Many financial institutions offer seminars to educate corporate clients.

2. Financial institutions should train tellers to look at the check, not the person
presenting the check. The check, not the person, is the item that must be
verified.

3. Incorporate security features into your base check stock and utilize printed
security features that address both alteration and counterfeiting of original
items. We have found the following check stock security features to be of
merit:

Artificial Watermarks - White on white printing generally on the back reveals
words or patterns when held at an angle. You should state on the front of the
check that this feature is present. True watermarks are valuable but more
costly.

Laid Lines - Background lines that make cut and paste alteration difficult.
These are normally on the back of the check.

Fuse Enhancing Additive - Coatings or additives to the paper that improve
the bonding of toner to the paper. This helps prevent altering of critical data
such as the amount, or payee name.

Chemical Additives - If an ink eradicator (bleach, acetone, etc.) is applied to
the document, the eradicator creates a permanent stain.

Numbered Check Stock - Sequential numbering printed in dye that
penetrates to the reverse side of the check can be used to verify authenticity.
This also provides for inventory control of blank check stock. This number
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should not be linked or be equal to the check serial number due to the
potential of double feeding in laser printers.

Note: These features serve as a general guide for check security. You
should not consider these features as an all inclusive list. We
recommend consulting with your paper supplier for any additional
comments or suggestions.

4. Firms accepting checks should be aware of damaged MICR lines.
Intentionally damaging the MICR line can increase the time necessary to
process an item, giving the forger enough time to leave town. Also be
sensitive to discoloration, this could be an indication of alteration.

5. Safeguard check stock paper, and limit access only to necessary employees.

6. When generating final negotiable items:
» The document always includes the amount value in words
» The document should not include information that limits the value
range, i.e. “Not valid over $500.” This only guides the fraudulent
attempt. Use your application software to detect out of range items
» All levels of hardware and software password protection should be
utilized

7. Understand and approve the security procedures of your check stock
suppliers to safeguard stock in their custody.

8. Use “Positive Pay” check services from your financial institution. You should
provide the check number, check date, dollar amounts, and sometimes the
payee name to your bank when checks are issued. The bank will match these
values and alert you to mismatches before clearing the check to your
account. Financial institutions should encourage full participation of corporate
clients.

9. Move methods of fraud detection to the item’s point of entry into the clearing
system. For example, low cost readers can detect low magnetic strength in
the MICR line which is a good indication of attempts to copy an original.

10. Review and document your internal negotiable document printing procedures.
Investigate employee backgrounds before assigning security authority. Split
the responsibilities. For example, an accounts payable production/security
officer should not also balance the account.

Source Technologies, LLC 27 ST9620 Secure MICR Printer User’s Guide



MICR Features | 6

6. MICR Features

Source Technologies secure MICR printers are designed to allow both general office
document printing and secure MICR document printing. You may print a variety of
conventional jobs with regular Lexmark toner using all of the printer features available
such as network printer utilities. Source Technologies printers come standard with HP
PCL5, PCL6 and PostScript Level 2 emulations. Source Technologies has designed
features to enhance these printers with MICR mode specific operation that allows you to
securely print high quality negotiable documents.

MICR Mode

Your Secure MICR Printer has two operational states: normal and MICR mode. When
the printer is in normal printing mode, your MICR resources cannot be accessed. Once
the printer enters MICR mode your secure resources become available and the printer
begins the process of confirming readiness to print a negotiable document. There are
two conditions which must be met before MICR mode is activated:

If the front panel combination lock feature is activated, the correct eight digit
combination must be entered from the front panel.

The correct password command must be received by the printer from the
software application prior to printing any MICR documents.

MICR Fonts

The E-13B and CMC7 MICR fonts are resident in your printer. Examples of these fonts
are in the Appendix of this manual. They can only be accessed after MICR mode is
activated by your software. A MICR toner cartridge must be present to print the MICR
fonts.

Secure Fonts

Source Technologies has designed two fonts: Secure Numeric Font and ICR Secure
Numeric Font. These are resident in your printer. Examples of these fonts are in the
Appendix of this manual. Like MICR fonts, these secure fonts can only be accessed after
MICR mode is activated by your software.

* The ICR Secure Numeric Font is designed for the convenience area of your
check. It can be read by the imaging equipment used by many financial
institutions.

* The Secure Numeric Font should not be used in this area since the reverse
image aspect of this font prevents it from being read by this equipment.

We recommend using both of these fonts on your checks as they are designed to deter
check fraud.

MicroPrint

Your Secure MICR Printer also contains the MicroPrint font. MicroPrint is text less than
.010” tall. It can easily be read with a magnifying glass but appears to be a solid line to
an unaided eye. This font provides protection against reproduction by most scanners
and copiers because they cannot successfully print the tiny letters.
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Most check printers use this font in the signature area of their preprinted checks. We
recommend using this font to help deter check fraud. The text in this font can either be
fixed, such as the name of your organization, or it can be variable, such as the check
amount and payee name. The use of variable text provides an additional method of
protection against check counterfeiters.

Use of the “MP” designate symbol, to identify the line as MicroPrint, is optional. The
MicroPrint font only contains alphanumeric characters. Punctuation marks and spaces
are ignored by this font and do not print.

Bi-Directional Feedback

Your Secure MICR Printer can provide MICR status messages to the check printing
application. This feature is valuable in a networked environment with multiple printers or
with users utilizing a printer located in another area. The application can get information
on MICR settings such as toner cartridge type (MICR or regular), locked trays (which
trays are locked to non-MICR applications), resident fonts/macros and audit trail
settings. The printer can send the application MICR error messages such as “load MICR
toner.”

When the printer receives the “@PJL INFO STVARIABLES” command it will report all
MICR variables to the host. The MICR variables can also be seen by accessing the
printer’s front panel menu. Select Reports > Menu Settings Page. The second page of
this menu shows the current MICR variable configuration.

If USTATUS DEVICE=0n, the printer will report PJL error 40020 for any MICR error
which causes the printer to go off-line. It will appear in this format:

@PJL USTATUS DEVICE

CODE=40020

DISPLAY="MICR Password Error Press Go”
ONLINE=FALSE (formfeed----HEX 0C)

The code will always be 40020, only the display line will change to indicate the specific
error.
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Resource Storage

Check-related resources, such as form overlays and signatures, are stored in your
printer with unique identification numbers. ID numbers must be less than 32767.
Number 5001 is reserved for the Audit Trail overlay. Your Secure MICR Printer has two
areas where you may store these resources: FLASH and RAM Memory.

Flash Memory is an optional feature. It is user managed and its resources can be
designated as “secure” or “unsecure.” Secure resources are loaded to flash with the STL
command and have ID numbers greater than or equal to 10000. They can only be
accessed by using the STP command when the printer is in MICR mode. Unsecure
resources do not require a password and should be assigned an ID number less than
10000. Resources stored in flash memory are not deleted when the printer is powered
off. Flash memory is required for all Audit Trail features.

Storing resources in RAM is also an option. Resources in RAM are deleted when the
printer is powered off or reset. For this reason, check-related resources may need to be
loaded frequently. Resources stored in RAM cannot be password protected.

We recommend storing all check-related resources in secured flash memory.

MICR Menu
Your Secure MICR Printer contains a front panel menu specific to MICR applications.
The complete menu is as follows:

Option Card Menu > MICR Menu
Security Lock
Audit Menu
Audit Location - Flash/Disk
Record Sorting
Overlay
Sum Field 4
Print Report
Setup Menu
MICR Type - Normal/Optraforms
Hex Transfer
Density Control
MICRpoint

Use the menu button on the front of your printer to toggle through the menu options. To
select an option press the select (V) button. An item is selected when it has an asterisk
(*) after it.

The Security Lock option allows the user to activate and set a front panel combination
for additional security. This feature prevents anyone from printing checks without the
proper 8-digit combination. See the MICR Mode Commands section of this chapter for
more information.
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MICR Type designates the printer as a “normal” Source Technologies secure MICR
printer. The default is “normal.” Hex Transfer and Density Control are normally reserved
for ST Technical Support.

MICRpoint is a feature that allows for fine positioning of the MICR line by the operator.

The Audit Menu deals with the optional Audit Trail Report settings. See chapter 7 for
more information.

Entering MICR Mode
To print MICR documents, your Secure MICR Printer uses special alphanumeric text
commands called MICR Mode commands.

There are two different commands which activate MICR mode printing:
&%STFPASSWORDS$ and &%STHPASSWORDS$. &%STF is the default command and
is recommended for most applications.

To use the &%STF command, it must be entered at the beginning of the job datastream.
The &%STH command can be entered anywhere prior to accessing secured resources.

The &%STH command is not as powerful as the &%STF command because it does not
set as many parameters for MICR printing. Both commands and descriptions are as
follows:

&%STF Command
When entering MICR mode with the &%STF mode, the printer will:

» Check to see if the proper Front Panel Combination has been entered
(when enabled).

» Allow access to secure check printing resources such as MICR fonts and
secure fonts stored in printer ROM.

» Allow access to protected signatures, overlays, logos and other important
resources stored in password protected nonvolatile flash memory.

» Display “MICR Mode Active” on the printer’s front panel.

» Disable the printer’s front panel menu system.

» Set printer resolution to 600 dpi for printing MICR fonts.

» Disable Jam Recovery.

» Set the copies parameter to 1.

» Sets Toner Low Alarm.

* Turn Hex Transfer ON.

Note: The &%STF command must be entered at the beginning of the print
job before any other print data is received.

&%STH Command

The &%STH command does not set-up the printer for check printing activity as
completely as the &%STF command mode. This alternate MICR mode command
forces the user to manually program some commands through their host
application. It is used when programmers cannot place &%STFPASSWORD$ at
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the beginning of their job. Use the &%STH command if you experience page
ejects while in &%STF mode.

When entering MICR mode with the &%STH command, the printer will:

» Verify if the proper Front Panel Combination has been entered (when
enabled).

» Allow access to secure check printing resources such as MICR fonts and
secure fonts which are stored in printer ROM. It also allows access to
protected signatures, overlays, logos and other important resources
stored in password protected nonvolatile flash memory.

* Turn Hex Transfer ON.

Note: The &%STH command can occur within a datastream after the page

has started. The &% STH command, unlike the &% STF command, can be
issued anywhere on the page.

MICR Mode Commands

Password Command &%STFPASSWORD$ or &% STHPASSWORDS$
&%STF or &%STH Lead in sequence
PASSWORD User defined password, 8 characters, case sensitive,

unprintable characters allowed. Factory default is
PASSWORD. See also New Password Command.
$ Command terminator

MICR Definition Command &%SMCPxxxx$ (optional)

&%SMCP Lead in sequence

XXXX MICR count, the number of MICR lines to be printed
during this print job. (4 bytes in hex)

$ Command terminator

Example: &%SMCP0010$

Prints 16 (Hex 10) MICR lines before disabling MICR mode. This command defines how
many MICR lines may print in the current job. When the count decrements to zero, MICR
mode is terminated.

Set New Password Command &%STExxxxxxxx$

&%STE Lead in sequence

XXXXXXXX New password, must be 8 characters either printable
or non printable. Dollar ($) sign is an invalid password

character. MICR Features | 6
$ Command terminator.
In order to set a new password the current password must first be sent.
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Caution: Errors made in sending the new password command could lead to
setting it to an unknown value. If the Password is unknown the printer must be
returned to Source Technologies to be reset to PASSWORD.

Activate/Set Front Panel Combination Lock &%STSxxxxxxxx$ (optional)
&%STS Lead in sequence

XXXXXXXX Eight digit sequence, valid characters 0-9

$ Command terminator

Sets and activates the front panel MICR combination lock. If this feature is activated,
MICR mode cannot be entered until the front panel combination is entered correctly. All
MICR features will be inaccessible until this combination is entered. Sending an &%STS
command and eight zeros deactivates the security lock.

Caution: If the front panel combination is set and then forgotten, the printer must
be returned to Source Technologies for the combination to be deactivated.

Print MICR E-13B Font &%SMDddd...ddd$

&%SMD Lead in sequence

ddd...ddd Data to be printed in E-13B MICR font
$ Command terminator

Prints the specified data in the E-13B MICR font which is used in the United States,
Canada and Mexico. The correct spacing begins at the cursor position modified by the
MICRpoint adjustment setting at the start of the command. After the terminator is sent,
the printer is returned to its default font. After each Print E-13B command, the MICR
count is decremented by one. Upon receiving this command the printer will verify that a
MICR toner cartridge is installed and set the copies parameter to 1. See Appendix A for
MICR E-13B font character mapping.
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Print MICR CMC?7 Font &%SM7ddd...ddd$

&%SM7 Lead in sequence

ddd...ddd Data to be printed in CMC7 font
$ Command terminator

Prints the specified data in the CMC7 MICR font which is used in Europe and South
America. The font and its correct spacing begin at the current cursor position modified by
the MICRpoint adjustment setting at the start of the command. After the terminator is
sent, the printer will return to its default font, and the MICR count will be decremented by
one. Upon receiving this command the printer will check to ensure a MICR toner
cartridge is installed and set the copies parameter to 1. See Appendix B for CMC7
character mapping.

Print Secure Numeric Font &%SMFddd..ddd~

&% SMF Lead in sequence

ddd...ddd Data to be printed in this font
~ Command terminator

The dollar sign ($) is not a command terminator for this command. For both security
fonts the tilde ~ (hex 7E) is the command terminator since the dollar sign is a valid
character.

Print ICR Secure Numeric Font &%SMIxxxxxx~
&%SMI Lead in sequence
XXXXXXXX Data variables to be printed in this font

~ Command terminator

Print MicroPrint Line &%SMMxxxxxxxxx!$
&%SMM Lead in sequence

XXXXXX Data to be printed in this font
! MP designator (optional)

$ Command terminator

If the exclamation point (!) is used, the “MP” designate will print just above and to the
right of the last character. This is optional and is typically used to notify the check
recipient of the presence of MicroPrinting. Only 0-9, A-Z (upper and lower case) print.
Special characters and spaces will disappear.
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Load Flash Resource &%STLxxxxxyyyyyyzdd....dd

&%STL Lead in sequence

XXXXX Resource number in decimal, must be 5 digits

YYYYYyy Byte count of resource file in Hex, must be 6 positions
z Format of the resource file

S = Single byte binary format
D = Double byte text format
dd...dd Flash resource file. e.g. forms overlay, signatures etc.

Resource number values may be between 00001 to 32767. Values of 10000 and above
are password protected and will require the user to enter MICR mode with a valid
password before they can be unlocked with the STP command. Values below 10000 will
be unsecured.

Resource number 5001 is reserved for the Audit Trail overlay. Please see chapter 7 for
more information.

Format Flash Memory &%SFF$
&%SFF Lead in sequence
$ Command terminator

This command formats flash memory. A valid password command must precede this
command.

Caution: All flash contents will be lost. This includes all electronic forms,
signatures, logos, etc.

Secure Flash Resource Unlock Command &%STPxxxxx$
&%STP Unlock flash resource command

XXXXX Flash resource number, must be 5 digits
$ Command terminator

Unlocks a secure flash resource.

Tray Lock Command &%STTL#$

&%STTL Lock tray command

# The tray to be locked (choose from 1, 2 or 3 only)
$ Command terminator

This command prevents other applications from accessing a particular printer paper tray.

Tray Unlock Command &%STTU#$
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&% STTU# Unlocks tray
# The tray to be unlocked (choose from 1, 2 or 3 only)
$ Command terminator

Tray Swapping Commands &%STTSONS / &%STTSOFF$

&%STTSON Turns tray swapping on
&% STTSOFF Turns tray swapping off
$ Command terminator

This command allows you to redefine the PCL values for Trays 2 and 3 to allow software
and operational consistency with older printers in the system. Swapping ON causes any
<esc>&l4H to be replaced with 5H and vice-versa.

DES and AES Decryption

Data Encryption Standard (DES) and the Advanced Encryption Standard (AES) are both
supported in the Source Technologies secure MICR printers. The minimum Code Level
support for AES is 8.5j. Levels 8.5i. and lower only support DES.

DES originated at IBM in 1977 and was adopted by the U.S. Department of Defense.
The controlling standards for DES are ANSI X3.92 and X3.106 and in the Federal
Information Processing Standard (FIPS) 46-3 standard. An alternative to DES, called
Triple DES, is not supported in our Secure MICR printers.

AES is documented in a FIPS standard, FIPS 197, dated 11/26/2001. Three key sizes
are documented in the standard, 128-bit, 192-bit, & 256-bit. We currently only support
the most commonly used 128-bit key size.

The algorithm selected for AES is Rijndael. Developed in Belgium, an English
pronunciation alternative is “Rain Doll”. In addition to U.S. Government implementations,
it is anticipated that AES will be adopted by businesses, organizations, institutions, and
individuals outside of government, and outside of the United States as was the case for
DES.

We only support decryption for DES and AES. Encrypted printer data streams can be
decrypted using the key stored some time prior to the message. Keys for both DES and
AES are stored separately so that both AES and DES are supported simultaneously.
The keys messages themselves can be encrypted with either DES or AES for either
DES or AES. Only one DES and one AES key exists at any one point in time. Old keys
are not saved. To change either a DES or an AES key requires the MICR Password
Command.

The Secure MICR printer does not have any capability to encrypt a return or Bi-
directional message.
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Decryption Commands

Decryption requires printer processing overhead. In our testing encrypted printer data
steams near or below 100K bytes per page do not seem to affect printer speed in term of
pages per minute or first page out timings. Some testing done with print files from 500K
to 1 Meg per page revealed up to a 30% degradation in speed. It is therefore
recommended the encryption be reserved for the confidential portions of the data when
large file sizes are anticipated.

Set DES Decryption Key Command — &%STSETDESKEY<16 Hex Characters>$

The command requires a MICR Password Command be sent prior to the Key
Command. The Key Command could itself be encrypted and then decrypted in the
printer. The command requires the key data be in a double-byte hex format. The 8 byte
value must be converted to the 16 byte format. The only values that can be contained in
the 16 command bytes are 0 through 9, A through F. Alpha key characters can be upper
or lower case. Command characters must be upper case. Here is an example of a valid
key command - &%STSETDESKEY5f00FF7E3DA938eb$. The key value remains in the
printer until another key command is received. Printer power cycles and printer reset
commands do not affect the key value.

The dollar sign ($) is the command terminator and is required.
Set AES Decryption Key Command — &%STSETAESKEY<32 Hex Characters>$

The command also requires a MICR Password Command be sent prior to the Key
Command.

The key data is similar to DES, but is twice in length with 32 Hex character format
representing the 16 byte or 128-bit key value.

Turn DES Decryption ON — &%STDON$
Turn AES Decryption ON — &%STAON$

All data following the $ command terminator will be decrypted using the current key
value stored in the printer and the DES or AES algorithm. Decryption continues until a
Decryption OFF command is received, a printer panel reset occurs, or printer power is
cycled. Printer software language resets do not stop decryption.

Turn DES Decryption OFF — &%STDOFF$
Turn AES Decryption OFF — &%STAOFF$

The OFF command re