
Inyett 



The United Kingdom Fraud Costs 

Measurement Committee (UKFCMC)  
 

 

€ 190 Billion 

Pund/Year 



 

The Swedish losses: 

 

349.989.000.000 Sek ! 
  

 

Aprox SEK 350 billion or  € 36.31 billion 
 

 

 

 

 

 

Norway   € 18.66 billion 

Denmark € 20.41 billion 

Finland   € 19.53 billion 

 

EU          € 1819.57 billion 
 

 

                                                                                                           

 



 What does the amount represent? 

 
 

 

 

 
 
 

 

 

 

- 6.5 % of GDP/BNP (2019) 

- 11.090 Skr/ sec. 



4.700.000.000.000 Euro = The global costs of Fraud (UKFCMC) 

 

5.500.000.000.000 Euro = The global costs for companies due to 

data breaches (Nordea Bank)                                            

Global Remarks 



Data Breach GDPR 

CNP PSD2 

EU 

EU Responded 

GDPR (General Data Protection Regulation) 

PSD2(Payment Service Directiv 2) 

CNP(Card-Not-Present )) 



Data Breaches 

 Ransomware     BEC/CEO-fraud     (r )DDOS     DDOS    BankTrojans   Fraud   RAT     

Organized Crime Groups ->> State Attacks - Manipulate Campaigns – Terrorism - $$  

All evil after World War II 









2014, the whole of europe was affected 



To Day 

€ 10.000.000 





In what reality do we live in? 

    74% will definitely not 
pay? 

But reality kicks back… 





Banktrojan Retefe (Rovnix) 
The Phishingmail 



Flow chart 
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Phishing, who is stupid enough….? 



Kul i telefonen 



What the ….. 



Password, the utlimate protection.. 



Do we use strong passwords ? 



So, are we secured ? 



Ok, let´s go biotechnical..? 









IoT  
 

The first digital murder? 





The future is already here! 
Ransomware turns off the power supply 



 The most important thing: prevention and then prevention... 

 Incident planning  
 

But except from that: 
 
- Report to the Police 
 
- Increase and accelerate national and global cooperations between authorities  
 
- Build Private-Public-Partnership (P3) organisations 

– Ransomware Task Force (US) 
– NoMoreRansom.org 
– ECCFI 
– NCFTA 
– NN-organizations 

 

  

 

 

The way forward - and it has started… 
 

 

 



JIT – Joint Investiogation Teams 





422 ARRESTED AND 4 031 MONEY MULES IDENTIFIED IN GLOBAL 

CRACKDOWN ON MONEY LAUNDERING 





NN – When LEA gets the information.. 



More ? 
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