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N I P P E R “FE"T\'FW"S Achieve CMMC compliance with Nipper

CENTER OF EXCELLENCE

Achieve compliance with up to 89%

of CMMC core network security
practices across 9 domains

Titania Nipper helps you achieve compliance with up to 89% Evidential information for a further 6 CMMC practices, that can
of CMMC core network device practices. The dedicated be found in other Nipper reporting modules, can be provided
CMMC Module helps to provide evidence for 24 of the Level by the CMMC Module by enabling it through the settings.

1-3 practices for firewalls, switches, and routers, accurately

automating the assessment of 18 and providing evidential Quickly remediate your compliance risks

information for 6 practices, helping you quickly and easily:
Titania Nipper will provide the exact technical fixes you should

» Establish a baseline to use when creating implement to secure the device, meet CMMC requirements
a roadmap to compliance; and achieve your compliance objectives. Each issue will be
» Evidence findings in Certified Assessor-ready formats; rated by level of risk and the report will indicate ease of fix.

™~

» Prioritize your remediation activity based on ease of fix
and impact and likelihood of exploitation;

» Rapidly address misconfigurations and issues raised as areas )
of non-compliance with the exact technical fixes provided. Complementary features Nipper | Scanners

Authentication & Authorization Configuration v -

v

Alleviate CMMC assessment workload pressures

Account & Logging Configuration v -
Nipper generates Certified-Assessor-ready reports within IDS & IPS Configuration v -
minutes, freeling up your time to focus on resglvmg any areas Password Strength & Encryption Analysis J -
of non-compliance. The easy-to-read reports include:
Timeout Configuration v -
» Introduction, e>§plaining the CMMC domains Physical Port Audit v -
and levels applicable to the report - - "
» A findings overview Routing Configuration -
» Individual sections for each CMMC practice that Nipper VLAN Configuration v -
has assessed, with information as to any issues found Network Address Translation v -
and any applicable evidence
i o ) Network Protocols v -
» Exact technical fixes and remediation recommendations.
Device Specific Options v
Nipper reports can be integrated into your GRC and/or SIEM Time Synchronization v -
to give you a more complete view of your compliance and securit
gvey P y P y Network Filtering (ACL) Audit v v
posture.
Wireless Networking v v
Using the CMMC Module, you can accurately assess Warning Messages (Banners) v v
18 CMMC practices across 6 domains: Network Administration Services v v
» Access Control Network Service Analysis v v
» Audit & Accountability - -
) Software Vulnerability Analysis v v
» Configuration Management , J J
» System & Communications Protection VPN Configuration
» ldentification & Authentication Network Discovery and Topology - v
» System & Information Integrity. Availability Monitoring v
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Audit online or offline

Highly configurable and agentless, Nipper can be used online or
in secure offline mode for auditing secret or air-gapped networks

At a glance features:

to further minimize security risks. According to Gartner Inc.,
“Nipper is the only offline configuration review tool.”

Flexible licensing for low cost of ownership

Secure your network configurations with Titania Nipper
software licensing options that can be flexed to suit your
needs as your infrastructure changes. As the latest addition
to our award-winning network configuration audit tool,

the CMMC Module is an optional add on to Nipper.

Assessing your compliance with Nipper’s dedicated
CMMC Module can save you up to 1 hour per device

audit - that's up to $200* for each device.

See the return you can make on your investment whilst working
towards CMMC compliance. Take a 30-day trial today.

Devices

Titania Nipper

Price (1 year)

CMMC Module
(1 year)

Scheduling and integration
» Integrate reports with your SIEM, SOAR or GRC
» Audit scheduling

Certified Assessor ready reports

» Easy-to-read, CA-ready reports are generated in minutes

» Identify ease and impact of exploitation for each
vulnerability/non-compliance, plus time and ease to fix

What are the benefits?

» Quick to set up and simple to execute

» Establish a baseline to help create
a roadmap to compliance

Easy-to-read reports in Certified Assessor ready formats

Reduce time and resource required to gather
evidence for CMMC compliance

Starter Pack $1191.75 $238.35 Reduce MTTD and MTTR for misconfigurations
50 $2084.25 $416.85
100 $3575.25 $715.05 Guaranteed support response times
250 $6284.25 $1256.85
‘ Bronze Silver Gold
500 $8636.25 $1727.25
Product updates y y J
*Savings based on average auditor hourly rate of $200 and maintenance
If you are interested in purchasing a license for over 500 devices, Email support v v v
please contact enquiries@titania.com for a quote.
Web support v v v
System requirements Phone support v v
24/7 support logging v v
0s ‘ Requirements
Microsoft Windows 7 or above Guarant_eed response v
24 working hours
o (Server 2012 or above)
L 600MB disk space
4GB memory Guaranteed response J
8 working hours
GNU/Linux (Ubuntu, CentOS)
& 300MB disk space Remote assistance v
2GB memory

To implement the Nipper CMMC Module, you must have Nipper
version 2.11.0 or later and must have the CMMC Module activated.

About Titania

Protecting over 25 million people globally, Titania software

is trusted to secure the world’s most critical networks against
preventable attacks. Nipper and Paws intelligently automate
configuration auditing to analyze misconfigurations and validate
your network and endpoint security against the latest risk
management frameworks, assurance and compliance standards.

Try it now for 30 days

titania.com/register/trial
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