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A [ip.src_host==192.168.210.211
| Time Source | Destination | Protocol | Lengtt | Info
.419642  192.168.210. 91.218.114.4 49181 - 80 [SYN] Seq=0 Win=8192 Len=@ MSS=1460 WS=256 SACK_PERM=1
.420507  192.168.210. 91.218.114.4 49181 - 80 [ACK] Seq=1 Ack=1 Win=65536 Len=0
423005 192.168.210. 91.218.114.4 [POST /tracker/rtbaxunkdm.phtml7ognf=4h&arsd=8s7swa HITP/1.1 | (application/x-www-form-urlencoded)
.423139  192.168.210. 91.218.114.4 49181 - 80 [FIN, ACK] Seq=606 Ack=1 Win=65536 Len=0
.439202  192.168.210. 91.218.114.4 49181 - 80 [ACK] Seq=607 Ack=410 Win=65280 Len=0
.460718 .168.210. 91.218.114.11 49182 -+ 80 [SYN] Seq=9 Win=8192 Len=@ MSS=1460 WS=256 SACK_PERM=1
.462121 192.168.210. 91.218.114.11 49182 -+ 80 [ACK] Seg=1 Ack=1 Win=65536 Len=@
.462930  192.168.210. 91.218.114.11 POST /transfer/archive/xhfec. phtml7dqqs=3&tofw=qf 18t5rh&v=qbwj)nx50 HTTP/1.1| (application/x-www-form-urlencoded)
192.168.210. 91.218.114.11 T 8 [FIN, ACK] Seq=625 Ack=1 Win=65536 Len=0
192.168.210. 91.218.114.11 49182 - 80 [ACK] Seq=626 Ack=410 Win=65280 Len=
.168.210. 91.218.114.25 49183 -+ 80 [SYN] Seq=d Win=8192 Len=@ MSS=1460 WS=256 SACK_PERM=1
192.168.210. 91.218.114.25 49183 -+ 80 [ACK] Seq=1 Ack=1 Win=65536 Len=0
192.168.210. 91.218.114.25 653 [POST /bshgublj.asp?y=128126udépxmg=10r5u5d0 HTTP/1.1| (application/x-www-form-urlencoded)
192.168.210. 91.218.114.25 60 49183 - 80 [FIN, ACK] Seq=608 Ack=1 Win=65536 Len=0
.168.210. 91.218.114.25 60 49183 - 80 [ACK] Seq=601 Ack=410 Win=65280 Len=
192.168.210. 91.218.114.26 66 49184 - 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
192.168.210. 91.218.114.26 60 49184 - 80 [ACK] Seg=1 Ack=1 Win=65536 Len=Q
192.168.210. 91.218.114.26 W (appucauan/x-uw form-urlencoded)
192.168.210. 91.218.114.26 60 49184 - 80 [FIN, ACK] Seq=578 Ack=1 Win=65536 Len=
192.168.210. 91.218.114.26 49154 - 80 [ACK] Seq=579 Ack=410 Win=65280 Len=0
192.168.210. 91.218.114.31 49185 - 80 [SYN] Seq=0 Win=8192 Len=@ MSS=1460 WS=256 SACK_PERM=1
192.168.210. 91.218.114.31 49185 - 80 [ACK] Seg=1 Ack=1 Win=65536 Len=0
192.168.210. 91.218.114.31 POST /toqlj.jsp?d=2t72cg&m=226&] uv=2bn67&0ib1=558v5g HTTP/1.1| (application/x-www-form-urlencoded)
192.168.210. 91.218.114.31 49185 - 80 (FIN, ACK] Seq=609 Ack=1 Win=65536 Len=0
.168.210. 91.218.114.31 49185 - 80 [ACK] Seq=610 Ack=410 Win=65280 Len=0
192.168.210. 91.218.114.32 49186 - 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
192.168.210. 91.218.114.32 49186 -+ 80 [ACK] Seg=1 Ack=1 Win=65536 Len=0
192.168.210. 91.218.114.32 POST /boeqofpmpq. j sp?g=512xekr ro=6&mmou=0sf13&swp=qx86uednj HTTP/1.1| (application/x-www-form-urlencoded)
192.168.210. 91.218.114.32 49186 - 80 [FIN, ACK] Seq=617 Ack=1 Win=65536 Len=0
192.168.210. 91.218.114.32 49186 - 80 [ACK] Seq=618 Ack=410 Win=65280 Len=@
192.168.210. 91.218.114.37 49187 -+ 80 [SYN] Seq=0 Win=8192 Len=0 MSS5=1460 WS=256 SACK_PERM=1
192.168.210. 91.218.114.37 49187 - 80 [ACK] Seq=1 Ack=1 Win=65536 Len=0
192.168.210. 91.218.114.37 [POST /payout/support/yggaxssp. dozbaft=54bqargvi=td76xdx4 HTTP/1.1 | (application/x-wwe-form-urlencoded)
192.168.210.211 91.218.114.37 49187 - 80 [FIN, ACK] Seq=613 Ack=1 Win=65536 Len=0
192.168.210.211 91.218.114.37 49187 - 80 [ACK] Seq=614 Ack=410 Win=65280 Len=0
192.168.210.211 91.218.114.38 49188 - 80 [SYN] Seq=d Win=8192 Len=@ MSS=1460 WS=256 SACK_PERM=1
192.168.210.211 91.218.114.38 60 49188 - 80 [ACK] Seq=1 Ack=1 Win=65536 Len=0
192.168.210.211 91.218.114.38 650 [POST /checkout/login/nvennf.asp?xx=1a371 HTTP/1.1 | (application/x-www-form-urlencoded)
192.168.210.211 91.218.114.38 60 49188 - 80 [FIN, ACK] Seq=597 Ack=1 Win=65536 Len=0
92.168.210.211 91.218.114.38 60 49188 - 80 [ACK] Seq=598 Ack=410 Win=65280 Len=0
192.168.210.211 91.218.114.77 66 49189 - 80 [SYN] Seq=0 Win=8192 Len=0 MSS5=1460 WS=256 SACK_PERM=1
192.168.210.211 91.218.114.77 60 49189 - 80 [ACK] Seq=1 Ack=1 Win=65536 Len=0
92.168.210.211 91.218.114.77 648 [POST /uckex/paycut/ooavgyec php?nmp=7 HTTP/1.1| (application/x-www-form-urlencoded)
2.168.210.211 91.218.114.77 60 49189 - 80 [FIN, ACK] S Ack=1 Win=65536 Len=0@
192.168.210.211 91.218.114.77 60 49189 - 80 [ACK] Seq= sss Ackdﬁ Win=65280 Len=0
192.168.210.211 91.218.114.79 66 49190 - 80 [SYN] Seq=d Win=8192 Len=@ MSS=1460 WS=256 SACK_PERM=1
192.168.210.211 91.218.114.79 5536
1171.907289  192.168.210.211 91 218.114. 19 615 PosT /update/dcerjv. j sp?bt=5tuv28ta5&rott=gy56iko=vk38toelh3&nx=p HTTP/1.1 (application/x-www-form-urlencoded)
1171.907353  192.168.210.211 11 9190 - 80 [FIN, ACK] 5eq=622 Ack=1 Win=65536 Len=0
1171.923292  192.168.210.211 sa 49195 - 80 [ACK] Seq=623 Ack=410 Win=65280 Len=0

Frame 4557: 675 bytes on wire (5400 bits), 675 bytes captured (5400 bits)

Ethernet IT, Src: VMware 81:32:cd (90:0c:29:81:32:cd), Dst: VMware_ 2 aa (00:50:56:2d:7a:aa)
Internet Protocol Version 4, Src: 192.168.210.211, Dst: 91.218.114.79

Transmission Control Protocol, Src Port: 4919@, Dst Port: 86, Seq: 1, Ack: 1, Len: 621
Hypertext Transfer Protocol

rv:11.0) like Gecko\r\n
91.218.114.79\r\n
Content-Type: application/x-www-form-urlencoded\r\n
» [Content-Length: 342\r\n
Connection: Keep-Alive\r\n
\r\n

[HTTP request 1/1]

File Data: 342 bytes

0000 00 50 56 2d 7a aa 0@ @c 29 81 32 cd @808 45 00
02 95 01 15 40 00 80 06 95 a8 c@ a8 d2 d3 5b da
72 4f c@ 26 80 50 1d 2d 19 65 5a ad el 54 50 18
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