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Prevent Breaches and Protect Assets from the Inside/ Out

ComSource delivers technology
solutions coupled with financial
strategies to bring your business’
vision to life.

As an IT solutions provider, we

don’t manufacture technology, we
harness it. Acting as your technology
advocate, we’re the people behind
the technology, designing for you and
working with you. With trust, loyalty,
and relationships as the cornerstone
of our business for over 30 years, let
us help you redefine what is possible.

sales@comsourceny.com

People « Policy « Process  Prevention

With almost every device connected to the Internet, concern around
protecting your network and data is at an all time high. You cannot
afford to risk unauthorized access or compromise the integrity of your
systems. Let ComSource security experts help you prevent breaches
before they occur.

Every company needs a detailed security approach to prevent
physical and virtual breaches. We can help you ensure that the
correct people, defined processes, and effective hardware and
software are in place to protect the integrity of both your data and
systems.

An integrated IT security approach provides integrity of your data,
systems, and company delivering the most comprehensive line

of attack to ensure that your people, processes, and technology

are aligned to your policy. Let ComSource build a unified security
approach covering all physical, network, data, and cyber security
controls connecting them across your entire IT network and security
policy. At ComSource, our trained professionals will:

« Define policies to establish and maintain network
security procedures

« Conduct vulnerability tests to identify risk areas in your
IT infrastructure

« Deploy required software and hardware to harden
your systems

+ Guide and mentor IT staff to recover from any breach

315.682.4115 . www.comsourceny.com




Policy Development

We collaboratively document a
defined roadmap to secure your
entire infrastructure including
procedures for staff, networks, data,
and applications. Once outlined, our
team will conduct periodic audits

to ensure compliance with those
policies.

Assessments & Audits

ComSource recommends periodic
security assessments of your people,
policy, and technology to establish
and maintain a comprehensive
security approach. Auditing your
existing IT environment will enable
us to map out a full picture of the
direct and indirect threats facing
your organization.

Vulnerability &
Penetration Check

Your network will be tested for
potential vulnerabilities through
proactive, controlled attempts

to exploit gaps or entry points.
Exposed gaps will be addressed with
suggested remediation and proposed
software and/or hardware solutions.

-

Incident Response

When a breach is detected or

even suspected, ComSource will
deploy resources to quickly isolate
the compromised asset from the
network. We know how important
itis to save any evidence that

may link or identify the intrusion
source. Our team will quickly
clean-up affected systems and
restore any lost data or outages.

Physical Security

Continually maintaining a safe

and secure environment, requires
proactive planning. ComSource
provides training for your staff to
enhance their security awareness
and, equally as important,
recommends implementing systems
such as surveillance cameras, access
controls, and paging and notification
systems to safeguard areas your
team can’t always watch.

Personnel Security Training

To ensure your team can take
ownership and maintain the security
policy roadmap, our experts will
mentor and train the appropriate
staff, so they avoid risk and

promote security best practices.

Security C?.pa bilities

Breach Prevention &
Resolution

Unfortunately, in the connected
world we live in, it’s no longer will a
breach happen, it’s when, and how
bad. When dissecting a cyber attack,
ComSource will partner will you

to build prevention and resolution
strategies to properly identify and
recover from a data breach, while
applying the lessons learned to
prevent future attacks.

Post- Incident PR Assistance

After a breach, people both inside
and outside of your organization
will have many questions. Our
experts help craft clear and accurate
communications that explain the
occurrence in such a way that
informs, but also maintains the
confidence and integrity of your
company’s brand image, and
reassures C-level stakeholders

the proper remediation and
prevention steps have been taken.
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