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1. Introduction

All of Infinite's devices that support the MQTT protocol, are capable to connect to any
local or remote MQTT Broker. Microsoft Azure, commonly referred to as Azure, is a
cloud computing service created by Microsoft for building, testing deploying, and

managing applications and services through Microsoft-managed centers.

This document is a brief how-to guide for all device communications between

Infinite’'s devices and Microsoft Azure.

2. Generating Self-Signhed Device Certificate and Key

Azure requires TLS communications so we will have to create our own self-signed
certificate and key for our device. We do that with the commercial-grade TLS toolkit
openssl. The easiest way to do that is to simply install git on your computer and

locate the openssl.exe file in this directory: C:\Program

Files\Git\usr\bin\openssl.exe.

Open a Command Prompt or PowerShell window in the above directory and type the
following commands to create the device certificate and key:
req -x509 -nodes -sha256 -days 365 -newkey rsa:2048 -keyout device.key -out

device.crt - creates device certificate and private key

(These commands are for testing purposes and should be adjusted for different

requirements.)


https://git-scm.com/downloads
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3. Creating an loT Hub

After creating a Microsoft Account, the first step of this procedure is to create an loT

Hub. On the homepage of Microsoft Azure, click Create a resource and then search

for loT Hub.
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Create an loT Hub by filling out the project details and creating a new Resource

group. You must choose East US as your region for the time being as Microsoft is

working on enabling TLS1.2 on all regions.
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Make sure that you configure the minimum TLS version as well.

loT hub
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3.1 Creating a device

While you are on your loT Hub page, enter the loT devices tab and click New to

create an loT device.

Home > MyVeryFirstHub

@} MyVeryFirstHub | loT devices »

loT Hub \

P Search (Ctrl+/) | « b New (O Refresh
N Overview View, create, delete, and update devices in your loT Hub.
@ Activity log Field
fa Access control (JAM) + select or enter d property name ™
L Tags = Add a new clause
i Diagnose and solve problems
Events
Device ID Status Last
Settings

Shared access policies No devices found
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(o Pricing and scale

4> Networking

Certificates
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On the next page name your device, choose X.509 Self-Signed as the authentication
type and enter your certificates Primary Thumbprint. You can find this thumbprint by

opening the device.crt file we created earlier.
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@n Certificate *
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Show: | <All> v
Field Value 2
BSubject subber, Internet Widgits Pty L...
[=|Public key RSA (2048 Bits)
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4. Device Configuration with WA Manager

In the Edit Device window in WA Manager, tick the Use SSL box.

© Edit Device ADS-300 [ =] =

Configuration 1of 3
2 © o
General Analog Inputs Counters SDI-12 MODBUS Data Transmission MOTT Parameters SSL Parameters

Tl

S/M: 1 Type: ADS-300 Autonemous ME-loT Node Firmware Version
Unit Identification
Device name |ADS-300 UnitID 0

NB-lot Identification & Parameters

UsessL [ <+ PSMMode (OOn @ Off Phore [ |
RTC Correction [Mr. of Messages] ljl UTE Time [ Offset ljl

Comments EXPORT
MOSQUITTO

Next, we configure the MQTT parameters.

Although Azure supports MQTT connectivity, it is not a pure MQTT Broker and so it

has some limitations regarding its MQTT paramaters.

For the Broker IP, the loT Hub endpoint must be used that can be found in the loT

Hub page.

5 MyVeryFirstHub  #

=

loT Hub
R search (Ctr+/) < > Move ~ [ Delete () Refresh
& @ A Essentials
& Activity log Resource group (change) : indinf Hostname + MyVeryFirstHub.azure-devices net
fa Access control (1AM) Status © Active Pricing and scale tier i F1-Free
® Current location 1 EastUS Number of 10T Hub units : 1
Tags
Subscription {change)  : Azure subscription 1 Minimum TLS Version  : 1.0
£ Disgnose and salve problems
Subscription ID c4c26b13-c221-43a5-2467-6bfff4e176a9
Events
Tags (change) Click here to add tags
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For the Client ID, the Device ID must be used that we used to create our device.

(© Edit Device Nr. 1, ADS-300 [l &2

Configuration 1of 1
? ©

General Analog Inputs Counters SDI-12 MODBUS Data Transmission MOTT Parameters SSL Parameters

G

GPRS Connection Settings

APN String |iot.1 ncenet

IP Version 4

TCP Parameters

Broker IP WMyVeryFirstHub.azure
Port 8883

MQTT Parameters

Client ID |NewDewce |

User Name |MyVeryFir5tHub.azu re-devices.net/MewD e\ric{

Password | |

Topic [AD5-300/TILT |

The username must be of this format based on the name of our DevicelD and loT

Hub name: MyVeryFirstHub.azure-devices.net/NewDevice/?api-version=2018-06-30

Lastly, in the SSL Parameters tab, we copy and paste the three files needed for the TLS

communication: Server Certificate (CA), Device Certificate and Device Private Key.

(
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Configuration 10of 1
2 @ ¢
General Analog Inputs Counters SDI-12 MODBUS Data Transmission MOTT Parameters 551 Parameters

Es -

Server Certificate

MIIDmMzCCA0OgAwIBAgIUPKIH32uipAbg + OthhmitfXp1/70wDQYJKoZlhvcNAQEL
BOAWKTELMAKGATUEBhMCZ3x CzAIBgNVBAgMANRoMQ4wDAYDVQOQHDAVDaGYzczEM
MAeGATUECgwDaW5mMQowCAYDVCOCOLDAFhMRcwFQYDVOODDA4SMS4x MzguMjADLIEy
MDAeFwlyMTAZM)UxMzlwh DdaFwOyNjAZMjUx MzlwNDdaMFOx CzAIBgNVBAYTAmdy
MCQswCQYDVQQIDAIaDEOMAWGATUEBwwFdGhlc3MxDDAKBgNVBAoMAZIUZEKMAGG
ATUECwwBYTEXMBUGATUEAwwO OTEUMTMALjlwM CdxMjAwg gEiMADGCSqGSIb3DQER

Device Certificate

MIDWTCCAKGgAwIBAGIURsKgSr5aKHTPf30 g3V Y ZegnUewDQYIKoZIhwe NAQEL
BOAWTTFLMEKGATUECwx CQWThemSulFdIYiBTZX2aWNIcyBPPUFtYXpvbijb20g
SW5jLIBMPVNIYXRObGUgU108V2FzaGluZ3RvbiBDPYVTMBAXD T MDYy NTAANDEw
MFoXDTOSMTIzMTIZNTK10VowH]EcMBoGATUEAWWTQVATIEWYCBDZX0aWZpY2F0
ZTCCASIWDOYIKoZIhveNAQEBBOADggEPADC CAQoCggEBAMbFhfACaMRTDIFUWgzd
fiZHSASBbHxkZKss3uoHKTHMuwNNHIONBFIT3VvzBET)[jGY35PDudKGSUOGIgd

'

AL A ALETo TN AN oL £ - VAt 1P AR P L £ 7P
Device Private Key

MIIEpQIBAAKCAGE Axt+ FAlax HUMIVRaDPh FldIBIFsf GRkqAXmBgeRMcy TADDC
g41sWPdW/MESIOMIMZdIZ0T0eZIQ4ViB T HSeRWWRLEqjsP AYz00 o0ty HEqee
KZjbOOkmKkStLOGWL3Ek)s/ maL2/1450mLakCSOmDPgh+ FiwZyvimTXHedsdOLXR2
puTP/471R/Vthuot+ SAkko2woDLeWUIndrewdKkNTSWSKep 02w TGZdwwgyvi FvkE
SuPakmFITI0ANAY-+ yMsWyqaq3KkQySQIWSI28fMudn2eB5wo+ BV2SyMgHt 1ZFoB
+ X1 ZuKdTttF25n6mBfTES0US20DBmHEDWIDACQARACIBAQDDAUIWIODE0A

The Server Certificate is this Digicert CA, the Device Certificate is the device.crt file
and the Device Private Key is the device.key file. These files should be first opened
with Notepad++ and their contents should be copy and pasted in the above tab. All

files must be PEM formatted.

Your device can now connect Azure and send your encrypted data safely.

Disclaimer:

Azure is a registered trademark of Microsoft Corporation, USA. All products and software mentioned in this document
for educational and demonstration purposes.
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https://cacerts.digicert.com/BaltimoreCyberTrustRoot.crt.pem

