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Cloud Service Introduction 

The ability to obtain a seemingly unlimited amount of computer resources and storage can be achieved 
using cloud services. Cloud services are any service made available to an organization or user on 
demand over the internet from a cloud computing or storage provider. This allows users to access 
resources or their information anywhere due to the service being run on the service provider's hardware 
and accessible over the internet. Also, it greatly reduces the organization or user's responsibility for 
maintenance and purchasing of hardware because it is all controlled by the service provider. Cloud 
services increase efficiency and accessibility of work and information, but it also produces security 
threats that are vital to understand in order to mitigate them. 

  

Cloud Security Threats 
As more companies and individuals increase their use of cloud services it inevitably becomes a gold 
mine for cyber criminals. Organizations often utilize cloud services to store confidential data, personally 
identifiable information, proprietary products, among other important information. When using public 
cloud services this information does not always have the same firewalls and security checks a private 
network or private cloud provides. However, the convenience of not needing to purchase and maintain 
the hardware that is needed to store massive amounts of information and being able to access it 
anywhere outweighs the risk involved for most users. Therefore, in order to take advantage of cloud 
services it is vital to understand the threats and risks in order to better protect from becoming a victim 
of an attack. 

 

Data Breach: 

A security issue where sensitive information is released, stolen, or accessed by an unauthorized 
individual. This is a break in the confidentiality of the information which can result in loss of intellectual 
property, loss of trust or reputation, monetary loss, market value decrease, legal liabilities, as well as 
incident response costs. It is necessary organizations take precautions such as policies that enforce 
complex passwords and make users setup multifactor authentication (MFA) so that issues, such as 
these, are less likely to occur. 

 

Misconfiguration and Inadequate Change Control: 

This occurs when computer systems are set up incorrectly which leaves them vulnerable to malicious 
activity. These misconfigurations include unsecured data storage, excessive permissions, default 
credentials, default configuration setting, and the standard security controls being disabled. 
Misconfiguration is the leading cause of data breaches which leads to confidentiality integrity, and 
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potentially the availability of information being compromised. 

  

Lack of Cloud Security and Architecture and Strategy: 

Organizations are moving their Information Technology (IT) infrastructure to public cloud services. The 
biggest challenge that comes with this is properly implementing security architectures to withstand 
cyberattacks. Organizations are more inclined to choose speed of the migration over security which 
leaves the organization vulnerable to attacks during and after the migration process. Therefore, it is 
necessary for organizations to develop a robust security strategy and implement a security 
infrastructure in order to build a foundation to conduct themselves securely in the cloud. 

  

Insufficient Identity, Credential, Access and Key Management: 

Cloud services introduce changes to the traditional practices of identity access management (IAM). The 
cloud service user is required to manage a large portion of their IAM in the attempt to increase security. 
It is vital to ensure adequate protection of credentials, regular automated rotations of cryptographic 
keys and certificates, a scalable IAM system for users, use of MFA, and a password policy that ensures 
strong passwords. 

  

Account Hijacking: 

This is the practice of gaining access to highly privileged accounts by cyber criminals. The accounts at 
the highest risk are cloud service accounts or subscriptions because they are accessible online to 
anyone with the correct privileges or credentials. These can fall victim to phishing attacks, exploitation 
of cloud-based systems, and stolen credentials. The impact of account hijacking can result in a breach 
in confidentiality, integrity, and availability of information and resources. 

  

Insider Threat: 

Insider negligence or malicious intent is responsible for 58 percent of security breaches. 64 percent of 
these breaches are due to employee negligence, 23 percent are related to criminal intent, and 13 
percent are due to credential theft. This is a threat that is difficult to mitigate but requires educating 
employees about the prevention systems in place, such as logs of the system, and common scenarios 
of negligence and credential theft. This will help deter employees from misusing their privileges 
because they know their actions are recorded as well as inform others on dangerous scenarios where 
they are putting the company at risk. 
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Insecure interfaces and APIs: 

Generally, APIs and user interfaces (UI) are the most accessible and exposed portion of a system. This 
results in them consistently being attacked with the intent to gain greater access than was intended. 
Therefore, it is necessary to make sure the design of a UI and API are secure and do not allow for 
accidental or malicious attempts to circumvent security policies. This is accomplished through sanitizing 
any possible input as well as minimalizing what a person accessing the UI and API is capable of doing. 
Also, ensure that a select few administrative accounts are granted access to the systems API. 

  

Weak Control Plane: 

When an organization starts using more cloud services and resources, it results in an increasing variety 
of cloud administrative consoles and interfaces known as the cloud control plane. It is vital to properly 
lock down this control plane in order to protect the organization from cyber-attacks. This can be 
accomplished through account inventory which involves meticulously defining users and accounts that 
need administrative access. Ensure that all administrative accounts are using MFA by strictly enforcing 
its use. Also, enable logging of the entire system to ensure the ability to determine if an account is 
hijacked. Restrict API access to a small set of administrative users who are responsible for controlling 
and making changes to the API. 

  

Limited Cloud Usage Visibility: 

The issue of limited cloud usage visibility arises when an organization does not possess the ability to 
visualize and determine whether cloud service use within their organization is safe or malicious. 
Organizations often provide sanctioned applications that their employees are permitted to use however 
they are unable to determine how their applications are being leveraged by insiders. While these 
applications are sanctioned, they may still be vulnerable to SQL injections, Domain Name System 
(DNS) attacks, credential theft, among other vulnerabilities. However, the bigger risk comes from 
shadow IT. This is the use of IT systems, devices, software, applications, and services without approval 
from the IT department. This is often done by employees to increase their productivity and efficiency. In 
doing this, employees find themselves working around security policies in the attempt to get their job 
done. This can result in data leaks, unauthorized access, among other more serious attacks. The 
limited cloud usage visibility makes it difficult for organizations to prevent occurrences such as this from 
happening. 

  

Abuse and Nefarious Use of Cloud Services: 

The responsibility to mitigate this threat rests on the shoulders of the cloud service provider (CSP). 
Cyber criminals can leverage cloud services to be a platform for malicious actions. They are able to 
host malware on cloud services which appear to be legitimate due to the use of the CSP's domain. 
Cyber criminals are also able to use cloud-sharing tools as an attack vector to improve upon their reach 
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and propagate themselves deeper into organizations. In order to mitigate the misuse of cloud services 
CSPs must include detection of payment fraud and misuse of cloud services. An incident response 
framework where customers are given the ability to report possible abuse of services. CSPs should 
also include controls that monitor the health of a customer's cloud workload along with file-sharing and 
storage applications. 
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Conclusion 
Overall, cloud services are increasing connectivity and efficiency for organizations. While it is 
impossible to mitigate all risk, it is necessary to educate in order to understand the threats that exist on 
public cloud services. Through this, organizations and users are better prepared to mitigate the risks 
that accompany cloud services and continue to take advantage of the remarkable advantages that they 
provide. 
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