
Connecting Green Check to BioTrack
In order to set up automatic sales data ingestion between BioTrack and Green Check we’ll need to make
sure that the port 5432 is opened to the Green Check servers. Here are some steps that may be needed to
ensure that these software can communicate with each other. Please be aware that in our “Windows
Firewall” section, we are only allowing the Green Check Verified servers to connect to the computer that is
running the BioTrack server. If you need to open the port to additional third parties, you will need to open
the rule to specify their IP addresses alongside the Green Check ones.

Port Forwarding
First, you’ll need to tell the router where to route traffic requests made to port 5432 and which server should
answer that request.

Steps may vary based on the manufacturer of the router you are using, but this guide should cover the
basics: https://portforward.com/how-to-port-forward/

Windows Firewall
Then, you’ll need to open the port 5432 to the Green Check IP Addresses. The following steps need to be
followed on the computer where the BioTrack server is installed.

Open the Windows Defender Firewall settings and on the left side of the screen click Advanced settings.

https://portforward.com/how-to-port-forward/


Select Inbound Rules on the left and then select New Rule on the right.



Select the Custom rule option and click Next.



Select the All programs option and click Next.



Change the Protocol type to TCP and the Local Port to Specific Ports and enter 5432.



Click These IP addresses under Which remote IP address and then click the Add button.



We need to add both of the Green Check IP addresses separately: 52.4.48.232 and 35.169.209.100.



Select Allow the connection.



Select all three checkboxes.



Give the rule a Name and click Finish.


