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. Service Overview
Benefits

DigitalEra’s Vulnerability Management Program
continually identifies, evaluates, and corrects
security vulnerabilities to help protect the
organizations' attack surface. The service provides
program development, asset discovery, and
classification, continuous monitoring,
recommended mitigation, recommended
remediation, and tracks risk for formal acceptance
for the organization.

e Operational Time Savings

e Dedicated Cyber Security
Analyst

e Policy, Procedure, and
Process

DigitalEra’s Vulnerability Management Program
gives you the freedom to focus on your business
while placing Vulnerability Management in our
expert hands.

e Asset Discovery

e Asset Classification

¢ Visibility of
Vulnerabilities How it Works

e Remediation Tracking « Discover - Discover and identify every hardware
and Verification and software asset across all of your computing

environments.

e Protect Assets

« Assess - Identify vulnerabilities, misconfigurations,

. and other weaknesses on organization assets.

e Manage and Report Risk &
 Prioritize - Prioritize remediation, using a risk-
based approach, based on exploit availability, threat
intelligence, and asset criticality.

« Remediate - Provide clear remediation instructions
to IT operations staff with expectations and apply
the remediation or mitigate using compensating
controls as an alternative.

« Measure - Validate and track time to assess and
remediate. Track metrics against compliance
standards and report the information with the
organization.



VULNERABILITY MANAGEMENT PACKAGES

Service

Vulnerability Vulnerability
Scans Program

Vulnerability Scanning

» |nternal Scans
e External Scans
e Remediation Scans

v/ v

Vulnerability Reporting

Executive Summary Report
Vulnerability Details Report
Critical and Exploitable
Vulnerabilities Report

Support {8x5)

o Slack Channel
e Dedicated Support Portal
e Email Support

Vulnerability Management

o Cyber Security Analyst
Continuous Monitering

Asset Discovery

Asset Classification and Grouping
Identify Vulnerabilities

s Risk Ranking

e Recommend Remediation

o Track Remediation Progress

Compliance Reporting

« PCl
o (IS Security Standard
o NIST
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Trusted Cybersecurity Partners

DigitalEra Group, LLC
4931SW 75th Avenue
Miami, Florida, USA. 33155
(786) 621-8600
www.DigitalEraGroup.com



