
In 2015, Anthem was the largest health insurance company in the US, with the most “covered lives” and biggest market 
share (today it remains #1 in market share and #2 in covered lives, insuring over 40 Million Americans). Between 2014 and 
2015, a Chinese hacking group stole the sensitive data of 78.8 million customers and employees, including their names, 
dates of birth, addresses, telephone numbers, email addresses, income data, and social security numbers. When the dust 
settled in 2017 and Anthem paid $115 million to settle the class action lawsuit, it was the largest data breach settlement in 
history with the most health records stolen.

The hackers began with spearfishing, a sophisticated, targeted attack that deployed malware, providing access to Anthem’s 
systems. The attackers remained dormant for months at a time, waiting for the right moment to exfiltrate the data. Two 
Chinese nationals were indicted in 2019, and in 2020 when four more were indicted for the Equifax breach, the Department 
of Justice publicly linked the breaches at Anthem, Equifax, Marriott, and the US Office of Personnel Management (OPM) for 
the first time. All four rank among the largest and most serious data breaches ever. Highly targeted, they aimed to build a 
complete database on US citizens that can be used for a multitude of nefarious purposes (the Wired article linked above is 
worth a read).

At the time of the breach, Roy Mellinger was Anthem’s CISO. He sat down with SpyCloud recently to talk through how he 
dealt with the myriad issues facing him as the company’s security leader, including what he learned about handling internal 
and external communications, what it’s like to deal with litigation, and how he now advises other companies based on his 
experience.

You were the CISO of Anthem in 2015 when the company announced the data breach affecting 78.8 million people. 
What was that like for you as the head of the cybersecurity org?

That time was very intense as you can imagine. It was all hands on deck – which actually made our response very
successful because it was not only the executive leadership team, but also the cybersecurity group, investor relations, 
privacy teams and even the board of directors who played key roles in our communications strategy. Everybody came 
together to row the boat in the same direction to get through it; to not only resolve the breach but to also deal with the
court of public opinion, the political aspects, and the litigations that were soon to follow. So it was an intense but very 
focused time that I think we successfully navigated.

What did you find most surprising about the breach?

Despite our excellent cybersecurity program, forensic labs, and outstanding cybersecurity operation center, the thing that I 
found most interesting was how long the attackers had actually been in the systems. The data exfiltration was very brief, 
but they had actually been inside for a period of time surveilling the systems through a number of different avenues. In what 
I'd liken to covert operations and espionage, usually there are multiple penetration points and they often talk about sleeper 
cells and the like. That's what I recognized after we got all the facts in the investigation. The criminals had actually been 
inside via a number of avenues and left many of them dormant, and then when we started closing down the attack vectors, 
they tried reopening some of those old dormant “portals” or “windows” (which we were successful in discovering). It was 
clear that they had been doing their homework.
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That “dormant period” seems to be a commonality among a lot of the breaches that are reported on. But would you 
agree that the sophistication of the attackers’ methods in Anthem’s case feels really unique?

Yes. The FBI had found some very unique malware that had been used in the attack that had not been seen in the wild 
before. Using those signatures, they found other US corporations that had been compromised. Earlier this year, the
Department of Justice indicted four Chinese nationals for the attack on Equifax, and that breach was linked publicly for
the first time to those of Anthem, Marriott, and the US Office of Personnel Management.

The attackers’ methods were quite sophisticated and we're seeing other major corporations that have been similarly
and likewise breached from some very sophisticated nation state-type attacks. When you're dealing at that level of
sophistication, it's impossible for any US corporation just standing on its own to defend against, when our own
government has a difficult time defending against those types of sophisticated, targeted attacks.

Can you talk about anything you have gleaned about how you were surveilled or selected as a target?

I don't know that we ever fully understood that. One of the entry points was through phishing messages. Then from there, 
obviously as in any attack, the attackers tried to elevate or escalate privileges and then move laterally across the network, 
mapping, surveilling, identifying information. 

But exactly how we became a target was never fully clear. There has been a lot of speculation about why Anthem, OPM and 
others were attacked, but we haven't seen any of the information ever showing up on the black market for identity theft. I 
know there was a lot of concern and a lot of speculation that this was taking place. But to this day, as far as I'm aware, that's 
never actually happened. So you can draw your own conclusions to what value that data may have had to adversaries.

Can you tell me about how you, and Anthem as a whole, handled some of those external reactions from the media, 
lawsuits, etc that you mentioned?

Part of what was key for Anthem (and what I recommend to other companies) is having a formal breach response program 
in place. It’s not enough to have a data recovery or disaster recovery program. 

It's not a matter of if an organization will get breached; it's truly just a matter of when. How you respond is even more 
scrutinized if you're in a highly regulated industry like banking or healthcare.

One of the things that Anthem handled extremely well was the speed of our response. We were very quick to have our CEO 
go public, and we could do that because we had our media statements prepared. We had prepared for a situation like this.
In the response, we were able to be very sensitive to brand loyalty and brand trust. 

“Success” when it came to an external response in 2015 was different. It used to be about business continuity and the 
recovery of your systems. Today it’s really about what I call “authoritative reaction and controlled response.”

You need to be able to pivot quickly when things like this happen and promptly react, accurately respond, and communicate 
– even though you may not have all the facts – to the public and to regulatory and oversight bodies, and let them know, 
“This is what's taking place. This is what we're doing about it.” We were very quick to do that publicly. We controlled the 
message which is critical because if you're not controlling the communication, somebody will control it for you. You also 
need to factor in the digital communication spaces like social media, not just the traditional press.

And we went to Washington D.C. very quickly, before the media story broke, to make sure that members of Congress were 
aware of what was taking place with different states’ attorney general's offices and regulatory bodies. We reached out 
immediately and let them know, “This is what took place, we're going to be making a press statement, we wanted you to 
hear about it first.” And I think that garnered us a lot of goodwill. The FBI and others would call that the new gold standard of 
how a breach should be handled. We were very transparent upfront. 

No company wants to go through this but we're seeing attacks continue and I think everybody's realizing that, again, it's not 
a matter of if, just when, and any organization could be targeted. Being able to respond quickly, having a prepared plan, and 
knowing what your communication tools are going to be – I think that's very much key.
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Litigation

Can you tell me more about the legal inquiry and what that looked like from your perspective?

When external events start kicking off – regulatory investigations, oversight, fines, litigation – it’s disruptive to the business. 
A lot of individuals from a lot of departments are involved, certainly all headed by the legal department, investor relations, 
corporate communications, etc. But when you look at all the resources, money, and time that's spent on the aftermath when 
those resources and funds can be spent on preventative measures, or in the case of healthcare hospital system, spending it 
on the latest diagnostic equipment, or in pharma on more research, it takes away from the organization's mission.

Certainly, it was quite challenging. There was a lot of preparation work and it's unfortunate in many ways that there's not 
what I would call a safe harbor out there. Organizations can do all the right things as Anthem had done, and spend multiple 
millions of dollars on cybersecurity, but they’re still penalized, whether it be from a regulatory perspective or through
litigation. Cybersecurity is part of the business and you invest, you try to do all the right things, but like anything else, you 
don't have unlimited budget and you need to spend wisely and focus your resources. 

It’s also challenging because it takes a lot of time to prepare to testify. The focus of the litigation is trying to prove that you 
did something wrong, or that you could have done better. On your end, you have to prove and re-prove that you ran a great 
program and did all the right things but an incident still occurred. It can be draining. And certainly for the organization it's 
resource- intensive, and takes away from a lot of other valuable work.

What can CISOs do to better support their legal department when litigation is filed?

Have a strong program and have it documented. Policies and procedures that are not just a one-time, set-it-and-forget-it 
kind of thing, but are constantly updated.

It's okay to have risk as long as it's identified, management knows about it, you've reported it, and you're working towards 
mitigating that risk. It’s got to be that internal auditing, external auditing, and the security department are all working in 
combination – that’s the 3 legged stool for risk management.

It also helps to get certified by ISO or HITRUST. That's external authoritative validation, by others and not just yourself, that 
you are doing the right thing. It’s very hard to argue in a court of law that you didn't do the right things if you're assessing 
your programs, testing them, and documenting them.

The Expanding Attack Surface

How do you think about cloud security, knowing that companies are relying more and more on cloud infrastructure?

I think a lot of companies visualize security in the cloud as just pretty much doing a lift and shift of your infrastructure or 
your applications, and they're learning that it doesn't quite work that way. In order for those applications to truly function, 
they need to be redesigned, deploying microservices and containers, for example. It’s much different than protecting regular 
infrastructure. You need products that are mature enough to monitor what's happening in the cloud, secure the containers 
themselves and the applications that are running in those containers.

But I think as we've all seen in the press, there have been cloud breaches. A lot of people thought that wasn’t going to 
happen, but just like any infrastructure, any technology implementation, there might be problems. Again, how has it been 
installed, how mature is it, and how are you protecting it? And more importantly, if you can't protect it, how are you
monitoring what's happening? 

Then there’s the internet of things. When we look at IoT and the way everything is interconnected, a lot of companies will still 
say, we're secure because we're protecting our endpoints, and I ask, what does that mean? And I sometimes get a blank 
stare. Okay, well you’ve implemented a data loss prevention (DLP) tool. Fine. But what are the rules that you've actually 
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activated? It’s installed, but what do the rule sets look like and what really is it protecting or blocking? Where are the logs
and who's looking at the activity? 

Oftentimes, I find security solutions are deployed as a check-the-box exercise. We do it because the regulators say we need 
to, internal audit says we need to. But is it fully implemented? Or are we simply saying, yes, we've got DLP installed. Great! 
Move on to the next question.

Then there’s the newest challenge: the home environment. You’ve got your thermostat that talks, your smart refrigerator, 
your washing machine, your television, Alexa.... How is all that protected? Because all of that, as we're seeing, has the ability 
to compromise your network. 

I’m curious to hear how you think about the human attack surface. 

I think you can mitigate a lot of human error by focusing on the basics – basic blocking and tackling.

The reality is that most attacks are opportunistic, and the way to prevent those is not to become a victim. I liken it to
physical security. Somebody’s walking up and down the block and they're checking the front doorknobs, or they're walking 
through a parking lot and they’re checking door handles. If your home is locked up, your car is locked up, you’ve prevented 
yourself from becoming a victim. The bad actor’s going to move on to the next house or next car.

But if your basic network isn't secure, if you haven't done the fundamentals, then right off the bat, they found an easy target. 
Covering the basics gets harder as your organization grows; the more servers, the more infrastructure you have, the more 
difficult it can be. But it boils down to basics like: 

I see these as fundamentals that take at least some of the risk away.

But human error continues to cause problems. Misconfigurations, for example. There have been many, many unfortunate 
breaches where a system may have been secure, but they did a software upgrade and forgot to turn the security controls 
back on. And suddenly an attacker backs out of the URL a little bit and they’ve got admin access to an application. 

But I think getting back to the basics, as difficult is that may be, counters a lot of the risk. And then you can begin looking at 
the more focused types of attacks that are targeted and figure out how to prevent those. But you have to start out with the 
basics.

In thinking about ever-expanding attack surfaces, what has been your experience with assessing and managing third 
party risks?

All companies today need a sound third party risk assessment program in place, and some industries are required to have 
such programs – for instance banking/financial services and healthcare. That program should be cataloging who your third 

   Do you have a patch management process in place, and are you patching in a timely manner? 

   Are you doing vulnerability scans regularly, not just once a year or every 6 months? 

   Are you just scanning the DMZ or are you also scanning customer-facing applications? 

   Are you doing code scans of your apps? 

   Are you scanning internal servers, databases, and endpoints? Constantly, and not just once a quarter
   or once a month?

   Do you have a server-hardening approach or program where you can guarantee that every server has
   the right security tools in place, is patched, etc? Is somebody auditing that? 

   Are admins using secure passwords? What about other employees? Customers? Are you following
   NIST guidelines?

SPYCLOUD.COM SURVIVING A MAJOR DATA BREACH  |  4

https://spycloud.com/


party service providers are that have access to information, either direct or indirect access. 

At Anthem and elsewhere, I’ve implemented a security addendum with vendors through the legal department, outlining 
preventative measures: we have the right to audit you, and if there’s a breach, you must cooperate. I think that's table stakes 
to making sure that anybody you're doing business with has a sound security program. 

Also key is evaluating your third parties against some type of risk formula, and accessing that frequently. 

Many third party risk programs need to start with cybersecurity assessments because it’s a regulatory requirement, but as 
they mature, they should expand beyond just cyber, exploring risks around geopolitics, location, natural disasters, etc that 
put the vendor at risk, and therefore the companies that do business with them.

Prioritizing Investments, Evaluating Vendors & Demonstrating ROI

Has going through this experience changed your approach as a CISO, including how you prioritize investments?

I don't think it's changed my approach much. We had a great program at Anthem. There are some things that we could have 
done differently, initiatives we were in the process of doing. Could we have done something faster? Maybe. But it might not 
have made a difference. 

But knowing some of the tactics used by adversaries, there are things that I am now more adamant about than ever before. 
We had two-factor authentication mostly in place. We were in the process of rolling out privileged account management. I'm 
more adamant than ever when I talk to companies and boards that those are key defensive measures now – table stakes, 
no longer ‘nice to haves.’

Another thing I’m adamant about prioritizing: a solid cyber SOC (security operations center) so you’re able to read threat 
signals, whether it’s an in-house team or outsourced. For many companies it’s cost-prohibitive to try to build one, and it's 
very difficult to hire and retain that talent. Everybody wants those types of threat engineers. But there are a lot of solutions 
for outsourcing now that weren't necessarily in place 5 or 10 years ago. It’s necessary to analyze what's going on within your 
network and your perimeter. It’s critical to find out quickly when a breach happens and somebody's in your four walls. What 
are the anomalies that you should be looking for? Then you can react. If you're blind, then you don't even know it's taking 
place.

In today’s landscape, there are so many ways to infiltrate your systems beyond the perimeter, and while you can’t protect all 
assets, you can focus on the “crown jewels” – what’s most important to protect. You need to be able to detect threats to 
those things and respond to quickly close the doors. I liken it to putting speed bumps in a parking lot. The more speed 
bumps you have, the slower traffic is going to move, giving you more opportunity to find an anomaly and have your teams 
explore further. Security orchestration and user behavior analytics have matured in the recent years. Attacks are becoming 
more sophisticated and targeted attacks are becoming all more frequent. So, how do we identify them and stop them in the 
process?

With many security measures looked at as expensive line items on a budget, how do you demonstrate ROI?

When you have departments competing for budget and you can’t always show how your department is profitable, you
have to address how you’re saving the company money with anti-litigation, anti-breach measures. For example, once brand 
loyalty is questioned, you lose customers and it becomes very difficult to rebuild that trust. The loss of trusts costs the 
company money. How you can solve for that as a CISO through anti-breach programs becomes important to show.

And demonstrating publicly that the company is protecting users’ privacy and identities... as a CISO you can work with 
marketing to figure out how to turn your expensive security program into marketing material, goodwill, and positive PR.
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What other advice do you have for security teams on how to demonstrate ROI as they're making a business case for a 
security vendor or a new solution?

When you’re evaluating a security vendor, you have to ask yourself how they add value, how does the product differentiate 
itself, and how does the company differentiate itself? Beyond that, what else can they provide? For example, if it's anti-virus, 
anti-malware software, etc, can our employees use it at home with no additional charge? Will they give a discount for 
customer referrals or intros? 

You can also look at security awareness as part of the strategy for proving ROI to the company. Will the vendor provide 
quarterly or semi-annual updates for our executive team? Or resources like lunch and learns, webinars or other educational 
content? Because many companies are resource strapped, what mechanisms are in place from a security awareness 
perspective to help internally enhance the message?

If you’re reporting to a board monthly or quarterly, it’s important to illustrate and share your security awareness programs 
statistics, and even better if your vendor can help with that. For instance, sharing your sample phishing messages and how 
the company performed, i.e. here's the one that had the highest rate of clicks. It was always fascinating – and would drive 
home the point – when a board member or senior executive would admit to clicking it. 

As security leaders, we’re asking ourselves the question, how do we measure continuously so we know we’re making 
progress? Because it’s okay to have gaps. You’ll never get it right 100% of the time, but how are you measuring to ensure 
that you’re raising the bar over time? To me that’s part of that strategy of communicating ROI for security investments.
More than that, it’s about teaching people along the way.

Selfishly, we have to ask, what value do you see SpyCloud adding to a security portfolio?

I find SpyCloud's product and approach to be very fascinating. There are a lot of products out there that crawl the web, 
looking for compromised information. What I've found is that the speed of discovery has not been as prompt as I've always 
liked, or the information is stale. What’s unique about SpyCloud is the use of human intelligence. SpyCloud has individuals 
out there looking for the information and getting it faster than scraping tools. For a company to hire and keep that talent on 
their own is impossible. Usually you're lucky if you have one or two people doing it, but they can never do it full time. So 
having an organization that's already doing that, and able to turn information around in a timely manner is highly valuable. 
 
SpyCloud shared with me a compromised account found via a botnet. They discovered that the account had been
compromised 5 times previously, by comparing it to data already in the SpyCloud database. To me, that context is powerful, 
and it’s great ROI. You’re not just proving one incident; you’re starting to see the spider web, the inner connections where this 
one compromised account or this one individual has now led to multiple compromises. If their password is known here, 
here and here, where else could it be known? That illustrates something to your board and executive team, and it gives you 
an opportunity to educate, not punish, the user. If they reuse passwords, you can educate them on the danger of their 
credentials being exposed across personal accounts too.

Thank you to Roy for the insightful
conversation and advice!
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