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Microsoft ADFS 4.0 Configuration

Relying Party Trust implementation for 7SIGNAL SSO

This configuration guide will walk through the steps to configure Active
Directory Federation Services 4.0 (Windows Server 2016) to work with the
7SIGNAL Mobile Eye Dashboard. It is worth noting that your Active Directory
domain and forest functional version may be different that your ADFS
version. For instance, this test was done leveraging a Microsoft Active
Directory domain running Windows 2016 for both forest and domain
functional levels while also implementing the AD FS services at version 4.0
on a different server running Window Server 2016. Other version
combinations can exist and work together though configuration details may
change.



To get started, open the AD FS Management console and navigate to the
Relying Party Trusts area under Trust Relationships. This is where you will
add 7SIGNAL for the SAML authentication to be allowed.

@ ADFS
@ File Action View Window Help
&% |7 H

] ADFS
w [ Service

Actions

[ Attribute St 0 | ADFS =
rnoute stores
verview
| Authentication Methods Active Di Fed ion Servi id ingle-si 550 for cli Add Relying Party Trust...
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From here you will want to click “Add Relying Party Trust...” from the Actions
menu which will kick off the following wizard.

§i7 Add Relying Party Trust Wizard *

Welcome

e Welcome to the Add Relying Party Trust Wizard

@ Welcome
Claims-aware applications consume claims in security tokens to make authentication and
@ Select Data Source authorization decisions. Non-claims-aware applications are web-based and use Windows

Integrated Authentication in the internal network and can be publizhed through Web Application
@ E;ﬁg:e Aecess Control Prosey for extranet access. Learn more

@ Readyto Add Trust (®) Claims aware

@ Finish () Mon claims awars

< Previous Cancel

Leave the radio button for “Claims aware” selected and click the Start button
to continue



For the Data Source selection, choose the middle option to “Import data
about the relying party from a file” and then browse to the copy of the XML
metadata file provided by 7SIGNAL.

§i# Add Relying Party Trust Wizard *

Select Data Source

e Select an option that this wizard will use to obtain data about this relying party:
@ Welcome
() Import data about the relying party published online or on a local network
@ Select Data Source
Ise this option to import the necessary data and cerificates from a relying party organization that publishes

@ Choose Access Control itz federation metadata online or on a local network:.
Policy
Federation metadata address {host name or URL):
@ Readyto Add Trust
@ Finish

Example: fs.contoso.com or https:/Awww contoso .com/app

(®) Import data about the relying party from a file

Ize thig option to import the necessary data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizand will not
validate the source of the file.

() Erter data about the relying party manualy

Federation metadata file location:

Browse. ..

Ise this option to manually input the necessary data about this relying party organization.

< Previous Meadt = Cancel

Click Next to continue



Fill in the display name for the Trust and a description/notes as desired

Specify Display Name

Steps

@ Welcome

@ Select Data Source
@ Specify Display Mame

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

§i# Add Relying Party Trust Wizard

Enter the display name and any optional notes for this refying party.

Dizplay name:

TSIGMAL

Motes:

TSIGNAL Mobileye Dashboard SAML S50

< Previous

Mendt =

Cancel

Click Next to continue




The Access Control Policy page is another way for you to decide how

granular you want your services to be. For the purposes of this guide, we

will choose the existing “Permit Everyone” policy from the list which allows

any user in the Active Directory domain to access the relying party

application we are defining.

Steps

@ Welcome

@ Select Data Source
@ Specify Display Mame

@ Choose Access Control
Policy

@ FReadyto Add Trust
@ Finish

§i7 Add Relying Party Trust Wizard

Choose an access control policy:

Choose Access Control Policy

<

Mame

Permit everyone
Pemit everyone and require MFA

Pemit everyone and require MFA for specific group

Permit everyone and require MFA from extranet access

Pemit everyone and require MFA from unauthenticated devices
Pemit evernyone and require MFA, allow automatic device registr...
Pemit everyone forintranet access

Parmit enantic amm

Description A

Grant access to everyone.

Grant access to everyone and requir
Grant access to everyone and requir
Grant access to the intranet users ar
Grant access to everyone and requir
Grant access to everyone and requir
Grant access to the intranet users.

Gramt arrace ta neare of Ana A moc

>

Policy

Pemit everyone

[] 1 do not want to corfigure access control policies at this time. Mo user will be permitted access forthis

application.

< Previous Meadt = Cancel

Click Next to continue




This will bring us to the page summarizing all settings made to this point.
You can click through the various tabs to review things if you like. These will
include imported certificates for encryption and signing of authentication

requests, the relying party trust identifier URL, the SAML endpoint service
URL and other details.

§i7 Add Relying Party Trust Wizard *

Ready to Add Trust

e The relying party trust has been corfigured. Review the following settings, and then click Mext to add the
@ Welcome retying party trust to the AD FS configurstion database.

@ Select Data Source Monitoing  |dertifiers Encryption  Signature  Accepted Claims  Organization  Endpoints Mot * | *

Specify the monitoring settings for this refying party tnust.
@ EE‘ES?E Aecess Cortrol Relying party’s federation metadata LURL:
¥

@ Specify Display Mame

@ Readyto Add Trust |
@ Finish

This relying party’s federation metadata data was last checked on:
<Mever >

This relying party was last updated from federation metadata on:
< MEVET >

< Previous Meadt = Cancel

Click Next to continue



This completes adding the Relying Party Trust to our AD FS environment. By
default, the Wizard will open the Claims Issuance Policy configuration.

§i7 Add Relying Party Trust Wizard
Finish

e The relying party trust was successfully added.
@ Welcome

Select Dnta S Configure claims issuance policy for this application
@ Sele a Source
@ Specify Display Mame

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

Click Close and this will launch the Claims Issuance Policy configuration and
allow us to define our Claims Transform rule.



Here we will add an Issuance Transform Rule to send the appropriate Active
Directory attribute in response to the SAML SSO request if the user
authenticates successfully against AD FS.

Edit Claim lssuance Policy for TSIGMAL >
Issuance Transform Rules
The following transform rules specify the claims that will be sent to the relying party.
COrder  Rule Mame lzsued Claims
ﬂdd F-lule 1 Edit Rule... Bemove Rule...
Cocs | [

Click the “Add Rule...” button to get started.
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There are different templates you may choose from but for the purposes of
this guide, we will assume LDAP user object Attributes will be used as
7SIGNAL looks for the user’'s email address to associate them to the proper
details in the MobileEye dashboard.

% Add Transform Claim Rule Wizard X

Select Rule Template

e Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim nule template.
@ Configure Claim Rule Claim rule template:

Send LDAP Attributes as Claims w

Claim rule template description:

Ising the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the rebving party. Multiple attibutes may be sent as
muttiple claims from a single rule using this nule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayName and telephone Mumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user’s group memberships. if you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

< Previous Mendt = Cancel

Click Next to continue.
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For the Claim Rule definition, you will provide a Rule name, select Active
Directory as your LDAP attribute store, choose your LDAP Attribute and
then the Outgoing Claim Type it will map to.

In this test environment, we did not have Microsoft Exchange Server or
0365 configured so we chose to leverage the User Principal Name and send
that as the Email Address claim. You may want to map the Active Directory
Email Address attribute as your LDAP attribute if that is the field that
matches the expected value on the 7SIGNAL side.

% Add Transform Claim Rule Wizard X

Configure Rule

Steps You can corfigure this nule to send the values of LDAP attributes as claims. Select an attribute store from which
@ Choose Rule Type }?oﬂhmedmll_gﬁp attributes. Specify how the attibutes will map to the outgoing claim types that will be issued

@ Conrfigure Claim Rule )
Claim rule name:

Active Directory UPN to Email Address|

Rule template: Send LDAP Attributes as Claims

Attribute store:

Active Directory > |

Mapping of LDAP attributes to outgoing claim types:

LDAP Attribute (Select or type to
add more)

Outgoing Claim Type (Select or type to add maore)

3 User-Principal-Mame « || E-Mail Address w

| « Previous | | Finish I | Cancel

Click Finish since this is the only Claim we need to be passed to the
MobileEye dashboard.
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This takes you back to the overall Claim Issuance Policy screen showing your
one rule you just added.

Edit Claim lssuance Policy for T5IGMAL X

lssuance Transform Rules

The following transform rules specify the claims that will be sent to the rebving party.

Order  Rule Name lzsued Claims
Active Directory UPM to Email Address E-Mail Address

Add Rule... Edit Rule.. Bemove Rule...

oK Cancel Apply

Click OK to close this Claim Issuance Policy window out.
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We now see our Relying Party Trust listed and it is enabled by default.

G AD S

= s HE

G File Action View Window Help

[ ADFS
w || Service
[ Attribute Stores

[ Certificates

] Endpoints

| Relying Party Trusts

[ Application Groups

] Authentication Methods

[ 1 Claim Descriptions
[ | Device Registration

[ | Scope Descriptions
[ Web Application Proxy

] Access Control Policies

] Claims Provider Trusts

Display Name

Enabled
Y

Idertifier

nal .com./mobile

Relying Party Trusts

Access Control Policy

Permit everyone

Actions

Relying Party Trusts

Add Relying Party Trust...
View

Mew Window from Here

|G Refresh
Help

TSIGNAL

Update from Federation ...
Edit Access Control Policy..
Edit Claim Issuance Policy...
Disable

Properties

K Delete
ﬂ Help
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Gathering our AD FS details for 7SIGNAL to configure
their side

In order to configure and/or retrieve the details of our AD FS
implementation, we navigate to the Service folder in the AD FS Management
console and choose “Edit Federation Service Properties” from the Actions
menu or by right-clicking the Service folder.

@ ADFS - m] *
@ File Action View Window Help -8 %
= | 5o

T e

w [ Service

<= Service -
| Attribute Stores Service Qverview
| Authentication Methods Edit Federation Service Properties...
"~ Certificates AD F5 contains several service components that are necessary to set up and manage a Federation Service. These components include Revoke All Proxies
7 Claim Descriptions endpaints, cenficates, and published claims
| Device Registration Leam More View 4
:J: Endpoints AD FS Help New Window from Here
_— Scope Descriptions [6) Refresh
| Web Application Proxy
| Access Control Policies Help

| Relying Party Trusts
| Claims Provider Trusts
| Application Groups
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This brings up the properties of our implementation of ADFS as show
below. You will need to provide 7SIGNAL with the Federation Service ID

from the 3" field below.

Federation Service Properties *

General QOrganization Events
Federation Service display name:
|Tech Carolinas Lab Services |

Example: Fabrikam Federation Service

Federation Service name:

|fs lab techcarolinas.com |

Example: fs fabrikam.com

Federation Service identifier:
| 13://fs lab techcarolinas.com./adfs./services Arust

Example: http:/ /4= fabrikam com/adfs/services/Arust
Web S50 lfetime (minutes): 480 |5

[] Enable delegation for service administration
Delegate name:

[ Allow Local System account for service administration

Allow Local Administrators group for service administration

QK Cancel Apphy

16



On the Organization tab, all of our enabled services will need to be
reachable by way of the Organization URL so we need to make note of this
and ensure any firewalls or other security measures are configured to allow
traffic through to this server address.

Federation Service Properties X

General Organization  Events
Organization
Publish organization information in federation metadata
Organization display name:
|Tec:h Carolinas LAB |

Organization URL:
| vs://fs |ab techcarolinas.com/

Support contact information in federation metadata

First name:

Last name:

E-mail address:

Telephone number:

OK Cancel Apply
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If we navigate to Service and then Endpoints in the AD FS Management
utility, we can see that by default, the SAML 2.0 service is at the path
/adfs/Is/. This path appended to the Organization URL from the previous
page is another piece of information to be given to 7SIGNAL.

@ ADFS

&= 5 HE

[l ADFS
w || Service
| Attribute Stores
[ Authentication Methods
[ Certificates
] Claim Descriptions
| Device Registration
| Endpoints
[ Scope Descriptions
[ Web Application Proxy
7] Access Control Policies
| Relying Party Trusts
] Claims Provider Trusts
] Application Groups

@Elle Action  View Window Help

Enabled Proxy Enabled URL Path Type Authertication Type  Security Mode ™
Token Issuance
I Yes Yes SAML 2 0/WS-Federstion  Anorymous

Mo Mo /adfs/services trust /2005 windows WS-Trust 2005 Windows Message

No No /adfs/services/trust/2005 windowsmixed W5-Trust 2005 Windows Meced

Yes Yes fadfs/servicesArust /2005 windowstransport WS-Trust 2005 Windows Transport

MNo MNo Jadfs/services Arust/2005/certificate WS-Trust 2005 Certificate Message

Yes Yes /adfs/services/trust/2005/ certificatemixed WS5-Trust 2005 Certificate Mixed

Yes Yes fadfs/services/trust /2005/ certificatetransport WS-Trust 2005 Certificate Transport

Mo Mo /adfs/services tnust/2005/usemame WS-Trust 2005 Password Message

Mo Mo /adfs/servicesArust/2005/usemamebasictransport  WS-Trust 2005 Password Transport

Yes Yes fadfs/services/trust/2005/usemamemoed W5-Trust 2005 Password Meced

Yes No /adfs/services/Arust/2005/kerberosmixed W5-Trust 2005 Kerberos Mixed

Mo Mo Jadfs/services Arust /2005 issuedtok enasymmetr WS-Trust 2005 SAML Token (Asym... Message

Mo Mo fadfs/services/trust /2005 issuedtokenasymmetri...  WS-Trust 2005 SAML Token (Asym... Message

Yes Yes fadfs/eervices trust /2005 issuedtokenmiedasy...  WS-Trust 2005 SAML Token (Agym... Mixed

Mo Mo /adfs/servicesArust /2005 issuedtokenmixedasy...  WS-Trust 2005 SAML Token (Asym... Mixed

Yes Yes fadfs/servicesArust/2005issuedtokenmixedsym...  WS-Trust 2005 SAML Token (Sym...  Mixed

No No fadfs/servicesArust /2005 4ssuedtokenmixedsym...  WS-Trust 2005 SAML Token (Sym...  Mixed

Mo Mo /adfs/servicesArust/2005/issuedtokensymmetric WS-Trust 2005 SAML Token (Sym Messaqe <

- 8 %

Actions

Endpoints -
View
New Window from Here

G Refresh

ﬂ Help

fadfs/ls/ -
Disable on Proxy
Disable

ﬂ Help

In this example, our SAML 2.0 Service Endpoint URL is:

https://fs.lab.techcarolinas.com/adfs/Is/

And from the previous section, the Federation Service Identifier URL is:

https://fs.lab.techcarolinas.com/adfs/services/trust/

Lastly, we will also need to provide 7SIGNAL with our ADFS Signature
certificate as covered in the next section. These 3 pieces of information will
be used by them to setup our SAML SSO capabilities for the MobileEye

Dashboard.
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https://fs.lab.techcarolinas.com/adfs/ls/
https://fs.lab.techcarolinas.com/adfs/services/trust/

Certificates

Since we will be leveraging TLS certificates for encrypting and signing
communications between the systems, we also need to provide 7SIGNAL
with the appropriate public certificate for our AD FS services.

Although we only presented AD FS with a single self-signed certificate
during setup, it assigned that for overall Service Communications and then
created 2 more certificates for use in other functions as shown below.

7 ADFS

&= 75 HE

] ADFS
w || Service
] Attribute Stores
] Authentication Methods
| Certificates
[7] Claim Descriptions
[ Device Registration
[ Endpoints
[ Scope Descriptions
] Web Application Proxy
[ Access Control Policies
] Relying Party Trusts
] Claims Provider Trusts
[ Application Groups

@ File Action View Window Help

Subject lssuer
Service communications

[E]CN-fs lab techcarolinas.com CM=fs lab techcarolinas.com
Token-decrypting

[E]CN=ADFS Encryption -fz lab techcarolinas com  CM=ADFS Encryption -z lab techcarolinas.com
Teken-signing

EJCN=ADFS Signing - f= lab techcarolinas com CM=ADFS Signing -fs |ab techcanolinas com

- F X

Actions

Certificates -
Add Teken-Signing Certificate...
Add Token-Decrypting Certificate...
Set Service Communications Certifi...
View »
New Window from Here

@ Refresh
Help
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Since we will be using the signing certificate in sending our Claim back to
the 7SIGNAL system, we need to use the Certificate Export Wizard to give
7SIGNAL a copy of the public certificate file.

You can choose to View the Certificate by selecting it in the preceding
screenshot.

From there, you follow the standard practice on the Certificate to “Copy to
File...” from the Details tab.

an Certificate *

Gereral Detals  Certification Path

Show: | <all= ~

Field Value &
\c'ersion V3

E|Serial number 2396 2d 3cfcad6lac4147 ...

Signature algorithm sha256eR5A

Dsignamre hash algorithm sha256

Dlssuer ADFS Signing - fs.lab.techcaro. ..
B\falid from Sunday, Movember 24, 2019 8...
B\falid to Monday, Movember 23, 2020 ...
[Elhiert AMES Sinninn - fe lah techrarn Y
V3

Edit Properties... Copy to File...

QK

Walk through the Certificate Export Wizard
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=% Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
ligts from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dlick Next.

Cance
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Choose the ‘Base-64 encoded X.509 (.CER)' file format as shown below.

€ L¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(O DER encoded binary X.509 {.CER)
(®)Base-64 encoded X509 (.C

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Indude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 {.PFX)
Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy

Microsoft Serialized Certificate Store ((S5T)

Browse to a path on the machine and give the file a name.

& L4 Certificate Export Wizard

Completing the Certificate Export Wizard

You have sucressfully completed the Certificate Export wizard,

You have specified the following settings:

ers\Adminisirator\Desktop \fs-ab|

Export Keys No
Indude all certificates in the certification path No
File Format Base64 Encoded X. 509 (*.cer)
Certificate Export Wizard X
< >

The export was successful.
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Testing the Services

Assuming both sides are configured at this point, we will begin to validate
the solution. In this instance, we will be navigating to the login URL given by
7SIGNAL where we put in the email address of a user who has been
configured for access to the Dashboard.

& Tsignal Mobile EyeQ

CcC @ © & https://eyeq.7signal.com/login ee m @ & i =

SIGNAL MOBILE EYE™

Your email

Mobile Eye™ uses cloud-
based single sign-on.

Make sure you have provided 7SIGNAL with
your Office 365 or Google account email
address before logging in. Please contact
Customer Support at 216-777-2900 or email
us at support( nal.com if you need
assistance.

© 2020 7SIGNAL Solutions

International
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Clicking login will redirect us over to our AD FS site appending our SAML

Request ID as part of the path. Here we login using our Active Directory

User ID and credentials.

Sign In X IR

(&)= C @ © & https://adfs30.1ab.techcarolinas.com/adfs/ls/2SAML v U o

Tech Carolinas LAB

Sign in with your organizational account

(-] = O

N @ & I

justin@lab.techcarolinas.com

@ 2013 Microsoft

Upon successful authentication against Active Directory, you will be
redirected back to the 7SIGNAL Mobile Eye dashboard with appropriate

access and visibility as assigned.
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