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Microsoft ADFS 3.0 Configuration

Relying Party Trust implementation for 7SIGNAL SSO

This configuration guide will walk through the steps to configure Active
Directory Federation Services 3.0 (Windows Server 2012R2) to work with the
7SIGNAL Mobile Eye Dashboard. It is worth noting that your Active Directory
domain and forest functional version may be different that your ADFS
version. For instance, this test was done leveraging a Microsoft Active
Directory domain running Windows 2016 for both forest and domain
functional levels while still implementing the ADFS services at version 3.0
which comes as part of Window Server 2012R2.



To get started, open the AD FS Management console and navigate to the
Relying Party Trusts area under Trust Relationships. This is where you will
add 7SIGNAL for the SAML authentication to be allowed.
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From here you will want to click “Add Relying Party Trust...” from the Actions
menu which will kick off the following wizard.

@ Select Data Source

@ Corfigure Multifactor
Authentication Mow?

@ Choose lssuance
Authorization Rules

@ Ready to Add Trust
@ Finish

Welcome to the Add Relying Party Trust Wizand

This wizard will help you add a new relying party trust to the AD F5 configuration database. Relying parties
consume claims in security tokens that are issued by this Federation Service to make authentication and
authorization decizions.

The relying party trust that this wizard creates defines how this Federation Service recognizes the relying
party and issues claims to it. You can define issuance transform rules for issuing claims to the relying party
after you complete the wizard.

< Previous || Start | | Cancel

Click Start to continue



For the Data Source selection, switch the setting to the manual option at the

bottom.

Select Data Source

Steps

Welcome

Select Data Source
Specify Display Name
Choose Profile
Corfigure Certfficate
Configure URL
Configure dentifiens

Configure Multifactor
Authentication Now?

Choose |ssuance
Authorization Rules

Ready to Add Trust
Finish

Select an option that this wizard will use to obtain data about this relying party:

() Import data about the relying party published online or on a local network

Use this option to impaort the necessary data and certificates from a relying party organization that publishes
its federation metadata online or on a local networlc.

Federation metadata address (host name or LURL):

Example: fs.contoso .com or https:/fwww .contoso . com./app

() Import data about the relying party from a file

Use this option to import the necessarny data and cerificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizand will not
validate the source of the file.

Federation metadata file location:

| | Browse...

(®) Enter data about the relying party manually
Use this aption to manually input the necessany data about this relying party arganization.

Click Next to continue



Fill in the display name for the Trust and a description/notes as desired

Specify Display Name

Steps Enter the display name and any optional notes for this relying party.

@ Welcome Display name:
@ Select Data Source |T-"Signa|

@ Specify Display Name Notes:

@ Choose Profile 7Signal Mobile Eye Dashboard|
@ Corfigure Certificate
@ Corfigure URL

@ Corfigure |dentifiers

@ Corfigure Multifactor
Authentication Mow?

@ Choose |zsuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Click Next to continue



Since we will be leveraging SAML 2.0 for this relationship, leave the default
of AD FS profile selected.

Choose Profile

Steps This wizard uses configuration profiles to aid in creating the relying party trust. Choose the appropriate

Welcome corfiguration profile for this relying party trust.

Select Data Source ®) AD ES profile

Specify Display Name This profile supports relying parties that are interoperable with new AD FS features, such as
Choose Profile

Corfigure Certfficate () ADF5 1.0 and 1.1 profile

Corfigure URL This profile supports relying parties that are interoperable with AD FS 1.0and 1.1

security token encryption and the SAML 2.0 protocol.

Configure dentifiens

Configure Multifactor
Authentication Now?

Choose |ssuance
Authorization Rules

Ready to Add Trust
Finish

Click Next to continue



Use the Browse button to select the 7SIGNAL certificate file provided. View
the details to validate it if desired.

Configure Certificate

Steps Specify an optional tokeen encryption cerificate. The token encryption cerificate is used to encrypt the
Welcome claims that are sent to this relying party. The relying party will use the private key of this cerficate to
decrypt the claims that are sent to t. To specify the cerfficate, click Browse. .
Select Data Source

"]

@

@ Speciy Display Name |ssuer: E=suppornt@7signal com, 0=7SIGNAL, L=Independence, 5=0hio, C=L15
Subject: E=suppornt@7signal com, O=75IGMNAL, L=Independence, 5=0hio, C=L15

@ Choose Prefile Effective date: 6/28/2019 4:13:46 PM

iz

@

iz

@

Corfigure Certficate Expiration date: 6/27/2022 4:18:46 PM
Configure URL
Configure dentifiens

Configure Multifactor
Authentication Now?

Choose |ssuance
Authorization Rules

Ready to Add Trust
Finish

Click Next to continue



Once again, since we will be leveraging SAML 2.0, check the bottom option
to enable support for this and input the SAML 2.0 SSO service URL provided
by 7SIGNAL.

Configure URL

e AD FS supports the WS-Trust, WS-Federation and SAML 2.0 Web550 protocols for relyving parties. I
Welcome W5-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the
URLs to use. Suppart for the WS-Trust protocal is always enabled for a relyving party.
Select Data Source
[] Enable support for the WS-Federation Passive protocol

The W5-Federation Passive protocol URL suppaorts Web-browserbased claims providers using the
Choose Profile WS-Federation Passive protocaol.

Specify Display Name

Configure Certificate Relying party WS-Federation Passive protocol URL:
Configure URL |

Configure |dentifiers Example: https://fs contoso com./adfs1s/
Corfigure Multifactor
Authentication Now? [ Enable support for the SAML 2.0 WebSS0 protocol

G"'““S_E’ IS_SUE'”CE The SAML 2.0 single-sign-on {SS0) service URL supports Web-browser-based claims providers using the
Authorization Rules SAML 2.0 Web S50 protocol.

Ready to Add Trust
Finigh

Relying party SAML 2.0 550 service URL:

|hﬁp5 -//login. Feignal com/auth./saml/acs|

Bample: hitps:/ fwww contoso.com.adfss/

Click Next to continue



Here we need to input the Entity ID as provided by 7SIGNAL. This is the
unique identifier which tells ADFS which 3" party the SSO request is coming
from to ensure the proper Trust details are used in terms of certificate
associated and claims to provide.

Configure Identifiers

— Relying parties may be identified by one ar more unigue identifier stings. Specify the identifiers for this relying
@ Welcome party trust.

@ Select Data Source Relying party trust idertifier:
@ Specify Display Name |
@ Choose Profile Bxample: hitps://fs contoso .com.adfs services st

@ Configure Cerificate Relying party trust idertifiers:
@ Corfigure URL s/ Aogin. Ysignal .com/mobile

@ Corfigure |dentifiers

@ Corfigure Multifactor
Authentication Mow?

@ Choose |zsuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Click Next to continue
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The next page deals with Multi-Factor Authentication and whether that will
be configured and enforced for users or devices trying to authenticate
against ADFS. You may want to leverage this for your environment, but it is
outside of the scope of this document and will be left disabled.

— Canfigure multifactor authentication settings for this relying party trust. Multifactor authentication is required i
@ Welcome there is a match for any of the specified requirements.

@ Select Data Source

@ Specify Display Nams Multifactor Authentication Global Settings

@ Choose Profile Requirements Users/Groups Mot corfigured
@ Corfigure Certificate

@ Conrfigure URL
@ Corfigure |dentifizrs

@ Corfigure Multifactor
Authentication Mow?

Device Mot configured
Location Mot configured

@ Choose |zsuance
Authorization Rules

@ Readyto Add Trust
@ Finish

(® | do not want to configure muttifactor authentication settings for this relying party trust at this time.

() Configure muttifactor authentication settings for this relying party trust.

You can also configure multi-factor authentication settings for this relying party trust by navigating to the
Authentication Policies node. For more information, see Configuring Authentication Policies.

Click Next to continue
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The Authorization Rules page is another way for you to decide how granular

you want your services to be. For the purposes of this guide, we will leave it

at the default to Permit all users in the Active Directory domain to access

this relying party we are defining.

@ @ @ © @ © ®© @

7]

L]

v

Choose Issuance Authornization Rules

Steps

Welcome

Select Data Source
Specify Display Name
Choose Profile
Canfigure Cerificate
Canfigure URL
Configure dentifiers

Configure Multifactor
Authentication Now?

Choose |zsuance
Authorization Rules

Ready to Add Trust
Finish

Add Relying Party Trust Wizard

lzsuance authorization nules determine whether a user is pemitted to receive claims for the relving party.
Choose one of the following options for the initial behavior of this relying party’s issuance authorization rules.

(® Pemit all users to access this relying party

The issuance authorization rules will be configured to permit all users to access this relying party. The relying

party service or application may still derny the user access.

() Deny all users access to this relying party

The izsuance authorization rules will be configured to deny all users access to this relying party. You must
later add issuance authorization nules to enable any users to access this relving party.

You can change the issuance authorization rules for this relying party trust by selecting the relying party trust

and clicking Edit Claim Rules in the Actions pane.

< Prewvious || Meod = || Cancel

Click Next to continue
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This will bring us to the page summarizing all settings made to this point.
You can click through the various tabs to review things if you like.

Ready to Add Trust

Steps

Welcome

Select Data Source
Specify Display Name
Choose Profile
Corfigure Certfficate
Configure URL
Configure [dentifiers

Configure Multifactor
Authentication Now7?

Choose lssuance
Authorization Rules

Ready to Add Trust
Finish

The relying party trust has been configured. Review the following settings. and then click Mext to add the
relying party trust to the AD FS configuration database.

Monitoring |Idert'ﬁers|WI%M'MMG“I%MWIWEIMJ"’
Specify the manitoring settings for this relying party trust .
Relying party’s federation metadata URL:

[] Menitor relying party

[] Automatically update relying party
This relying party’s federation metadata data was last checked on:

= NEVET =

This relying party was last updated from federation metadata on:
< NEVEr >

Click Next to continue
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This completes adding the Relying Party Trust. By default, the Wizard will
Open the Claims Rules to allow us to continue by defining that relationship.

The relying party trust was successfully added to the AD FS configuration database.
@ Welcome

You can modify this relying party trust by using the Properties dislog boxin the AD FS Management snap-n.
@ Select Data Source
@ Specify Display Name
@ Choose Profile
@ Corfigure Certificate
@ Conrfigure URL
@ Corfigure |dentfizrs

@ Corfigure Multifactor
Authentication Now?

Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Click Close and the Edit Claims Rules window for the Trust should open
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Here we will add an Issuance Transform Rule to send the appropriate Active
Directory attribute in response to the SAML SSO request if the user
authenticates successfully.

lssuance Transform Rules | Issuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Mame lssued Claims

Add Rule... | | Edit Rule... | | Bemove Rule...

Click Add Rule and the following window will open
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There are different templates you may choose from but for the purposes of
this guide, we will assume LDAP user object Attributes will be used as
7SIGNAL looks for the user’'s email address to associate them to the proper
details in the Mobile Eye dashboard.

Select Rule Template

— Select the template for the claim nule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.

@ Configure Claim Rule Claim rule template:

Send LDAP Attibutes as Claims

Send LDAP Attributes as Claims

Send Group Membership as a Claim

Transform an Incoming Claim

Pass Through or Filter an Incoming Claim IAF attribute

Send Claims Using a Custom Rule be sent as
muftiple claims from a single rale using this nle type. For example, you can use this nule template to create
a rule that will extract attribute values for authenticated users from the displayMame and telephone Number
Active Directary attibutes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. If you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

< Previous || Meat > || Cancel

Click Next to continue
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For the Claim Rule definition, you will provide a Rule name, select Active
Directory as your LDAP attribute store, choose your LDAP Attribute and
then the Outgoing Claim Type it will map to.

In this test environment, we did not have Microsoft Exchange Server or
0365 configured so we chose to leverage the User Principal Name and send
that as the Email Address claim. You may want to map the Active Directory
Email Address attribute as your LDAP attribute if that is the field that
matches the expected value on the 7SIGNAL side.

Configure Rule

Steps You can configure this rule to send the values of LDAP attibutes as claims. Select an attribute store from
@ Choose Rule Type which to extract LDAF attributes. Specify how the attributes will map to the outgoing claim types that will be

izzued from the rule.
@ Corfigure Claim Rule
Claim rule name:

|AD UPN to Email address

Rule template: Send LDAP Attributes as Claims

Attribute store:
| Active Directary

Mapping of LDAP attributes to outgoing claim types:

I;Eénﬁ(;mre?bme (Select ortypeto Outgoing Claim Type (Select or type to add mors)

User-Principal-Mame E-Mail Address

Click Finish since 7SIGNAL is only looking for this one claim to be passed
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This takes you back to the overall Claim Rules screen showing your one rule
you just added. You can explore the other tabs available on this window,
but no changes are necessary based on how we configured things thus far.

lssuance Transform Rules | Issuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name lgsued Claims
AD UPM to Email address E-Mail Address

Click OK to close this Claims Rules window out
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We now see our Relying Party Trust listed and it is enabled by default

[ ADFS Relying Party Trusts Actions
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Gathering our AD FS details for 7SIGNAL to configure
their side

In order to configure and/or retrieve the details of our AD FS
implementation, we navigate to the Service folder in the AD FS Management
console and choose “Edit Federation Service Properties” from the Actions
menu or by right-clicking the Service folder.

i

wEiIE Action View Window Help !En

rndle
ST oo
4| Service ~
[ Endpoints i ;
[ Certificates SGIVICG Ovenrlew Edit Federation Service Properties...
[ Claim Descriptions AD FS contains several service components that are necessary to set up and manage a Federation Service. These components include endpoints, Revoke All Proxies
4 [ Trust Relationships cerfiicates, and published claims.
= . View »
] Claims Provider Trusts Leamn More

[ Relying Party Trusts AD FS Help New Window from Here
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4 |7 Authentication Policies
[ Per Relying Party Trust H Hep

@] Refresh
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This brings up the properties of our implementation of ADFS as show
below. You will need to provide 7SIGNAL with the Federation Service ID
from the 3" field below.

General | Organization | Events
Federation Service display name:
Tech Carolinas LAB
Example: Fabrkam Federation Service

Federation Service name:
Iadsl’.ﬂ.lab.tedma'olhaa com

Example: fs fabrikam.com

Federation Service identifier:
|https://adfs3ﬂ.lab1ed1ca'olhas.com/ad‘s/semoas;‘cmst
Example: http.//As fabrikam .com/adfs/services/trust

Web SSOfetime: 280 %] minutes

On the Organization tab, all of our enabled services will need to be
reachable by way of the Organization URL so we need to make note of this
and ensure any firewalls or other security measures are configured to allow
traffic through to this server address.

Organization | Events
Organization
[+ Publish organization inf
Organization display name:
[ Tech Carolinas Lab

Organization URL:
lhtlps:!fad‘sJDJab.techcaminas.com/

Support contact information in federation metadata

I
I
I
|

First name:

Last name:

E-mail address:

Telephone number:
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If we navigate to Service and then Endpoints in the AD FS Management
utility, we can see that by default, the SAML 2.0 service is at the path
/adfs/Is/. This path appended to the Organization URL from the previous
page is another piece of information to be given to 7SIGNAL.

§p File Action View Window Help B
sz
] ADFS Endpoints Actions
4 [0 Service Enabled  Proxy Enabled  URL Path points.
] Endpoints Token Issuance i
[] Certificates - View »
o : siaz g Anonymous
[ Claim Descriptions Windows New Window from...
4 [ Trust Relationships ) =
&1 Claims Provider Trusts No No df Arust/2005/ WS-Trust 2005 Windows Mixed G| Refresh
2] Relying Party Trusts Yes Yes df Arust/2005/ WS-Trust 2005 Windows Transport ﬂ Help
[ Attribute Stores No No /adfs/servicesArust/2005/certificate WS-Trust 2005 Cerficate Message —
+ 3 Autventicatonpoices || 12 ) AR P Ve T 20 g -t |factsnss s
W PerRelying Party Trst || |\ No /adés/services Aust/2005/usemame WS-Trust 2005 Password Message = REm e
No No o Anust/2008/ : WS-Trust 2005 Password Transport Disable
Yes Yes dfs, Arust/2005, oced WS-Trust 2005 Password Moced Help
Yes No o Arust/2005, o WS-Trust 2005 Kerberos Moced
No No dfs, Arust/2005, i 256 WS-Trust 2005 SAML Token (Asym... Message
No No dfs, Arust/2005/ icbasic25.. WS-Trust 2005 SAML Token (Asym... Message
Yes Yes df Arust/2005, 0 WS-Trust 2005 SAML Token (Asym... Muxed
No No dfs. Arust/2005 o ¥ WS-Trust 2005 SAML Token (Asym... Moced
Yes Yes df Arust/2005/ 0 WS-Trust 2005 SAML Token (Sym... Muxed
No No dfs. Arust/2005 icbasi... WS-Trust 2005 SAML Token (Sym... Moced i
No No s Arust/2005/ J 256 WS-Trust 2005 SAML Token (Sym... Message
No No dfs/ Arust/2005/ 256s... WS-Trust 2005 SAML Token (Sym...  Message
No No df Arust/2005/ WS-Trust 2005 SAML Token (Sym...  Message
No No /adfs, Arust/2005/ WS-Trust 2005 SAML Token (Sym... Message
No No df: Arust/2005 WS-Trust 2005 SAML Token (Sym... Muxed
No No dfs, icesArust/2005/ 0 ictri WS-Trust 2005 SAML Token (Sym... Muxed
Yes No /adfs/servicesAnust/13/kerberosmied WS-Trust 1.3 Kerberos Moced
No No /adfs/servicesArust/13/certificate WS-Trust 1.3 Cerificate Message
Yes Yes /adfs/servicesArust/13/certificatemixed WS-Trust 1.3 Certficate Moced
No No df ices/trust/1 WS-Trust 1.3 Cerificate Transport
No No /adfs/servicesArust/13/usemame WS-Trust 1.3 Password Message
No No dfs/services/Arust/13 i WS-Trust 1.3 Password Transport
Yes Yes /adfs/services Arust/13/usemamemixed WS-Trust 1.3 Password Moxed
No No df icesArust/13, iCc256 WS-Trust 1.3 SAML Token (Asym... Message
No No df icesArust/13, i 256sh... WS-Trust 1.3 SAML Token (Asym... Message v
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Testing the Services

Assuming both sides are configured at this point, we will begin to validate
the solution. In this instance, we will be navigating to the login URL given by
7SIGNAL where we put in the email address of a user who has been
configured for access to the Dashboard.

€ Tsignal Mobile EyeQ

c @ U & https://eyeq.7signal.com/login ee m @O & I =

SIGNAL MOBILE EYE™

Your email

Mobile Eye™ uses cloud-
based single sign-on.

Make sure you have provided 7SIGNAL with
your Office 365 or Google account email
address before logging in. Please contact
Customer Support at 216-777-2900 or email
us at support( .com if you need
assistance.
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Clicking login will redirect us over to our AD FS site appending our SAML

Request ID as part of the path. Here we login using our Active Directory

User ID and credentials.

Sign In X IR

(&)= C @ © & https://adfs30.1ab.techcarolinas.com/adfs/ls/2SAML v U o

Tech Carolinas LAB

Sign in with your organizational account

(-] = O

N @ & I

justin@lab.techcarolinas.com

@ 2013 Microsoft

Upon successful authentication against Active Directory, you will be
redirected back to the 7SIGNAL Mobile Eye dashboard with appropriate

access and visibility as assigned.
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