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A  U K - B A S E D  A C C O U N T A N C Y  F I R M  T U R N E D  T O  D A R K B E A M  T O  I M P R O V E  T H E I R
C Y B E R  P O S T U R E  A N D  P R O T E C T  T H E I R  B R A N D

AVOIDING
REPUTATIONAL RISK

As part  of  a review of the organisat ion's business r isk strategy,  an
accountancy f i rm required a hol ist ic  appraisal  of  their  cyber posture
and onl ine exposure.  The f i rm was using cloud-based services from
a 'high street '  service provider  to host i ts  IT infrastructure as a cost
reduction exercise,  but  the service provider 's  securi ty  standards
and overal l  performance for  the f i rm were diff icult  to evaluate.  
 

Darkbeam reviewed the f i rm's key domains and digital  footpr int  and
generated a Digital  Risk Report  for  the f i rm in seconds.  The Digital
Risk Report  provided diagnostic detai l  out l in ing pr ior i ty  r isk
elements for  remediat ion,  a longside an easi ly  understood Digital
Risk Score and summary for  non-technical  users.
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The 'Exposure' category of the Digital Risk Report identified that the firm
was sharing their nameserver with approximately 20 other domains.
Further detail in the report revealed that the vast majority of those 20
domains were pornographic in nature. This information is publicly available
and was considered by the firm to be reputationally damaging. It also
posed a risk as such sites are frequently targeted by malicious attacks
such as DDOS and any disruption on the shared server would cause
collateral damage to the firm's services and business continuity.
 
Supported by the information in the Digital Risk Report, the accountancy
firm was able to contact their service provider and request that their
domain was moved onto an environment with a more suitable range of
businesses, thereby mitigating the risks identified. 

T H E  R E S U L T S

Whatever your digital  r isk chal lenges are ,  we're here to help you
signif icant ly  reduce your attack surface so you can secure what 's
important  to you.  
 
I f  you'd l ike to know more about how Darkbeam technologies can
be applied to solve your business chal lenges,  please don't  hesitate
to get in touch via info@darkbeam.com or www.darkbeam.com
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