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—Bitsight Rating-Use Cases —

How secure is my organization? How secure are my third parties?

SECURITY PERFORMANCE THIRD PARTY
MANAGEMENT B!T RISK MANAGEMENT
SIGHT

-» Make cyber risk decisions at the
-» Assess cyber risk and compare speed of the business

to industry and peers

-» See where the cyber risk is across
-» Efficiently allocate resources to ~F the supply chain

address cyber risks 7 5 o
!
-» Prioritize resources to focus on

- Set, track, report or program riskiest vendors
performance over time v
-» Team up with vendors to remediate
cyber risk
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Cyber Risk

Most people don't understand it

It's very complex, and discussions are generally not focused
on how big the problem is

It's not a technical issue

Conversations tend to focus on technical topics such as
thwarting phishing attacks, etc.

Cyber Risk is Business Risk

We need to change the conversation from technical terms to
business terms




Financial
Quantification What options are there?

For Enterprise Cyber Risk
Hire an Outside Bring the Project
Consultant In-House
Depending on who you hire, you You'll need to hire the right expertise
should get some decent results. to get this done.
But: And:
— Expensive

— Expensive

_  Ittakes a lot of time — It takes a lot of time

— It's resource intensive &
crosses multiple departments

— Theresults are and disciplines
single-point-in-time

— It's resource intensive

— ltrequires a lot of data

— Theresults are
single-point-in-time
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Financial it W
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Total Yearly Financial Risk Exposure Helptul Guide (@) Quantification Inputs :
For Enterprise Cyber Risk $321512 $11,921,235 $338,124,833 snsigt g -
Minimum Exposure Medium Exposure Range Maximum Exposure
2 100% Annual Revenue $6,950,000,000
L]
-: 80%
= Number of Sensitive Data Records 20,000,000
£ 60%
a8
° § 20% Number of Clients 110,000
I a
u rn key s 0 I ut I o n —; i Number of Employees 10K - 50K
= 0%
$500K $2.5M $5M $7.5M Siom $12.5M $25M S50M $200M s4aoom

Loss Exposure

Proven Models Developed for
Cyber I ns u ra n ce Risk Scenario Financial Risk Breakdown ® Financial Exposure ®

= % Scenario Medium Exposure
Ransomware Denial of Data Theft & 3rd Party Regulation 3rd Party Service s =
O & Extortion Service Privacy Liability Compliance Provider Failure SRS & S - =
0 n - D e m a n d An a I t I cs Minimum Exposure Range Medium Exposure Range Maximum Exposure Range Min Exposure Medium Max Exposure
100% $138,893 $5149,974 $160M
Probability
80% 28% 44.5% 05%
»
&
- 60% Denial of Service $5M -+
>
3
2 a0x Data Theft & Privacy $51mM 4
I3
a
3rd Party Liability $51M 4+
20%
Regulation Compliance $5mM 4+
0%
$250K $500K $750K M $25M $50M $100M $200M 3rd Party Service Provider Failure $5.1M +

Loss Exposure




How does it work?

Utilizes multiple cyber risk models

Kovrr built this technology to model each type of loss
independently, then combine the results to deliver the industry’s
most comprehensive analysis.

Incorporates multiple sources of data

Risk vector & digital asset data from BitSight, firmographic data,
cyber insurance claims data, cyber threat intelligence data.

Organizes output into discrete business

impact scenarios

Ransomware & extortion, denial of service, etc., and how the
scenarios will manifest themselves.
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