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Smart Municipalites & more

Administration
@—— Christchurch Sensing City,
Smart Buildings New Zealand
Smart Buildings in Hong Kong
Sclence Park
Economic Development Public Safety
Srmart SME Registration, Domestic
Regionalization and

New Talgei City Tech Security
./— Program, Taipel

Connected Health
HangZhou City's Integrated
Smart Citizen Card, Zhejiang
Province, China

Internaticnalization eServices in

Beijing City, China -
Public Works \. :

Taipei City's Smart Critical
Infrastructures’ Pales System

: 4 3 S Tourism, Arts, Libraries,
Smart Water ) g e Culture, Open Spaces
Singapore’s Smart Water Sensors for : Public Safety and Enhanced
Water Management Administrative Initiative far Smart
Tourlsm in Geld Coast City,

Quesnsland State, Australia

Smart Grid
Thalland Provincial Electricity Education
Authorlty Smart Grid Pllot FutureSchocls@Singapore
Transportation
Land Use & Environmental Singapore’s Inteligent Transport
Management

System Initiative
Singapaore’s National Emvironmental

Agency Smatt Mapping for Dengue
Pravention & Contral

Social Services
Permitting, Licensing, Chengdu City's “Life B8 Service!, an
Inspection & Zoning Online Social Welfare Platfarm, Sichuan

Auckiand Council's GIS and 30
Smart Zoning Initiative, New
Zealand

Province, China



Smart Municipalites & more

THE OPEN DATA  THE EVOLUTION OF APIs WHAT IS AN AP .

Increasingly, companies are making their data and inner workings An application programming nterface Is a set of instructions that allows
NEW APls TOTAL APls

publicly available through the release of APIs, which are used by software programs ta interact with each other, ProgrammableWWeb
MOVEM ENT developers in bullding new toois—like TweetDeck, based on Twitter's tracks APIs and “mashups” (new combinations of existing APIs). by month cumulative
API. Since 2005, more than 3,700 AFls have been launched.
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PUBLIC DATA AROUND THE WORLD

From education to energy, health to poverty, and finance to
demagraphics, governments and NGOS are opening up their data
troves so that anyone can ook for patterns and create fnformied Open Ladnched in Jub 2011, the OGP secures commitments by govern:
solutions to global cfiallenges. GWEIT\I'REI.T‘ ments to promote transparency, increase civic Baﬂlchﬁw. fight
Fingal County led the way in opening its L 1a G 1 A conuption and use technology to be more effactive and accountable.

data, which were used at the country's first
open data challenge in July 2011, Dublin @ Norway
City will open in September 2011,

Ireland . @ UK

Data. gov.uk contains more than 7,200 datasets from

seven governmental publishers, including 989 from the

Department of Health and 784 from the Department for
[’0‘1 USA Communities and Local Government.

Launched by Vivek Kundra, the first Chief
Information Officer of the United States, Dot o AT AR 211, otéled

i Data,gov offers 389,730 datasets,
Mexico E 8 India - after the LS. and UK sites, but with many
datasats restricted to agency access only.

Launched in July 2011, the Kenya Open Data @ ri
Initiative is the first Sub-Saharan national data Philippines
program and wil be used to create infrastructure

for human and economic development,

B Kenya [®] indonesia
[®) 0GP COMMITTEE MEMBER Brazil [8)
. GOVERNMENT DATA RELEASE

South Africa [@) 1 ViSUGI.ly
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Smart Municipalities
highlights the urgent need
for Canada to become a
leader

& DIACC
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Canadians’ Perspectives on Smart Cities and Privacy

o Concerned at some level
about their privacy in the
2 o context of smart cities.
[ 8 o
hillln: g '
o For-profit sale of personal
data related to smart cities
o should be prohibited.
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& DIACC

Source: https://smartcityprivacy.ca/survey-results/



How can concerns be
addressed to ensure
that smart cities
respect residents?
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Digital Identity
Is a foundation of digital
transformation

& DIACC



Canadians need to know what
exists

Citizens, governments, & businesses
need

& DIACC




Digital Identity
done right has huge
socioeconomic benefits.
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Canadians’ Perspectives on Digital Identity

Canadians are concerned with how social media sites use their personal information;

Just one-third trust social media sites to keep their personal information safe and
secure.

compared to ~4-in-5

0/ trusting the ::: ) l :::
83 /0 government i i

81(y trusting financial
0 institutions

@ DIACC Source: https://diacc.ca/2019/10/15/canadians-are-ready-to-embrace-digital-identity-2/



Canadians’ Perspectives on Digital Identity

feel that a collaboration between
o the government and the private
sector is the best approach to

o creating a pan-Canadian digital —

ID framework.

OO

& DIACC

Source: https://diacc.ca/2019/10/15/canadians-are-ready-to-embrace-digital-identity-2/



What does digital
identity look like
today?

& DIACC



nobody knows you’re a dog

On the internet
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Possible future scenarios
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Platform Identity

The internet giants have tried to adapt their business models away from advertising
revenues but consumers are not willing to pay. The net effect is that while
additional regulatory controls are being placed around them, the system is still
fundamentally the same. So end-users have limited visibility on what information is
held about them or how it is used.

“On the internet still no one
knows you’re a dog”

Operator Networks

To sign up and use secure digital services, users need to provide reliable
information about their identity. Users trust regulated organizations to provide
services like banking and protected internet access. It's natural to look to the same
organizations to help with digital identity. Secure identity exchange networks help
responsible organizations to share user information, with the user’s consent. It may
not work everywhere but does help in those services where identity matters the
most.

“How can you be a dog if you’ve got a

bank account and mobile phone?”




Possible future scenarios

& DIACC

Self-Sovereign ldentity

Users and businesses have begun to realize a need to fundamentally change the
way personal data is managed. For businesses, personal data is a liability due to
data protection risks. Users see the value of being able to hold data and take it
where they need it. For this to work, data presented by users needs to be reliable
and trustworthy. Some have started to use cryptographic wallets to collect and
share signed data. Users need to look after their data, much like they look after
their money.

“On the internet you can now
prove you are a dog.”

Open APlIs

Identity networks never really took off, due to a combination of users not really
understanding what digital identity is and organizations not appreciating the longer-
term business benefits. Organizations across the economy have been forced to
open APls allowing services to access user data (with the user’s consent) from
other places. Users link together different services as the need arises. It is down to
the individual service to piece together all the data it collects into something
meaningful for the particular user. Most individual users don’t remember all the
connections and links they have set up.

“We don’t know if you are a dog,

but we can see you like doggy treats.” -+«




How do we ensure
that identity will
respect citizens and
consumers?

& DIACC



One Framework - Many Partners
Pan-Canadian Trust Framework (PCTF)

Security, Efficiency and_ Economic Benefits these are the
foundations of the PCTF.

Led by the DIACC with multl-sectoral pan-Canadlan and
international input, the PCTF-is‘connecting and enabling
Canada’s digital eeonomy from coast-to-coast-to-ceast.

Developed toSecure cross-sector identity interoperability with

a focus on industry standards and practices. PCTF is available @
DIACC.ca




A Pan-Canadian Trust Framework for Digital Services

Model
Glossary
Assessment
Authentication

Pan-Canadian
Trust Notice & Consent

Framework Verified Person

Verified Organization

Credentials (Relationship & Attributes)

Bl Informative

Bl specified Infrastructure (Technology & Operations)

Bl  Encompassing

& DIACC



A Framework to Unlock Identity Networks Utility

Consent, privacy, ethical use of identity information
with the Pan-Canadian Trust Framework

o~
Data Verifiers E ~

Data Requesters

Governments Governments
Universities Universities
Banks Banks

Telco Providers Telco Providers
Credit Agencies Address « Credit Agencies
More i  More

record

Phone
Number

Verified Data
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The Digital ID & Authentication
Council of Canada

Leading Canada’s full and beneficial global digital economy participation by
delivering a digital identity and authentication interoperability framework.

The DIACC is a Non-profit coalition of public and private sector members
created as a result of federal government’s Electronic Payments System Task Force.

& DIACC
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DIACC Strategic Goals

Accelerate
Interoperability through public and private sector
adoption of the Pan-Canadian Trust Framework.

Develop
Develop and launch a certification program
aligned with market needs.

Publish

The Pan-Canadian Trust Framework and identify
legislative needs to support the vision.

Raise
Canada’s identity innovation profile via
DIACC as Canada’s identity forum.

Create
Canadian expertise and intellectual
property for excellence in identity.

© DIACC



Join the Conversation!

Adopt the Pan-Canadian Trust Framework to secure the foundation of digital
identity that will enable innovative smart cities to work for all.

Contact us to join the conversation info@diacc.ca

&9 diacc.ca W @mydiacc in /company/mydiacc § /mydiacc
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