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Outbreak of SARS-like pneumonia being investigated in China

=

AFP-JIJI -+ SHARE Dec 31 2015

BEIWING - China is investigating an outbreak of atypical pneumonia that is suspected of being linked to
severe acute respiratory syndrome (SARS), the flu-like virus that killed hundreds of people in the early
2000s, state media reported Tuesday.

A team of experts from the National Health Commission were dispatched Tuesday to Wuhan, in central
China's Hubei province, and are “currently conducting relevant inspection and verification work,” state
broadcaster CCTV reported.

An emercency notification issued Mondav bv the Wuhan Municinal Health Committee said hospitals



The New Insider Threat



The New Unemployed

Source: Statistics Canada, Trading Econo



The New Freelancers

48%

% of US Workers % of freelancers % of new % of new
freelancing who started due to freelancers freelancers who see
pandemic providing skilled freelancing as a
services long-term solution

Source: Upwork



The New Remote Work Norm al

. Businesses that do
More Canadians )
. not include remote
working from home . . .
N October 2020 vs work risks in their
security awareness
program

2019

Canadian businesses
that expect remote
working will remain 23%
normal post -
pandemic

Security incidents
caused by insider
threats

Source: Statistics Can@&da¢mon, Verizon



The New Insider Threat

Economic
Downturn

Resulting in layoffs and
mability to hire new
full-time staff.

Remote
Workforce

Resulting n staff who are
no longer within the
security perimeter.

Corporate Gig
Economy

Resulting in influx of new,
untrusted freelancers to
corporate workforce.

EEEOE
Awareness

Resulting n a need to re-
think security awareness
for a remote workforce.



The End of Endpoint
Protection



The Old Norm al

MALICIOUS CODE HOST-BASED
PROTECTION IDS/IPS

USER BEHAVIOR PATCH
MONITORING MANAGEMENT
DATA LOSS APPLICATION
PREVENTION CONTROL
MANAGED RESPONSE LA TN

MANAGEMENT




The Old Norm al

— $12 Billion USD

- Global endpoint protection
— market in 2019

Source : Fortune Business Insight



Endpoints in the New Norm al

Rush to enable work-from-home forced many
organizations to

Adoption of permanent remote workforce likely
to also make

Slow death of VPN
even basic endpomt security controls



Data Centers
without Data



The Dark Cloud Around the Silver Lining

Records exposed due to cloud security 990 000 OOO
’ J

m isconfigurations in 2018 alone.
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Data in the New Norm al

Accelerated
Cloud Adoption

Accelerated
BYOD

Accelerated
Remote Work
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Wildcard Threat:
Deepfake and Video
Conferencing






of all online deepfake videos are
pornographic in nature
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of all online deepfake videos are
pornographic in nature
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amount stolen using
synthetic voice audio
in one 2019 incident

source deeptrace



of all online deepfake videos are
pornographic in nature

Pornograp

hy amount stolen using
= synthetic voice audio
in one 2019 incident
source deeptrace
Non-
pornograph
source: deeptrace 4).{/0
contributed by
spent by US defense on Facebook for the
deepfake detection ‘Deepfake Detection
technology in 2018 Challenge’

source futurism.com source: facebook
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Identify Internal Strategies

PLANS FOR USE
OF FREELANCERS BYOD STRATEGIES
REMOTE WORK CLOUD ADOPTION
STRATEGIES PLANS




Build a Cloud Security Architecture

Identify
Business
Critical
Workloads

Identify Security
Component Controls

Filter Controls &
Identify Cloud
Security Services

%
(o
lUse Info-Tech's toals to
cut through the
confusion and
understand what is

relevant to your
environment.

Understand risks
holistically as they
pertain to each service,
and how they can
change at each service
level.

Technical
environmental
breakdowns

Map the complexity
of the security
services

TECHMICAL LAYER

ADMIN LAYER

Cloud Security Architecture Reference Model

Red = Security Services with Critical C14 Aisk
_ = Security Services with High C LA Risk

Green = Sacurity Services with Medum C.|. A Risk

Blue = Security Sersices with low T4 Risk
m = Security Services that are not spplicable

Purple = Security Senvices that

For each cloud security
service, determine if it
applies to your
environment and the
criticality of the
associated risks.
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Ensure foundational sdmmnistrative contrels are in placs, Le, DRP/ECP, policies

Develop a Cloud
Architecture
Approach

/i\

Plot your identified
risks to the Cloud
Security Architecture
Reference Model to
understand your
current environment,
and what you're still
missing.

10\

Codify the results of
your environmental
analysis in an easy to
read communication
deck. Plan your
deployments with
peace of mind.

Outcomes




Create a Data-Centric Security Strategy

Business Context Pressures

Risk

Tolerance

Enterprise Compliance Scope &

o : Security Risks
Goals Obligations Boundaries 5

ime Frame
Maturity Time Frame

Goals

Maturity _ Security
Model Framework

Current State

: Gap Analysis
Assessment H '

Security Current State

Prioritizatior

Methoc

Initiative List | Task List ‘

I Gantt Chart ‘

Information Security Roadmap




Update Your Security Awareness Program

FOCUS ON
DATA SECURITY

REMOTE WORK
RISK TRAINING

DEEPFAKE
AWARENESS
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