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The New Insider Threat
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Th e  Ne w  Un e m p lo ye d  
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Th e  Ne w  Fre e la n c e rs
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Th e  Ne w  Re m o t e  W o rk  No rm a l

2.4M
More Canadians 

working from home 
in October 2020 vs 

2019

23%
Canadian businesses 
that expect remote 
working will remain 

normal post -
pandemic

Businesses that do 
not include remote 
work risks in their 

security awareness 
program

Security incidents 
caused by insider 

threats

57%

30%



Th e  Ne w  In s id e r Th re a t

Resulting in influx of new, 
untrus ted freelancers  to 
corporate workforce.

Ineffective 
Awareness
Result ing in a need to re-
think security awareness  
for  a remote workforce.

Remote
Workforce

Result ing in layoffs  and 
inability to hire new 

full-t ime s taff.

Corporate Gig 
Economy

Result ing in s taff who are 
no longer within the 
security perimeter .

Economic 
Downturn



The End of Endpoint 
Protection



Th e  Old  No rm a l
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Th e  Old  No rm a l

$12 Billion USD 
Global endpoint protection 

market in 2019  

Source: Fortune Business Insight



En d p o in t s  in  t h e  Ne w  No rm a l

Rush to enable work-from-home forced many 
organizat ions  to accept BYOD

Adoption of permanent  remote workforce likely 
to also make BYOD permanent

Slow death of VPN removes ability to enforce 
even bas ic endpoint  security controls  



Data Centers 
without Data



IT Leaders who believe that the pandemic has accelerated
c lo u d  a d o p t ion  s t ra t e g ie s

IT Le a d e rs  w h o  b e lie ve  t h a t  a lm o st  a ll w o rklo a d s
w ill m ig ra t e  t o  t h e  c lo u d  w it h in  t h e  n e xt  5 ye a rs

Co m p a n ie s t h a t  h a ve  a d o p t e d  a  “c lo u d -firs t ”
o r “c lo u d  o n ly” s t ra t e g y a s  o f 20 19

Re co rd s  e xp o se d  d u e  t o  c lo u d  se cu rit y 
m isco n fig u ra t ion s  in  20 18  a lo n e .

87%

74%

39%

990,000,000

Source: LogicMonitor, IBM

Th e  Da rk  Clo u d  Aro u n d  t h e  Silve r Lin in g



Da t a  in  t h e  Ne w  No rm a l

Ac c e le ra t e d  
Clo u d  Ad o p t io n

Ac c e le ra t e d  
BYOD

Ac c e le ra t e d  
Re m o t e  W o rk

Da t a  n o t  p ro t e c t e d  
b y IT Se c u rit y

Da t a  a c c e s s e d  b y 
u n t ru s t e d  d e vic e s

Da t a  a c c e s s e d  b y 
u n t ru s t e d  p e o p le



Wildcard Threat: 
Deepfake and Video 

Conferencing
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96% of all online deepfake videos are 
pornographic in nature

source: deeptrace



$243,000
amount stolen using 
synthetic voice audio 
in one 2019 incident

source deeptrace
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$68,000,000
spent by US defense on 

deepfake detection 
technology in 2018

source futurism.com

$10,000,000
contributed by 

Facebook for the 
‘Deepfake Detection 

Challenge’
source: facebook

$243,000
amount stolen using 
synthetic voice audio 
in one 2019 incident

source deeptrace
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96% of all online deepfake videos are 
pornographic in nature
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Recommendations



REMOTE WORK
STRATEGIES

Id e n t ify In t e rn a l St ra t e g ie s

PLANS FOR USE
OF FREELANCERS BYOD STRATEGIES

CLOUD ADOPTION
PLANS



Bu ild  a  Clo u d  Se c u rit y Arc h it e c t u re



Cre a t e  a  Da t a -Ce n t ric  Se c u rit y St ra t e g y



Up d a t e  Yo u r Se c u rit y Aw a re n e s s  P ro g ra m

FOCUS ON 
DATA SECURITY

REMOTE WORK
RISK TRAINING

DEEPFAKE
AWARENESS



Thank you!
Questions?

kpeuhkurinen@infotech.com
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