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Commentaires de présentation
Presenter notes:
This is the client-facing presentation deck for the IBM Cloud Pak for Security. Please note that it should only be used with clients under NDA until November 20, 2019. The Cloud Pak for Security will GA on November 15, 2019 and will be publicly announced on November 20. In order to maximize the impact of the public announcement, please refrain from speaking in public forums or broadcasting anything digitally (social media, etc.) until that date.











Right
Access




Right
Access

Right
Data




Right Right
Reason Access

Right
Data




Right
Access




Right
User

¢ ID Gov'ce

Right
Access




Right
User

¢ ID Gov'ce
* ID Analytics

Right
Access




Right
User

¢ ID Gov'ce
* ID Analytics
* PAM

Right
Access




Right
User

¢ ID Gov'ce
* ID Analytics
* PAM

Right
Access

e Access Mgmt




Right
User

¢ ID Gov'ce
* ID Analytics
* PAM

Right
Access

e Access Mgmt
* Adaptive
Authentication




Right
User

¢ ID Gov'ce
* ID Analytics
* PAM

Right
Access

e Access Mgmt
* Adaptive
Authentication

Right
Data

* Encryption




Right
User

¢ ID Gov'ce
* ID Analytics
* PAM

Right
Access

e Access Mgmt
* Adaptive
Authentication

Right
Data

* Encryption
* Disc. + Classif.




Right
User

¢ ID Gov'ce
* ID Analytics
* PAM

Right
Access

e Access Mgmt
* Adaptive
Authentication

Right
Data

* Encryption
* Disc. + Classif.
s DFAM




Right
User

¢ ID Gov'ce
* ID Analytics
* PAM

Right
Access

e Access Mgmt
* Adaptive
Authentication

Right
Data

* Encryption
* Disc. + Classif.
s DFAM

o Key Mgmt




Right
User

* ID Gov'ce
* ID Analytics
*PAM

Right
Reason

¢ Data Risk
Insights

Right
Access

e Access Mgmt
* Adaptive
Authentication

Right
Data

* Encryption
* Disc. + Classif.
e DFAM

o Key Mgmt




Right
User

¢ ID Gov'ce
* ID Analytics
* PAM

Right

Right
Access

Reason

. ][?afa P?’riSk » Access Mgmt
nsights * Adaptive
e Fraud Authentication

Right
Data

* Encryption
* Disc. + Classif.
s DFAM

o Key Mgmt




Right
User

¢ ID Gov'ce
* ID Analytics
* PAM

Right

Right
Access

Reason

. ][?afa P?’riSk » Access Mgmt
nsights * Adaptive
e Fraud Authentication

* Config/
Mgmt

Right
Data

* Encryption
* Disc. + Classif.
s DFAM

o Key Mgmt




MODERNIZE

Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Right
Reason
e Data Risk

Insights
* Fraud

* Config/
Mgmt

Right
Access

» Access Mgmt
* Adaptive
Authentication

Right
Data

* Encryption
* Disc. + Classif.
« DFAM

» Key Mgmt




MODERNIZE

Threat Management

Zero Trust
Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Right
Reason
e Data Risk
Insights
* Fraud

* Config/
Mgmt

Right
Access

» Access Mgmt
* Adaptive
Authentication

Right
Data

* Encryption
* Disc. + Classif.
« DFAM

» Key Mgmt




Threat Management

MODERNIZE

Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Right
Reason
e Data Risk

Right
Access

; o Access Mgmt
Insights * Adaptive

* Fraud Authentication

* Config/

Mgmt

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

» Key Mgmt




Threat Management

Find

MODERNIZE

Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Right
Reason
e Data Risk

Insights
* Fraud

* Config/
Mgmt

Right
Access

» Access Mgmt
* Adaptive
Authentication

Right
Data

* Encryption
* Disc. + Classif.
« DFAM

» Key Mgmt




Threat Management

Find

MODERNIZE

Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Right
Reason
e Data Risk

Right
Access

; o Access Mgmt
Insights * Adaptive

* Fraud Authentication

* Config/

Mgmt

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

» Key Mgmt




Threat Management

Find

MODERNIZE

Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Right
Reason
e Data Risk

Right
Access

; o Access Mgmt
Insights * Adaptive

* Fraud Authentication

* Config/

Mgmt

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

» Key Mgmt




MODERNIZE

Threat Management

Zero Trust

Right
Find User
¢ ID Gov'ce
* ID Analytics
*PAM
L Right Right
z Reason Access

 Data Risk
Insights

* Fraud
* Config/

» Access Mgmt
* Adaptive
Authentication

Mgmt

Right
Data

* Encryption
* Disc. + Classif.
« DFAM

» Key Mgmt




MODERNIZE

Threat Management

Zero Trust
Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Right
Reason
e Data Risk
Insights
* Fraud

* Config/
Mgmt

Right
Access

» Access Mgmt
* Adaptive
Authentication

Right
Data

* Encryption
* Disc. + Classif.
« DFAM

» Key Mgmt




MODERNIZE

Threat Management

Zero Trust
Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Right
Reason
e Data Risk
Insights
* Fraud

* Config/
Mgmt

Right
Access

» Access Mgmt
* Adaptive
Authentication

Right
Data

* Encryption
* Disc. + Classif.
« DFAM

» Key Mgmt




MODERNIZE

Threat Management Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Find
Forensics

UBA
Flows

Right

Reason

e Data Risk
Insights

e Fraud

* Config/
Mgmt

Right
Access

Logs

o Access Mgmt
* Adaptive
Authentication

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

o Key Mgmt




MODERNIZE

Threat Management Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Find

Forensics
/ UBA
Flows

Logs

Right
Reason
e Data Risk

Right
Access

; o Access Mgmt
Insights * Adaptive

* Fraud Authentication

* Config/

Mgmt

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

o Key Mgmt




MODERNIZE

Threat Management Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Find

Forensics
/ UBA
Flows

Logs

Right
Reason

Right
Access

* Data Risk  Access Mgmt
Insights * Adaptive
. * Fraud Authentication
Confirm [ config/

Mgmt

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

o Key Mgmt

search



MODERNIZE

Threat Management Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Find

Forensics
/ UBA
Flows

Logs

Right
Reason
e Data Risk
Insights

e Fraud

* Config/
Mgmt

Right
Access

o Access Mgmt
* Adaptive
Authentication

Confirm

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

o Key Mgmt

investigative

search



Threat Management

Find

Forensics
/ UBA
Flows

Logs

Confirm

AL

investigative

search

MODERNIZE

Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Right
Reason

 Data Risk
Insights

e Fraud

* Config/
Mgmt

Right
Access

» Access Mgmt
* Adaptive
Authentication

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

o Key Mgmt




MODERNIZE

Threat Management Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Find

Forensics
/ UBA
Flows

Logs

Right
Reason

Right
Access

* Data Risk  Access Mgmt
Insights * Adaptive
. * Fraud Authentication
Confirm [ config/

Mgmt

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

o Key Mgmt

AT
investigative

search




MODERNIZE

Threat Management Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Find

Forensics
/ UBA
Flows

Logs

Right
Reason

Right
Access

* Data Risk  Access Mgmt
Insights * Adaptive
. * Fraud Authentication
Confirm [ config/

Mgmt

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

o Key Mgmt

AT
investigative

search




MODERNIZE

Threat Management Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Find

Forensics
/ UBA
Flows

Logs

Right

Reason

e Data Risk
Insights

e Fraud

* Config/
Mgmt

Right
Access

o Access Mgmt
* Adaptive
Authentication

Confirm

AT
investigative

search

Fix

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

o Key Mgmt

awareness

¢




MODERNIZE

Threat Management

Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Find

Forensics
/ UBA
Flows

Logs

Right
Reason
e Data Risk

Insights
* Fraud

* Config/
Mgmt

Right
Access

» Access Mgmt
* Adaptive
Authentication

Confirm

AL
investigative

search

Fix

automation

Right
Data

* Encryption
* Disc. + Classif.
« DFAM

» Key Mgmt

awareness

¢




Threat Management

Find

Forensics
/ UBA
Flows

Logs

Confirm

AL
investigative

search

Fix

automation
awareness

¢

MODERNIZE

Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
*PAM

Right
Reason
e Data Risk

Insights
* Fraud

* Config/
Mgmt

Right
Access

» Access Mgmt
* Adaptive
Authentication

Right
Data

* Encryption
* Disc. + Classif.
« DFAM

» Key Mgmt




MODERNIZE

Threat Management

Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
°*PAM

Find

Forensics
/ UBA
Flows

Logs

Right
Reason
e Data Risk

Insights
* Fraud

* Config/
Mgmt

Right
Access

o Access Mgmt
* Adaptive
Authentication

Confirm Fix

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

» Key Mgmt

Al automation
investigative awareness

search ¢




MODERNIZE

Threat Management

Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
°*PAM

Find Federate

Forensics
/ UBA
Flows

Logs

Right
Reason
e Data Risk

Insights
* Fraud

* Config/
Mgmt

Right
Access

o Access Mgmt
* Adaptive
Authentication

Confirm Fix

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

» Key Mgmt

Al automation
investigative awareness

search ¢




MODERNIZE

Threat Management

Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
°*PAM

Find Federate

Forensics
/ UBA
Flows

Logs search

Right
Reason
e Data Risk

Insights
* Fraud

* Config/
Mgmt

Right
Access

o Access Mgmt
* Adaptive
Authentication

Confirm Fix

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

» Key Mgmt

Al automation
investigative awareness

search ¢




Threat Management

Find

Forensics
/ UBA
Flows

Logs

Federate

investigation

search

Confirm

AL
investigative

search

Fix

automation
awareness

¢

MODERNIZE

Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
°*PAM

Right
Reason

Right
Access

. ?af_a Ii“iSk » Access Mgmt
nsights * Adaptive
* Fraud

Authentication
* Config/

Mgmt

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

» Key Mgmt




MODERNIZE

Threat Management

Zero Trust

Right

. U
Find Federate ser
. ¢ ID Gov'ce
Forensics intelligence * ID Analytics
FI:MI/BSA investigation PAM R h
Logs search nghT 5 J
Reason Access

 Data Risk
Insights

e Fraud

* Config/
Mgmt

o Access Mgmt
* Adaptive
Authentication

Confirm

AT
investigative

search

Fix

automation
awareness

¢

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

» Key Mgmt




MODERNIZE

Threat Management

Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
°*PAM

Find

Forensics
/ UBA
Flows

Logs

Federate

intelligence
investigation

search

Right
Reason

Right
Access

. ?af_a Ii“iSk » Access Mgmt
nsights * Adaptive
* Fraud

Authentication

Confirm

AL
investigative

search

Fix

automation
awareness

¢

* Config/
Mgmt

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

» Key Mgmt




MODERNIZE

Threat Management

Zero Trust

Right
User

¢ ID Gov'ce
* ID Analytics
°*PAM

Find

Forensics
/ UBA
Flows

Logs

Federate

intelligence
investigation

search

Right
Reason

Right
Access

. ?af_a E;Sk » Access Mgmt
nsights * Adaptive
* Fraud

Authentication

Confirm

AL
investigative

search

Fix

automation
awareness

¢

* Config/
Mgmt

Right
Data

* Encryption
* Disc. + Classif.
* DFAM

» Key Mgmt




Threat Management

Find Federate
Forensics intelligence
UBA . N
Flows /‘WQSTIQC(TIOH
Logs search

Confirm

AL
investigative

search

Fix

automation
awareness

¢

MODERNIZE

Right
Reason

¢ ID Gov'ce
* ID Analytics
°*PAM

 Data Risk
Insights

e Fraud

« Config/
Mgmt

* Encryption
* Disc. + Classif.
* DFAM

» Key Mgmt

Right
User

Right
Data

Zero Trust

Right
Access

e Access Mgmt
* Adaptive
Authentication




	A Pragmatic View of �Implementing Zero Trust�—�Bob Kalka�Vice President, IBM Security�bkalka@us.ibm.com�
	Diapositive numéro 3
	Diapositive numéro 4
	Diapositive numéro 5
	Diapositive numéro 6
	Diapositive numéro 7
	Diapositive numéro 8
	Diapositive numéro 9
	Diapositive numéro 10
	Diapositive numéro 11
	Diapositive numéro 12
	Diapositive numéro 13
	Diapositive numéro 14
	Diapositive numéro 15
	Diapositive numéro 16
	Diapositive numéro 17
	Diapositive numéro 18
	Diapositive numéro 19
	Diapositive numéro 20
	Diapositive numéro 21
	Diapositive numéro 22
	Diapositive numéro 23
	Diapositive numéro 24
	Diapositive numéro 25
	Diapositive numéro 26
	Diapositive numéro 27
	Diapositive numéro 28
	Diapositive numéro 29
	Diapositive numéro 30
	Diapositive numéro 31
	Diapositive numéro 32
	Diapositive numéro 33
	Diapositive numéro 34
	Diapositive numéro 35
	Diapositive numéro 36
	Diapositive numéro 37
	Diapositive numéro 38
	Diapositive numéro 39
	Diapositive numéro 40
	Diapositive numéro 41
	Diapositive numéro 42
	Diapositive numéro 43
	Diapositive numéro 44
	Diapositive numéro 45
	Diapositive numéro 46
	Diapositive numéro 47
	Diapositive numéro 48

