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Industry Trends Advancing
Automotive Functional Safety and Security

Connected Automated Shared

Figure 1 Automotive industry trends defined as “CASE”. (Souce: MIPI Alliance)
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MASS Functlonal Safety Application

Digital Side Mirror Replacement
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MIPI Automotive SerDes Solutions (MASS)

Vision for Full SerDes Integration

mipi DEVCON

Sensor(s) Automotive ECU

___________ Display(s)
ISTageI (gap;ucs MIPI DS"ZSM
& <((@ | i, | | D | and/or VESA
=2 .00 000 eDP-P

Displays

== A-PHY (@) Functional Safety (@) Security B HDCP

Sensor and display endpoints with integrated long-reach connectivity (integrated A-PHYS™ SerDes) connect to the ECU without
intermediate bridges. Application-level functional safety and security data protection. HDCP for protecting premium content.
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ISOZGZGZ Part 5 Product development at the Hardware Level

1SO26262 automotive functional safety standard
Reference for automotive safety lifecycle

Automotive-specific risk-based analysis for Automotive Safety Integrity
Levels (ASILs)

Uses ASILs to specific applicable requirements
Part 5: Hardware level
Specification of hardware safety requirements
Evaluation of safety goal violations due to random failures
Annex D: informative guidelines for appropriate safety mechanisms
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I5026262 5 Annex D — Communications Bus

. ¢~ AnnexD — Communication bus safety mechanisms
| INTERNATIONAL 5 .
1

2625
STANDARD 3 |

One-bit hardware redundancy
I' *  Multi-bit hardware redundancy
| ) \ * Read back of sent message
. rasecy andape 1 \ Complete hardware redundancy
|

III ,< * Inspection using test patterns
' * Transmission redundancy
I

| * Information redundancy
I

* Frame counter
I

Timeout monitoring

Combination of information redundancy, frame counter
and timeout monitoring
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Adding Service Extensions Packets (SEPs)

Original Frame in Application Processor Memory

Original Frame
Active Pixels

Frame in Appli F Memory

SEP-Formatted Frame

HITE:

I
1

L
Jocte

Active Pixels e

il

Figure 23 SEP Formatting in the Display Source

MIPI DSE* v1.0, MIPI PAL**/DSI-2*" v1.0
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C.1  Converting DSI-2 Long and Short Packets to SEP
Figure 20 illusirates conversion from a DSI-2 Long Packet to SEP carried within DSI-2 Long Packet.

DS1-2 Long Packet
0si2 o6k Lery
Anclion ] DSI-2 Long Packet Payload paca
Original Original A Orscard cognal
ve Data 1D L0ong Packet Footer
SEP sep | osizten
3en.ous s | _:;'.i*.f.,;“'.:’.. Hoader SEP Payload Footer | Pt

D812 Long Packet
Figure 20 Converting DSI-2 Long Packet to SEP Within DSI-2 Long Packet

Figure 21 illustrates conversion from a DSI-2 Short Packet to SEP carried within DSI-2 Long Packet.

DS1:2 Short Packet

DSI-28hort | Data Bytes %7."‘
Packet Data-ID -1 €0
Crecwr
Original Oniginal \;'x-u d cagnal
ve Data ID ECC/Chacksum
SEP Data T 0842 SEP SEP D8i2 Lorg
\ym packntHasr | Header SEP Payad Footer | et

DSI2 Long Packet
Figure 21 Converting DSI-2 Short Packet to SEP Within DSI-2 Long Packet

MIPI DSE** v1.0, MIPI PAL**/DSI-2*" v1.0
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MASS Display Services Extension (DSE 1.0)
Services Extensions Protocol (SEP) Header and Footer
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Table 1 SEP Packet ePH Blocks: Overview

eDT — extended Data

| Bits [31[s0[20]28[27]26[25]2423[22]21|20[19] 18] 17]16] 15[ 1] 13[12]11]10[ o [ 8] 7 [ 6 [ s [ 4] s [ 2] 1 [0
Type [ ePHio) R | eve et eDT R|wren|  Reserved ePHEN
ePH[1] Reserved SEP Payload Length
CSl ’ DS' ePH[2] Service Descriptor I Reserved x Message Counter
ePH[3] . Reserved
VESA eDP/DP ePH4] : gm— Reserved
| ePH[5]. HDCP streamCtr[31..0]
“{ePHI5) HDCP InputCtr(31..0]
Mess age Counter . :Pum HDCP I:::tCt:[GA..’SZ]
CRC-32
. ' = Table 2 SEP Packet ePF Blocks: Overview
Hamming distanCe™, |_Bits 3130|290 28| 27| 26| 25|24| 23|22 21|20 15[ 18[17| 16|15 14| 13|12[11]10[ o [ 8 | 7| 6 [ s [ 4 [ 3 [ 2| 1 [ 0
of 3 or more :
ePF(1] \ Reserved
ePF[0] CRC-32
MIPI DSE*™ v1.0
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ISEECER

AMEETERRRRRRE, EEECHE—BEBERIERER SEr BiEHE. MREIREREWIR
RS T SEP AUSETEIRS, WBkR. BEEEEE T T—EFSRE, MLBERS (assert) fERRIFM
REBEENRREN(TE), faiREras LPIERES.

BRI (timeout monitoring) , BAILIEEREHENEERIENREEN, SRR
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HNEESERTHESCEAERENFILESERTER. BN ENREEEEREE.
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Incorporatmg Solutlons for Data Protection

Bridge-to-Bridge Data Protection

e Ry — C))
ECU Display | —- T —_— s ~

Processor | : : ' | DSI-2 0r eDP/DP | From To

eeo (o0 | Y || =TT -

Functional Safety

Graphics | | APHY ! L APHY
A Display puks na > SerDes — SerDes puanne > To A-PHY Network  From A-PHY Network
ol : ! i § Bx : DSI-2 or eDP/DP
4 b Seemomeeeeeet N Display(s)
w—A-PHY = C/D-PHY Data tion @ FunctionalSafety @ Security () HOCP
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A-PHY SerDes ZZ5128E1EIR MIP| FARBREC/ERL PAL 1780, BRAGREBREIRE A-Packet, 5
IHEER . TEE HDC {REE, A-PHY SerDes UL, BR:E A-Packets UTHEEZ . T, HDCP
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EIEEFIFF, Fusa MIZEMREIITE MIPIA-PHY iBIERR 2, B REDEHTEES A-PHY
f9 MASS BETREEHE, TERENERGRIVEMBRETFIMAINGELZSMERLT S, WEE A-PHY BLEE]
BRi%in, BRFERSRIBERNIENXARIERE. BR MASS InRinRERashE RS =V AIZEA,
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ECU Display Source DiEplay Sink | | ‘o o
== = = S
D e t a l I e d | ECU Pl Frame I:{:r—l | D512 Dispiry Cormller et | oo o
e | |57 " 4 b e i
Display jm“:i“ﬂ [ W
A e ki E— .
Protocol nammrae || [ S =] P
e =l EEIRECRANEIES
Stack S O = N 1
| Lane Maragerment | e mmgenun:J
RO s
| Cl':\:"IYTAM_‘ | CDPHYR: uu_‘
A
AFHY AFHY
Bridh ' Bridge
C.QD'IYQA"FJ | CADPHY Ts |
Sl it T
[ o ungm;J [ oo
Al s
| DSIA-SRE | | S-S
| APHY Sourn | | APHY Siric
I T
| I
Asymmetric Bi-Directon
High Speed Data
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ECU Dlsplay Source and Sink

ECU Display Source

Display Sink

ECU Pixel Frame Buffer

DSI-2 Display Controller

&
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Generate SEP Packet Unpack SEP Packet == 5
Payload (Optional HDCP) Payload (O ptional HDCF) A EIEELE
{% l]ll 1]“
1111 ‘““i 1111 ) _ —
Generate SEP Unpack SEP framD §1-2 lon 2= 138 on. o |
Header and Footer Payload &5 HE E 2“"“_%“”’“{
Generate DSI-2 Parse DSI-2 ofed, fon | 2] = galsg o o]
Long/Short Packet Long/Short Packet ifaq® G O e B

J=L s | |[T=[ i

Lane Management
{}r} H’H’ {},? ‘”';; DSI-23" v2.0, DCS®™ v1.5, DSE®™ v1.0,

PP DY MIPI PAL*/DSI-2" v1.0, C-PHY/D-PHY*"

Previous versions of existing specifications are also
l T compatible with MASS

Lane Management
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FEEWEER E, £EHERIBAK, 5 DSI-2 #0 SEp EEFIEMIBVIEREME. WNSREERE
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Detalled A-PHY Bridge PAL
A-PHY A-PHY
Bridge Bridge
C-ID-PHY Rx C-/D-PHY Tx
TTTT
Dty Canid AL
{} L1 e i
Lane Management Lane M anagemernt
TTTT TTTT
Doty Cantd i
{} 111 Toul” i
DSIA-SRC DSIA-SNK
A-PHY Source A-PHY Sink MIPI A-PHY™ Vl.o,
1 | PAL™/DSI-2** v1.0, C-PHYSM/D-PHY*"
Asymmetrc Bi-Direction
High Speed Data

MIPI.ORG/DEVCON
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MASS Legacy ECUs with an External A-PHY Bridge

ECU MIFI Di&play Source MIFI DSI-2 Receiver to A PHY Transmitter Bridge
bera Disphary Pimed Dt Pt p P o . " — DSl-2 APHY
Disp;ﬂy racking —_ Lane ransmitter Eosiver Lane Frotocal A-PHY Ph‘ysinﬁl
Source Dighay ommand et | Protocel | P Mf“":ff' P crivor [T corrver [P an":r?t"* ™ t’:’m‘:':: > DELt: Lik e (™
(Pixek) - p| Command D-PHY Tx D-PHY ver yer Trans mit
Senices le] DSE10 ||
- DCs -~ —
ECU VESA Display Source VES A Receiver to A-PHY Transmitter Bridge
Display Poesl Dot P VESA
VESA > VESA VESA SDF/DP APHY
Dis plsy WESA Lane Transmitter Receiver Lane Protocal A-PHY Physical
Disgisry Comemerd eDF/DF =P Manage [~ -1 | Manage- [ . Dats Link - o
Source e " N Adaptation Layer
- ard Certim Fraotocel ment eDR/IDF =DP/DP ment e Layer ]
{Pieek) > Layer with Transmit
» PHY Tx PHY Tx | | e |a—|
| f—| DSE 1.0
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AEB DSI-2 E A-PHY 158238, 4% ecu BEBEARY DSI-2 NE, PRI Fusa ke,
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FREIREN 7 B4t VESA EXEIESAYEEUACE. £ A-PHY EEERF], HRERCEE VESA EDP 1
mTheeZelt, RERESZIhaLEek.
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MASS New ECU with Integrated A-PHY

ECU DS1-2 Display Source with integrated A-PHY DSI-2 Display Sink with Integrated A-PHY
Display Pbel Data Path Piel to Bye DSI1-2 DSl2
DSI—Z v Pading Protocol A-PHY A—PHY A—PHY Lane Protocol
Display . " . . Physical [ o o | Physical . .
Source Display Command ey ptation = Data Link (= Layer ¥ ™ Layer — lManage- (P Adaptation —» Display
. and Conirol c o Layer with Layer ; ; ment Layer with
(Pixels) » °"‘ rnan Transmit Receiver
DSE 1.0 || le] DSE 1.0 ||
+ ch'nnurr.l Byls

ECU VE SA Display Scurce with integrated A-PHY VESADisplay Sink with Integrated A-PHY
Display Piesd Data Psth VESA VESA
VESA ® eDP/DP APHY APHY eDP/DP
Display Protocol A-PHY P hysical Physical Lane Protocol
) i < » )
Source Disply Command Adaptation | Data Link Layer Tl Laver P Manage- { Adaptation | Display
| and Control y Layer ; N ment .
(Pixels) g Layer with Transmit Receiver Layer with
< DSE 1.0 [* - " DSE10 [+
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B EcU 2, FEULFE(R DSI-2 1 VESA EBRESTEINRERE, RIR{E DSI-2 #1 VESA DP [RAERRFE
BREM. GEREMRE A-PHY FLEZERE, BEIRENGRIERTES, BENBERID.

© 2021 MIPI Alliance 18 MIPI DevCon 2021



James Goel: IE5RIKF A5 T LA EETRRAY MASS JE(REFAAN S EDLELS, 122 NARAZAR Rick ZRERERE
e,

© 2021 MIPI Alliance 19 MIPI DevCon 2021



mipiDEVCON

Security within the MASS Guiding Principles

MASS Guiding Principles

The Extent
SM sM End-to-End solution including
The Protocols (CSI_Z ", DSI-2 V) functional safety and security » Camera/sensor to ECU
—  The PHY (A-PHY®Y) sowce | otoge S sitpe | ou ==« ECU to display
PO —— » Bridged and integrated

It o —

MIPI Security is implemented as
extensions to CSI-2 and DSI-2

s

protocols. MASS The , ge and extend well-p « Economies of scale

MiPI Automotive CS1-2/DSI-2 protocols used == . Reduced NRE/cost

S‘S’zg;’s' 4 Protocols in billions of devices - Backward compatibility
This enables the Security to
= " n
achieve an “end-to-end” extent, - Hgh peifoimancs
orreach. High "‘I',": i’a:’;‘lci%m?‘:,’g‘”""d 2 « Retransmission scheme (RTS)
mea;;"emgm/ustgampaign + Advanced modulation (PAM-4, 8,16)

« Ultra-low latency

MIPI.ORG/DEVCON M@BILE & BEYG®ND ® 2021 MIPI Alliance, Inc. 16
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MASS CoIIectlon of Specifications

Applications Camera/ MIPI VESA Supporting
Lidar/Radar Display Display Interfaces
Updated B
o - MIPI MIPI CCS MIPI DCS
for automotive control A Protocol Layers ‘ Ethernet
[ Camera Service Display Service Display Service
Extensions Extensions Extensions | GPIO
Protocol extensions | F F Safety F ISafety MIPI3C
for safety & security o MIPI 113
o —— ot ko
[
Mot mobile o MIPI CSI-2 MIPI DSI-2 VESA eDP / DP (L Future Bt
protocols
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* Primary current developments:
*  MIPI CSE®™, MIPI DSE*™ specifications add security with target completion mid-2022,
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High-Level System and Security Requirements

Security includes:

mipiDEVCON

Device authentication, message integrity, confidentiality (encryption).
We refer to data protections according to the MIPI 1:5 Model shown below (more on
next page).
Security is managed by the Controllerengaging with each Component 1:1, thisisnota
“peer-to-peer” model of security (n-to-m)

For example:
Display security may be initiated from #1 or #2 and terminated in #4 or #5.
Camera security may be initiated from #5 or #4 and terminated in #2 or #1.

MIPI 1-5 Topology Model
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MASS System Model The 1:5 Model

Security Model Components ) ?ﬁg - —
#1: Controller (5oc) § [ g """ o g e
#2: Controller Bridge (C.Bridge) B
® = AL s #1RX

#3: Forwarding Element (aka Repeater) Shorteach Sro"t zach

Native interface
#4: Target Bridge (T.Bridge) have r@@»-ﬂ_,_m m
-

#5: Target (Camera or Display) Long-reach PHY network
H2RX ™ - AT

- --..-"'
Security Requirements @

Device Mutual Authentication (SoC as Root-of-trust)

1-5 Medel Components

Message Integrity (MAC)
Confidentiality (encryption)

System Requirements (End-to-end) u-: Bt et (e bdend 4“
1 | g g [

Multiple system topologies (e g., 15, 1245, 145, 125) H:u: Do trcgen i*—ﬂ

End-to-end extent via protocol extensions ;.7 T vicge sy :u:'u

Security for Data plane, and Control plane in-band/sideband H:H: CEridge only

Highly flexible operation, such as Heterogenous operation for displays, m “ m

supporting DSI-2and DP on a daisy chain. (Security) ?”‘i’ Cormvuenson PHY Canversion (Swcuity)

MIPI.ORG/DEVCON M@BILE & BEYGND © 2021 MIPI Alliance, Inc. 19

Rick Wietfeldt: FEEftEE R 7 1:5488, KB EE, S LAEEMPER—(ERERaE,
1EECA #5, 1BIBEEES #4 EIRE A-PHY 8. A-PHY BB —ineEtiEkEes, D BIERE
soc, 22 1#1, AALEZIESERER, JSERRAT ELEHEZETIZAREE.

ATAYULUEZIZAE, —XWE, ARG, RaEknxfikaim—Ta8R 5
trBeRE e RN INE

HURREKREERS LRERRIIRAEEE, TR RERRT 28], BB E
REfIEHIEEAEEERLTEE K. BINETLUET—ERETAGRIE, Fln, ERiEntE
(daisy chain topology) NEERestEIRn N, HPZ(ERE RN CIEAEEERIETIRE, —LRTes
OJHERE DSI-2, B—LEETEER DisplayPort, IiEZEMASE AiHERNSNERRER.

© 2021 MIPI Alliance 23 MIPI DevCon 2021



mipiDEVCON

Qom_/L p =
MIPI Security Framework

# #2 # # #3
Controller | | (C/D/OP-| CBridge A-PHY T.Bridge || (C/D/DP-|| Target
APHY || porumring|| A-PHY oHY)

PHY)
C-Level provisions authentication credentials
— L
(an Integrator function)

B-Level (SSMC, System Security Management
Controller) manages the capabilities, algorithms,

and session keys.

SEP Security
A-Level executes the data protection under

(in-band data protection)
Py — control of the B-Level.
o N N | I | | NN | * SEP providesin-band data plane security
Camera Control Interface (CCl) Security 1 + CCland A-PHY security are also provided.

L |!I!‘- .l-
. i

A-PHY Control Security
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MIPI Securlty leverages DMTF.org SPDM Spec

mipi DEVCON

SPDM: Security Protocol & Data Model D
DMTF now used within multiple Org specs - (L":
PCI-SIG, CXL, NVMe, and MIPI nvm =

mipralliance

SPDM — Modeled after TLS.

Fundamentally used to establish authenticated session keys

KEY_EXCHANGE flow: based on certificates and/or raw public
keys

PSK_EXCHANGE flow: based on PSKs, no DHE, constrained
devices

Session-key keys can then be used to secure data.

SPDM messages are carried across DSI-2, CSI-2 and :
CClI (12C) to protect each transport individually. | oMol
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SEP Format consists of a SEP
Header and SEP Footer that
encapsulate the payload, where:

Header identifies all security
controls

Footerincludes the MAC (and CRC
for functional safety).

The payload nominally consists of
a single CSI-2/DSI-2 packet and
may be transmitted immediately.

MIPI SEP Format (Service Extensions Packet)

T gy e n

o i

mipiDEVCON

Native Protocol Payioad (data protected)
(g CS1-2, DS1-2)

SEP
Footer

Encryption provides payload confidentalty

nwl=_| confidentiality, Authentication

Confidentiafity, Integrity, Authentication
Miezzage Counter prevents against replay attacks; CRC provides FuSs mem=age
integrity check

]

Native Protocol Payioad
(&g C51-2, DS1-2)

SEP Data Protection
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MIPI leverages TLS security
principals and places the
MIPI Service extensions at
the application layer
source/sink.

Essentially as “end-to-end” as
possible, from the pixel-
source to the pixel-sink.
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Safety & Security
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Summary

The MASS specifications provide functional safety solutionsfor automotive cameras and
displayswithin the first versions of MIPI CSE and DSE.

These specifications are complete and available to MIPI members.
The CSE v1.0 and DSE v1.0 specifications are being updated to support security (device
authentication, message integrity and optional encryption) over MIPI CSI-2, DSI-2 and
CCl (12C) sideband.

Placement of security in the CSI-2/DSI-2 protocols allows end-to-end data protection
with or without intermediate bridges.

This allows application layer security like TLS, contrasted to link layer security like MACsec.
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