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Industry Trends Advancing
Automotive Functional Safety and Security

Connected Automated Shared Electrified

Figure 1 Automotive industry trends defined as “CASE”. (Souce: MIPI Alliance)

MIPI.ORG/DEVCON MA@BILE & BEY®OND ® 2021 MIPI Alliance, Inc. 2

James Goel: FFZSFRINFRERZ RSV iEEssFIRa), TFEP CASE UNMNFES R BEARAVERK
(connected). Ba{f(automated), HZE(shared)FIEBS K (electrified). BEGSZEFEASTEHAY LTE F1
56 MSIGIIN BT R RNES D HRNE RS, STHNEME, NN ERFEERD
BBz FAESHET. BEFERVEN Rt ARG e, TERENMURIBASER, LN
EFEHEEN GPUTIECU, BESTISXAREIRENAIE RS, BSCHEREIIZRIVERIAF
R ETRER. (ERASENARER, FHEERKESETAIRISHER, FESPEEIIFEE
STHRER,

© 2021 MIPI Alliance 3 MIPI DevCon 2021



,—’_;" // =

2! X mipiDEVCON
MASS Functional Safety Application

Digital Side Mirror Replacement
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MIPI Automotive SerDes Solutions (MASS)

Vision for Full SerDes Integration

Sensor(s) Automotive ECU

___________ Display(s)
ISTageI (gap;ucs MIPI DS"ZSM
& <((@ | i, | | D | and/or VESA
=2 .00 000 eDP-P

Displays

== A-PHY (@) Functional Safety (@) Security B HDCP

Sensor and display endpoints with integrated long-reach connectivity (integrated A-PHYS™ SerDes) connect to the ECU without
intermediate bridges. Application-level functional safety and security data protection. HDCP for protecting premium content.
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1ISO26262 Part 5: Product development at the Hardware Level

| -

1SO26262 automotive functional safety standard
Reference for automotive safety lifecycle

Automotive-specific risk-based analysis for Automotive Safety Integrity
Levels (ASILs)

Uses ASILs to specific applicable requirements
Part 5: Hardware level
Specification of hardware safety requirements
Evaluation of safety goal violations due to random failures
Annex D: informative guidelines for appropriate safety mechanisms
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PR RIEHERIE, FARTREEBESNReEM, Bk, MR o FERESHE
EXRFMEREER, I EMEN R REPE B ERES A TIZINTS, BiTEeeHE
B SR S BN Z 2 BinERLIER.

© 2021 MIPI Alliance 6 MIPI DevCon 2021



mipiDEVCON

_ ¢~ Annex D — Communication bus safety mechanisms:
I'. Py 2626028 | * One-bit hardware redundancy
' Multi-bit hardware redundancy
) - * Read back of sent message
= | Complete hardware redundancy
\ - \

III ,< * Inspection using test patterns
I| * Transmission redundancy
I

* Information redundancy
I
. | * Frame counter
| - — I

| * Timeout monitoring

| Combination of information redundancy, frame counter
and timeout monitoring
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Adding Service Extensions Packets (SEPs)

mipi DEVCON

Original Frame in Application Processor Memory

Original Frame
Active Pixels

— SEP-Formatted Frame

L
Yaader Jocte

nt Active Pixels ]

= ——]

Figure 23 SEP Formatting in the Display Source

MIPI DSE* v1.0, MIPI PAL**/DSI-2*" v1.0
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B, ITEHRXERSYT 7196 (fEFR SEP) . AENRAR T DSI-2 KEHEZI B (long packets)TE
MR RS, sep RS ENAIHEMRES NMERSFRAITIINEIRR. SEP iRLFIEREEIE
8, R psI-2 BEES BRI SFIEFIEO, DSI-2 BIMIPHMYUEELE, TN T SEP #iE:T
BRIFK; = DSI-2 KKIGEUETIEEHR/Y A-Packets, EUEDIFIEE A-PHY RIXET, @
DSI-2 B9 MIPI HMSUERL R,

© 2021 MIPI Alliance 8 MIPI DevCon 2021



mipiDEVCON

C.1  Converting DSI-2 Long and Short Packets to SEP

Figure 20 illusirates conversion from a DSI-2 Long Packet to SEP carried within DSI-2 Long Packet.

DS4-2 Long Packet
0812 Long 5 o612 4ery
A DSI-2 Long Packet Payload pacat
Original Original A Orscard cognal
ve Data ID Long Packet Footer
2 SEP sep | ozt
SEPDIRTYR | porttiooser | Hoador SEP Payload Footer | Pt

-
D842 Long Packet

Figure 20 Converting DSI-2 Long Packet to SEP Within DSI-2 Long Packet

Figure 21 illustrates conversion from a DSI-2 Short Packet to SEP carried within DSI-2 Long Packet.

DS1:2 Short Packet

DSI-28hort | Data Bytes %7."‘
Packet Data-ID -1 €0
Crecwr
Original Oniginal \;'x-u d cagnal
ve Data ID ECC/Chacksum
SEP Data T 0842 SEP SEP D8i2 Lorg
\ym packntHasr | Header SEP Payad Footer | et

DSI2 Long Packet
Figure 21 Converting DSI-2 Short Packet to SEP Within DSI-2 Long Packet

MIPI DSE** v1.0, MIPI PAL**/DSI-2*" v1.0
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MASS Display Services Extension (DSE 1.0)
Services Extensions Protocol (SEP) Header and Footer

mipiDEVCON

Table 1 SEP Packet ePH Blocks: Overview

eDT — extended Data

| Bits [31[s0[20]28[27]26[25]2423[22]21|20[19] 18] 17]16] 15[ 1] 13[12]11]10[ o [ 8] 7 [ 6 [ s [ 4] s [ 2] 1 [0
Type [ ePHio) R | eve et eDT R|wren|  Reserved ePHEN
ePH[1] Reserved SEP Payload Length
CSl ’ DS' ePH[2] Service Descriptor I Reserved x Message Counter
ePH[3] . Reserved
VESA eDP/DP ePH4] : gm— Reserved
| ePH[5]. HDCP streamCtr[31..0]
“{ePHI5) HDCP InputCtr(31..0]
Mess age Counter . :Pum HDCP I:::tCt:[GA..’SZ]
CRC-32
. ' = Table 2 SEP Packet ePF Blocks: Overview
Hamming distanCe™, |_Bits 3130|290 28| 27| 26| 25|24| 23|22 21|20 15[ 18[17| 16|15 14| 13|12[11]10[ o [ 8 | 7| 6 [ s [ 4 [ 3 [ 2| 1 [ 0
of 3 or more :
ePF(1] \ Reserved
ePF[0] CRC-32
MIPI DSE*™ v1.0
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James Goel: IEfBXLEE SEP HUBRHENESHET, FREBA. SEP HIEELAYRI 32 M (EPH
zero) , BIETEN SEP BXNEITIETIAY eDP (¥ REHESEEY) . DSEHBERISZFF MIPIDSI-2 7]
MIPI PAL, i&EFS VESA, eDP . DP. SEP UEERERTTLEY, EPH-2 I SEP 16 fH{SEITEEE. &
B SEP 2.0 hRE, RE—NELREINRELREEREE. FHUSMSIREZNEERE, HX8)
EEHAY SEP BUEHE, REFBSFTIN—1E8, BR[EBNARERF, tRERIEREES TSR
FFHERT. SfE SEP FUEST B EEII RPN R E e RERT e, EEERITEES.

[ERITERRRIXRE, EENcHE—BERREBIEER Ser #iEHE. NRRREREIR
FT Sep (SRITEES, kY. BESEGEI T F—1F5E, FMYITHTE (assert) HIRFMH,
KEUBSHRFERTH, HlIINEres LIARKERE S,

ESCIEBRTIRTE (timeout monitoring) , AILIERIEHENERRKNSEEAN, BiYEras
BERIFGRT SEP [SRITEEMEREXME. MEAEM, FERRK=RIAN ser SRR E
RS ESERTESEARSERENFILAER R EE. XNTHENREEREXREE,.
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Incorporatmg Solutlons for Data Protection

Bridge-to-Bridge Data Protection

e Ry — O))
ECU Display | —- T —_— s ~

Processor | : : ' | DSI-2 0r eDP/DP | From To

.......................

000 RS 1)000 : | Y || swwTTTT = i

Functional Safety

Graphics | ! APHY | L APHY )
. Display Pk > SerDes T SerDes pracne : To A-PHY Network  From A-PHY Network
Onboard ;  Processor | } x { ! Rx ]
ECU : ' : | ' ' DSI-2 or eDP/DP
LSt S Display(s)
@00 oo ol 00
—APHY == C/DPHY Data tion @ FunctionalSafety @ Security () HOCP
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¥R/ MIPI DSI-2 B, VESA eDP [RAERZ, 1&EEER A-PHY &EIMET, LAEEESLFRDR.

A-PHY SerDes KEIE82IEIT MIPI IMYUERCEEL PAL HE, 1BRAIGREBMREGEILS A-Packet, HZ
INEEZE. ZTEE HDC fRIF. A-PHY SerDes 21U, IEIE A-Packets BIHEER . ZEME. HDCP
SR, SAEIEITERAY PAL AIASIE A-Packets #5[R[F4E DSI-2 B, eDP (&%,

EXMFH,  Fusa FIREMRZEIITE MIPI A-PHY WEFZIE, B KEIA#NHTTEES A-PHY
[9 MASs BIREEN, EEEHERIEMIEFIMAINGELRSMEALR S, FHiBIT A-PHY EEE]

Kin, BREREFBHAEHLOZEFS. XE MASS inElin R RestRr S siizp),
NEEEGH A-PHY FIRFE A-PHY SerDes [, NIEZFZMIARERAXMIBRLER, &
EERTE.
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ECU Display Source DiEplay Sink | | ‘o o
H L P ———
etal e | ECU Poesl Frame Bufier | DSH2 Displny Carsmler | oo B
] -] L == 5
e i o o
. S e .
Generste SEP Packet Urpack SEP Packet
Display S || [, Bil
& | T -
ITTI. T, S -
Genemte SEP Unpack § EP from DSF2 HH
Protocol e P Py EEISHENTIRE
G x D512 Parm D512 [ af-
e =l EEIRECRANEIES

Stack o e

] i n =
PHY Soums PHY Sin
' T
Asymmetric Bi-Directon
High Spe=d Data
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0 B — e
ECU Display Source Display Sink
ECU Pixel Frame Buffer DS1-2 Display Controller
B
L1l - [T
Generate SEP Packet Unpack SEP Packet al = g
Payload (Optional HDCP) Payload (O ptional HDCF) A EIEELE
- TTTT TTTT
{} 1111 ‘““i 1111 —
Generate SEP Unpack SEP fromD §1-2 tan | 2| 3 " m.}m.:
Header and Footer Payload &5 L “”“_} .
1 1
Generate DSI-2 Parse DS1-2 Bl ¢ | H B o | g
TEQy . op. fom. | ;2
Long/Short Packet LongiShort Packet .’ 234° EEHE !¥|!4 = WJJ
D Cont - Cara N S
{ L L1 ﬁdﬁ L1
Lane Management Lane Management
{}r} H’H’ {},? 1”';; DSI-23" v2.0, DCS®™ v1.5, DSE®™ v1.0,
sM SM sM
P oy e MIPI PALS*/DSI-25* v1.0, C-PHY/D-PHY
Previous versions of existing specifications are also
l T compatible with MASS
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HRkEs, SERERGEEFFET C-PHY 8¢ D-PHY BUJR4E DSI-2, AKIXZEIIMNEB A-PHY RJHF,

ECU EERMEPXFRIFE—MER, BEBEXEENRMENREEHAEIE. &AM, TLE
FEREREPXM LB EOINATE, EAEFENETEETFT, BTIHERST i
FHERE.

SEp ismEIsk (EPH) FIESREE (EPF) SBETREEEMTRY CRC FIEM SEP FEREUE . #

RO SEP, NI EEUEFTME, TR TES psi2 KEESENSFTEREN. BIENgE, ®

FEFEIREHBSZE] sep iRLAIR BRI, FEAS DsI-2 SEEiRia S UNBERETT. XL DsI-2

IR EBREERIRLIIEEE, F@BISEN MiP FISBHREXRY C-PHY B D-PHY RiX, 7£

SRENEER E, SERARIIE, FEiF—I0IE psI-2 7 SEP RBFRMAIERY., NRERE

ERICEER, MASS BRRFIARIERE ECU IR B EKEERAMAIREL, REmiBRiES
M EFHR SRR,
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Detalled A-PHY Bridge PAL
APHY A-PHY
Bridge Bridge
C-ID-PHY Rx C-ID-PHY Tx
o i T
=L i Qo= i
Lane Management Lane Management
Doty |‘-|"|'| TTTT
{} i1 Toul” i
DSIA-SRC DSIA-SNK
Aea éﬁﬁ;ﬂ el Dot Gl
A-PHY Source A-PHY Sink MIPI A-PHY™ Vl.o,
f | PAL/DSI-2* v1.0, C-PHYSM/D-PHY*
Asymmetrc Bi-Direction
High Speed Data
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© 2021 MIPI Alliance, Inc. 13

James Goel: EIFZ(], 2 DSI-2 FENEHMEXE] A-PHY RiXes. £AM, Z A-PHY EIEREIZ] DSI-2
KiXegs. DHRMETKE] DsI-2 KEEMEEE, @id DsI-2 5 PAL HSAIMYIEEE, B2k
MR IERBTETURY A-Packets, LA A-PHY (&5, FEAMIZREFITHOSENMBR, T#F4 C-PHY
8K D-PHY RIXAYIRYA DSI-2 IKAEEUEEE., SAMAMHNYERGAERIA, WHIFITEIR 0sI-2 #4E
HEFHDMA A-Packets, A-PHY REBHERUA THEXMAT.
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MASS Legacy ECUs with an External A-PHY Bridge

ECU MIFI Di&play Source MIFI DSI-2 Receiver to A PHY Transmitter Bridge
bera Disphary Pimed Dt Pt p P o . " — Dsl-2 APHY
Disp;ﬂy racking —_ Lane ransmitter Eosiver Lane Frotocal A-PHY Ph‘ysinﬁl
Source Dighay ommand et | Protocel | P Mf“":ff' P crivor [T corrver [P an":r?t"* ™ t’:’m‘:':: > DELt: Lik e (™
(Pixek) - p e D-PHY Tx D-PHY D‘_:é & yer Trans mit
- oos — e ] *1 S
ECU VESA Display Source VES A Receiver to A-PHY Transmitter Bridge
Display Poesl Dot P VESA
VESA > VESA VESA SDF/DP APHY
Dis plsy WESA Lane Transmitter Receiver Lane Protocal A-PHY Physical
Disgisry Comemerd eDF/DF =P Manage [~ -1 | Manage- [ . Dats Link - o
Source e " N Adaptation Layer
] ard Certim Fraotocel ment eDR/IDF =DF/DP ment e Layer ]
{Pieek) > Layer with Transmit
» PHY Tx PHY T [ | e t—|
| f—| DSE 1.0
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FSEthERt A-PHY RIRIEIINZ 2,

SFE—3KEEA T (A DSI-2 F1 C-PHY B, D-PHY & 532307 MIPH{ER B mEFEEIES. 1% ECU &%
AIEB DSI-2 E A-PHY ft%, &4t Ecu BEB{ESRRY DsI-2 200, 1Y FFRINA Fusa skLEtt. —
B A-PHY WFFHZWEIEEE, DsI-2 BUMMYIEEESTEGREEUREIT A-PHY SerDes EOEHIZAL,
& DSE HiSeiginhgezett, HERKgmnLett.

FKERR TIES VESA REIERAIKILECE., 7E A-PHY (EEdERT, VMM IEELEEL VESA EDP 15
nTheeZelt, XRESIELE M.
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MASS New ECU with Integrated A-PHY

ECU DS1-2 Display Source with integrated A-PHY DSI-2 Display Sink with Integrated A-PHY
Display Pbel Data Path Piel to Bye DSI1-2 DSl2
DSI—Z v Pading Protocol A-PHY A—PHY A—PHY Lane Protocol
Display . " . . Physical [ o o | Physical . .
Source Display Command ey ptation = Data Link (= Layer ¥ ™ Layer — lManage- (P Adaptation —» Display
. and Conirol c o Layer with Layer ; ; ment Layer with
(Pixels) » °"‘ rnan Transmit Receiver
DSE 1.0 || le] DSE 1.0 ||
+ ch'nnurr.l Byls

ECU VE SA Display Scurce with integrated A-PHY VESADisplay Sink with Integrated A-PHY
Display Piesd Data Psth VESA VESA
VESA ® eDP/DP APHY APHY eDP/DP
Display Protocol A-PHY P hysical Physical Lane Protocol
) i < » )
Source Disply Command Adaptation | Data Link Layer Tl Laver P Manage- { Adaptation | Display
| and Control y Layer ; N ment .
(Pixels) g Layer with Transmit Receiver Layer with
< DSE 1.0 [* - " DSE10 [+
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BrRST TS, LAERKES, thEEEREGEIMANRIEEEGHE, Mxe®E
BE EcU B, FEULHHIR DsI-2 1 VESA EBRESTEINRERE, RKAE DSI-2 #1 VESA DP [RAERRFE
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MASS Guiding Principles

The Extent
M SM End-to-End solution includin,
The Protocols (CSLZ » DSI-2 ) ﬁlmﬁonulsafttyands«umg » Camera/sensor to ECU
—  The PHY (A-PHY®Y) sowce | otoge S sitpe | ou ==« ECU to display
PO —— » Bridged and integrated

It o —

MIPI Security is implemented as
extensions to CSI-2 and DSI-2

s

protocols. MASS The , ge and extend well-p «» Economies of scale

MiPI Automotive CS1-2/DSI-2 protocols used == . Reduced NRE/cost

sgzg;’s' . Protocols in billions of devices + Backward compatibility
This enables the Security to
= " n
achieve an “end-to-end” extent, - Hgh peifoimancs
orreach. High "‘L”: i’;’e’:;‘l’;i%m?‘:"'c’"""d 2 « Retransmission scheme (RTS)
mea;;"emem/usuampaign « Advanced modulation (PAM-4, 8,16)

« Ultra-low latency
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Rick Wietfeldt: MASS &£ RIESEMI,

MIPI Z2METF=MESEN, F—: PHY, F: ¥, F=: BE., XLLZE MASS Y=
MESREN,

MIPI B9%£tE, LB cSI-2 #0 DSI-2 WMYAYY 78, iLErRILEFSES RS i2FER. EhE
ZEMMINEMYF, LRl eENZ Y. SRR EEERIEI R E insUE R
1.
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MASS Collection of Specifications
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Applications Camera/ MIPI VESA Supporting
Lidar/Radar Display Display Interfaces
Updated
bR = MIPI MIPI CCS MIPI DCS
for automotive control Protocol Layers ‘ Ethernet
Camera Service Display Service Display Service
Extensions Extensions Extensions | GPIO
Protocol extensions | Saf ISafety
for safety & security o MIPI me:'s:f«y * Fiinctlonal Sakity. * - :w"“ * MIPHI3C
Security um! HOCP i I2C
Updsiedmotle; MIPI CS1-2 MIPI DSI-2 VESA eDP / DP ( Future Brotocoly
protocols
Adsptationlayers [ Protocl Aty MIPI PAL/CSI-2 MIPI PAL/DSI-2 MIPI PAL/eDP-DP. Other MIPI PALs
to the new PHY . yer (
‘ Link Layer MIPI A-PHY Data Link Layer
The new PHY )
(“Digital PHY")
‘ Physical Layer MIPI A-PHY SerDes Physical Layer

* Primary current developments:
*  MIPI CSE®™, MIPI DSE*™ specifications add security with target completion mid-2022,
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ngh -Level System and Security Requirements
Security includes:
Device authentication, message integrity, confidentiality (encryption).
We refer to data protections according to the MIPI 1:5 Model shown below (more on
next page).
Security is managed by the Controllerengaging with each Component 1:1, thisisnota
“peer-to-peer” model of security (n-to-m)

For example:
Display security may be initiated from #1 or #2 and terminated in #4 or #5.
Camera security may be initiated from #5 or #4 and terminated in #2 or #1.

MIPI 1-5 Topology Model

MIPI.ORG/DEVCON MOB| LE BEYON D © 2021 MIPl Alliance, Inc. 18
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MASS System Model: The 1:5 Model

Security Model Components ) ?ﬁg - —
#1: Controller (5oc) § [ g STt e g e
#2: Controller Bridge (C.Bridge) B
® = AL s #1RX

#3: Forwarding Element (aka Repeater) Shorteach Sro"t zach

Native interface
#4: Target Bridge (T.Bridge) have r@@»-ﬂ_,_m m
-

#5: Target (Camera or Display) Long-reach PHY network
H2RX ™ - AT

- --..-"'
Security Requirements @

Device Mutual Authentication (SoC as Root-of-trust)

1-5 Medel Components

Message Integrity (MAC)
Confidentiality (encryption)

End-toknd Hobridge ")

System Requirements (End-to-end)

Multiple system topologies (e g., 15, 1245, 145, 125) ;:u: Do trcgen i“—ﬂ
End-to-end extent via protocol extensions g ey :u:'i

Security for Data plane, and Control plane in-band/sideband u:u: CBrdge only ﬁ

Highly flexible operation, such as Heterogenous operation for displays, m m m

i - i i (Secunity) FHY Cormaon PHY Convarsion [Security)
supporting DSI-2and DP on a daisy chain. T o
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#2 f0#1, BELATL BRI ENER, BFERAPXEAGESBFZRERA.

ATATLUERIZEAN, —XAT, UARGRAER. REEXKNFE(ICRNTe—T8E 75
ISR AN,

RUZBERNERAE LRETFREIRASTEE, 7MY ERRTENEE. Bnasfliaavs
REIHEHIEEAMEEXLEER. BINEATLUHT—MERIEAGRIE, Flan, EHwHEah
(daisy chain topology) B 27BN T, HPSNERR[URCHHAINEEE SIS, —2ERe
BJEEAE DSI-2, B—LEAJEER DisplayPort, FEREMARE NmISIRATTBFTZD.
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# #
APHY || || TBridge || (c/D/Dp-|| Target

Controller | | (C/D/DP-|| CBridge
PHY) APAY | Eorvaning PHY)

C-Level provisions authentication credentials
— L
(an Integrator function)

B-Level (SSMC, System Security Management
Controller) manages the capabilities, algorithms,

and session keys.

A-Level executes the data protection under

SEP Security
(in-band data protection)
— control of the B-Level.
SEP providesin-band data plane security

g
o N N | I | | NN |
r * CClandA-PHY security are also provided.

Camera Control Interface (CCl) Security
i

A-PHY Control Security

® 2021 MIPI Alliance, Inc. 20
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BREIXAE MIPI HEER, MIPIFBSCIERE T B BRA A B, EeJLUE B BRI HFRA ssMC
(RALRSEIRREISE) BIEIneE, K2 A BRUIZEEESREIN B BEias THITEEE

RiF, ATLUBSRAX2HITINERIEEG, TEERIPTIE, =M ARRAIRNZEM - A-PHY,
FEIRY cal, AR BastfaiEuE=a) Sep 2.
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MIPI Securlty leverages DMTF.org SPDM Spec

mipi DEVCON

SPDM: Security Protocol & Data Model D
DMTF now used within multiple Org specs - (L":
PCI-SIG, CXL, NVMe, and MIPI nvm =

mipralliance

SPDM — Modeled after TLS.

Fundamentally used to establish authenticated session keys

KEY_EXCHANGE flow: based on certificates and/or raw public
keys

PSK_EXCHANGE flow: based on PSKs, no DHE, constrained
devices

Session-key keys can then be used to secure data.

SPDM messages are carried across DSI-2, CSI-2 and :
CClI (12C) to protect each transport individually. | oMol
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MIPI SEP Format (Service Extensions Packet)

SEP Format consists of a SEP
Header and SEP Footer that
encapsulate the payload, where:

o i

T gy e n

Native Protocol Payioad (data protected) SEP
(eg. C51-2, DSI-2) Footer

Encryption provides payload confidentalty

Header identifies all security
controls

Footerincludes the MAC (and CRC
for functional safety).

nwl=_| confidentiality, Authentication

confidentiality, Integrity, Authentication oV MAC]
Miezzage Counter prevents against replay attacks; CRC provides FuSs mem=age [ o= |

integrity check
]

Native Protocol Payioad
(&g C51-2, DS1-2)

SEP Data Protection

The payload nominally consists of
a single CSI-2/DSI-2 packet and
may be transmitted immediately.
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End-to-End Application-Level Safety & Security

Safety & Security
over Native C/D-PHY

Safety & Security

MIPI leverages TLS security over A-PHY

principals and places the
MIPI Service extensions at
the application layer
source/sink.

Essentially as “end-to-end” as
possible, from the pixel-

MIPI.ORG/DEYCON

a Tk
Low Level Protocol

L oy
[Te= T
S

: o

Exising C81:2
o Layens

Sink

Sarvien Esterssion Packen (357
pver G512

Existing C52

AP Suts-Layer)

PALCSIZ

source to the pixel-sink. [ | R [
PHY Layer CoPHY o DRI PHY Layer PHY Layer AP PHY Layer
F — — [] 4

APHY
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{BIET 7 ITE A-PHY,
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Summary

The MASS specifications provide functional safety solutionsfor automotive cameras and
displayswithin the first versions of MIPI CSE and DSE.

These specifications are complete and available to MIPI members.
The CSE v1.0 and DSE v1.0 specifications are being updated to support security (device
authentication, message integrity and optional encryption) over MIPI CSI-2, DSI-2 and
CCl (12C) sideband.

Placement of security in the CSI-2/DSI-2 protocols allows end-to-end data protection
with or without intermediate bridges.

This allows application layer security like TLS, contrasted to link layer security like MACsec.
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