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Overview
Heightened risk from cyber security threats, such as increased geo-political tensions and threats of
aggression, may result in cyber-attacks against U.S. targets and interests. In recent years, disruptive and
destructive attacks against financial institutions have increased in frequency and severity. Cyber actors
often use malware to exploit weaknesses in a financial institution’s computers or networks. They often
obtain access to financial institution systems and networks by compromising user credentials and
introducing malware through social engineering financial institution employees and contractors with
phishing or spear phishing attacks. Another method of attack is to introduce infected external devices
to computers and networks through removable media.
Sound cybersecurity risk management principles elaborate on information security standards articulated
in the Interagency Guidelines Establishing Information Security Standards as well as resources provided
by the Federal Financial Institutions Examination Council (FFIEC) members, such as the FFIEC Statement
on Destructive Malware, FIL-3-2020 -Joint Statement on Heightened Cybersecurity Risk January 16,
2020.
When financial institutions apply these principles and risk mitigation techniques, they reduce the risk of
a cyber attack’s success and minimize the negative impacts of a disruptive and destructive cyber-attack.
While preventive controls are important, financial institution management should be prepared for a
worst-case scenario and maintain sufficient business continuity planning processes for the rapid
recovery, resumption, and maintenance of the institution’s operations. Implementing and maintaining
effective cybersecurity controls is critical to protecting financial institutions from malicious activity,
especially in periods of heightened risk. Sound risk management for cybersecurity includes the
following:
•
•

Response and resilience capabilities: Review, update, and test incident and breach response and
business continuity plans.
Authentication: Protect against unauthorized access. Multifactored authentication for remote
access. Includes robust password policies and privileged user monitoring
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•
•
•
•

Secure System configuration: Securely configure and harden systems and services prior to
deployment.
On-going managed patch management
Virus and Malware protection programs.
Secure logging and log aggregation

Purpose
This Cyber Security Policy is a formal set of rules that comprise a Cyber Security framework by which
those people who are given access to or manage company technology and information assets must
abide.
The Cyber Security Policy serves several purposes. The main purpose is to inform users: employees,
contractors and other authorized users of their requirements for protecting the technology, customer
information and information assets of the company. The Cyber Security Policy describes the processes,
procedures, controls and plans that we must utilize to identify and protect many of the Cyber threats to
those information technology assets.
The Cyber Security Policy also describes the user’s and management responsibilities that may be defined
in supporting policies such as:
•
•

What is considered acceptable use? (Internet, Email, Software, and Systems Acceptable Use
Policies)
What are the rules regarding Internet access? (Access Policy)

The policy answers these questions, describes user limitations and informs users there will be penalties
for violation of the policy. This document also contains references to policies, procedures, and plans for
identifying, detecting and responding to incidents that threaten the security of our technology systems,
customer information, and network.

Scope
This policy applies to the entire organization, including the CEO, President, Senior Management,
employees, temporary employees, interns, contractors, and sub-contractors supporting any user,
process or application that interfaces in any way with our network, servers, or other information system
devices who have access to our information technology assets. Assets include but not limited to,
workstations, servers, infrastructure devices such as routers and firewalls, smart phones, operating
system software, application software, data, or emails owned, leased, or utilized in providing services to
our customers or other internal processes.

Policy Statement(s)
Basic Cyber Security policy requires adoption of a basic Cyber Security framework where areas
important to cyber security can be addressed. The framework must identify, detect, prevent and allows
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responses and recovery from cyber-attacks. This must be incorporate conceptions and recommendation
from guidance concerning heightened cyber security risks contained in FIL 3-2020 released January 16,
2020, the FFIEC Information Security Examination Handbook and the latest FFIEC Cyber Security
Assessment Tool released in 2017.

FIL 2020 Requirements
This guidance requires use to implement and maintain effective Cyber Security controls which is critical
to protecting the institution from malicious activity, especially in periods of heightened risk. Sound risk
management for Cyber Security includes the following:
•
•
•

Response and resilience capabilities: Review, update, and test incident response and business
continuity plans.
Authentication: Protect against unauthorized access.
System configuration: Securely configure systems and services.

FFIEC Cyber Security Assessment Tool (CAT)
Inherent Risk Profile
At least annually review and develop current Inherent Risk Profile according to FFIEC Cyber Security
Assessment Tool (CAT) requirements.

Maturity Assessments

At least annually conduct and review a current Cyber Security maturity assessment according to Cat
requirements.

Cyber Security Risk Appetite Statement

Develop and maintain a Board approved Cyber Security Risk Appetite Statement.

Board Reporting – Maturity Analysis and Inherent Risk Profile
At least annually review current inherent risk profile and maturity assessment and set objectives for
improvement in coming year.

Key Cyber Security Risk Management Control Areas
Given the heightened threat environment, senior management should reevaluate the adequacy of
information technology safeguards against threats, especially safeguards against ransom and other
destructive malware. The growing number of attacks highlights the critical importance of making Cyber
Security preparedness and resiliency a top priority. Implementing and maintaining effective Cyber
Security controls, including threat monitoring, are critical to protecting financial institutions from
malicious activity. Key controls that will be implemented and maintained include the following:

Personnel Security and Cyber Security Training
Establish policies and procedures associated with pre-employment background screening that comply
with state and federal regulations and legal requirements. In addition, conduct at time of hire and at
least annually security awareness and training appropriate for positions held that contains Cyber
Security related training materials and subject matter to include but not limited to Phishing, Spear
Phishing, Ransomware, DDOS attacks, DOS attacks, Password requirements, Social Engineering, Email
security, and Incident Reporting and Response requirements.
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