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Facilitating Enterprise 
Compliance
With Globalscape® EFT™ and the High-Security Module

Globalscape’s Enhanced File Transfer™ (EFT™) High Security module 
;,^DͿ͕�ǁŝƚŚ�ƚŚĞ��ƵĚŝƟŶŐ�ĂŶĚ�ZĞƉŽƌƟŶŐ�ŵŽĚƵůĞ�;�ZDͿ͕�ŚĞůƉƐ�
ĂĐŚŝĞǀĞ�Žƌ�ĞǆĐĞĞĚ�ƐĞĐƵƌŝƚǇ�ƉƌĂĐƟĐĞƐ�ŵĂŶĚĂƚĞĚ�ďǇ�ƚŚĞ�ŵŽƐƚ�ƌŝŐŽƌŽƵƐ�
ƐƚĂŶĚĂƌĚƐ͕�ŝŶĐůƵĚŝŶŐ�W�/��^^͕�&/W^�ϭϰϬͲϮ�sĂůŝĚĂƟŽŶ͕�,/W��͕�ĂŶĚ�
Sarbanes-Oxley. This whitepaper discusses how EFT, the HSM, and 
�ZD�ĐĂŶ�ŚĞůƉ�ǇŽƵ�ĂĐŚŝĞǀĞ�ĐŽŵƉůŝĂŶĐĞ�ĂŶĚ�ƐƚĂǇ�ĐŽŵƉůŝĂŶƚ�ǁŝƚŚ�ƚŚĞ�
PCI DSS.

The Case for Compliance

Throughout history, people have sought to protect their valuable 
possessions. In today’s world, credit card numbers are among 
ƚŚĞ�ŵŽƐƚ�ǀĂůƵĂďůĞ�ĂƐƐĞƚƐ�ǁĞ�ŚĂǀĞ͘�dŽ�ĞŶƐƵƌĞ�ƚŚĞŝƌ�ƉƌŽƚĞĐƟŽŶ͕�ƚŚĞ�
Payment Card Industry Security Standards Council has created their 
Data Security Standard (PCI DSS).

&Žƌ�ĂŶǇ�ŽƌŐĂŶŝǌĂƟŽŶ�ƚŚĂƚ�ƐƚŽƌĞƐ͕�ƉƌŽĐĞƐƐĞƐ͕�Žƌ�ƚƌĂŶƐŵŝƚƐ�WƌŝŵĂƌǇ�
Account Number (PAN) data, failure to comply can have serious 
consequences: up to US$500,000 per incident, increased fees, 
ƌĞƐƚƌŝĐƟŽŶƐ�ĂŶĚ�ĞǀĞŶ�ƌĞŵŽǀĂů�ŽĨ�ƉƌŽĐĞƐƐŝŶŐ�ƉƌŝǀŝůĞŐĞƐ͘�zĞƚ͕�ĞǀĞŶ�
ƚŚĞƐĞ�ĮŶĞƐ�ůŽŽŬ�ŝŶƐŝŐŶŝĮĐĂŶƚ�ĐŽŵƉĂƌĞĚ�ƚŽ�ƚŚĞ�ĐŽŶƐĞƋƵĞŶĐĞƐ�ŽĨ�
ƐĞŶƐŝƟǀĞ�ĚĂƚĂ�ďĞŝŶŐ�ĐŽŵƉƌŽŵŝƐĞĚ͘��ƉĂƌƚ�ĨƌŽŵ�ĞǆƚĞƌŶĂůůǇ�ŝŵƉŽƐĞĚ�
ƉĞŶĂůƟĞƐ͕�ƚŚĞ�ŽƌŐĂŶŝǌĂƟŽŶ�ǁŝůů�ĂůƐŽ�ĨĂĐĞ�ŝƌĂƚĞ�ĐƵƐƚŽŵĞƌƐ͕�ƉŽƐƐŝďůĞ�
lawsuits, heavy regulatory oversight, costly repairs to their system, 
lost goodwill, and lost business. The true cost of a breach is 
ĞƐƟŵĂƚĞĚ�Ăƚ�ΨϵϬн�ƉĞƌ�ƌĞĐŽƌĚ͘���ƚ�ƚŚĂƚ�ůĞǀĞů�ŽĨ�ĐŽƐƚ͕�ĂŶ�ŽƵŶĐĞ�ŽĨ�
ƉƌĞǀĞŶƟŽŶ�ŝƐ�ŝŶĚĞĞĚ�ǁŽƌƚŚ�Ă�ƉŽƵŶĚ�ŽĨ�ĐƵƌĞ͘ŬŶŽǁŝŶŐ�ƚŚĂƚ�ƚŚĞ�ĚĂƚĂ�
was properly processed, reported, and analyzed. The right MFT 
ƐŽůƵƟŽŶ�ŵƵƐƚ�ĚŽ�Ăůů�ŽĨ�ƚŚŝƐ͘
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The PCI DSS as a Security Standard

dŚĞ� W�/� �^^� ŝƐ� Ăƚ� ƚŚĞ� ĨŽƌĞĨƌŽŶƚ� ŽĨ� ƚŚĞ� ĚƌŝǀĞ� ƚŽǁĂƌĚ� ĐƵƫŶŐͲĞĚŐĞ�
ƐĞĐƵƌŝƚǇ� ďĞƐƚ� ƉƌĂĐƟĐĞƐ͕� ǁŚŝůĞ� ĐŽŵƉĂŶŝĞƐ� ĂƌĞ� ƚĂŬŝŶŐ� Ă� ŚĞŝŐŚƚĞŶĞĚ�
ŝŶƚĞƌĞƐƚ�ŝŶ�ƐĞĐƵƌŝƚǇ�ŐƵŝĚĞůŝŶĞƐ�ĨŽƌ�ƚŚĞŝƌ�ƐĞŶƐŝƟǀĞ�ĚĂƚĂ͕�ǁŚĞƚŚĞƌ�ĐƌĞĚŝƚ�
card related or not.  Even for companies that are not obligated to 
ĐŽŵƉůǇ͕ �ƚŚĞ�W�/��^^�ŽīĞƌƐ�ĂŶ�ĂƵƚŚŽƌŝƚĂƟǀĞ�ƌŽĂĚ�ŵĂƉ�ĨŽƌ�ŚŝŐŚ�ƐĞĐƵƌŝƚǇ�
systems and processes that can help guard a company’s data.

The Origin of the Standard

With the advent of the Internet and the explosion of e-commerce, the payment card industry faces an 
ƵŶƉƌĞĐĞĚĞŶƚĞĚ� ůĞǀĞů� ŽĨ� ƐĞĐƵƌŝƚǇ� ƌŝƐŬ͘� �Ɛ� W�E� ĚĂƚĂ� ŝƐ� ƚƌĂŶƐŵŝƩĞĚ� ĂĐƌŽƐƐ� ĂŶ� ŝŶĐƌĞĂƐŝŶŐůǇ� ǁŝĚĞ� ƌĂŶŐĞ� ŽĨ�
ĞůĞĐƚƌŽŶŝĐ�ŶĞƚǁŽƌŬƐ͕�ŝŶĚƵƐƚƌǇ�ůĞĂĚĞƌƐ�ƌĞĂůŝǌĞĚ�ƚŚĞǇ�ŚĂĚ�ƚŽ�ĐŽůůĂďŽƌĂƚĞ�ŽŶ�ŚŽǁ�ƚŽ�ĂĚĚƌĞƐƐ�ƐĞĐƵƌŝƚǇ�ƌŝƐŬƐ�ƚŽ�
cardholder data.

dŚĞ�W�/�^ĞĐƵƌŝƚǇ�^ƚĂŶĚĂƌĚƐ��ŽƵŶĐŝů�ĐƌĞĂƚĞĚ�ƚŚĞ�W�/��^^ͶĂŶ�ĂƵƚŚŽƌŝƚĂƟǀĞ�ƌŽĂĚŵĂƉ�ĨŽƌ�ŝŵƉůĞŵĞŶƟŶŐ�ŚŝŐŚ�
ƐĞĐƵƌŝƚǇ�ƐǇƐƚĞŵƐ�ĂŶĚ�ƉƌŽĐĞƐƐĞƐ͘�dŚĞ�W�/��^^�ŝƐ�Ă�ŵƵůƟĨĂĐĞƚĞĚ�ƐĞĐƵƌŝƚǇ�ƐƚĂŶĚĂƌĚ�ĚĞǀĞůŽƉĞĚ�ĂƐ�Ă�ĐŽůůĂďŽƌĂƟǀĞ�
ĞīŽƌƚ�ĂŵŽŶŐ�Ɛŝǆ�ŝŶĚƵƐƚƌǇͲůĞĂĚŝŶŐ�ĐŽŵƉĂŶŝĞƐ͗�sŝƐĂ͕�DĂƐƚĞƌ�ĂƌĚ͕��ŵĞƌŝĐĂŶ��ǆƉƌĞƐƐ͕��ŝŶĞƌ Ɛ͛��ůƵď͕��ŝƐĐŽǀĞƌ͕ �
and JCB USA, as well as many major merchants.  Comprised of twelve major requirements, each with 
several individual categories, the PCI DSS is a comprehensive standard that covers security management, 
ƉŽůŝĐŝĞƐ͕�ƉƌŽĐĞĚƵƌĞƐ͕�ŶĞƚǁŽƌŬ�ĂƌĐŚŝƚĞĐƚƵƌĞ͕�ƐŽŌǁĂƌĞ�ĚĞƐŝŐŶ�ĂŶĚ�ŽƚŚĞƌ�ŚĂƌĚĞŶĞĚ�ƐĞĐƵƌŝƚǇ�ŵĞĂƐƵƌĞƐ͘

The Challenge of Compliance

dĞĐŚŶŽůŽŐǇ�ƐŽůƵƟŽŶƐ�ŚĂǀĞ�ƐŝŵƉůŝĮĞĚ�ŵƵĐŚ�ŽĨ�ŵŽĚĞƌŶ�ďƵƐŝŶĞƐƐ�ŽƉĞƌĂƟŽŶƐ͘�,ŽǁĞǀĞƌ͕ �ĞŶƚĞƌƉƌŝƐĞ�ĐŽŵƉůŝĂŶĐĞ�
ƚŽ� ĂŶǇ� ƐƚĂŶĚĂƌĚ͕� ŝŶĐůƵĚŝŶŐ� ƚŚĞ�W�/��^^͕� ŝŶǀŽůǀĞƐ� ĨĂƌ�ŵŽƌĞ� ƚŚĂŶ�Ă� ƚĞĐŚŶŽůŽŐǇ� ƐŽůƵƟŽŶ͘� � �ŽŵƉůŝĂŶĐĞ� ŝƐ� Ă�
ĚŽĐƚƌŝŶĞ� ƚŚĂƚ�ŵƵƐƚ�ďĞ� ŝŶƚĞŐƌĂƚĞĚ� ŝŶƚŽ�ǇŽƵƌ� /d�ƉƌŽĐĞĚƵƌĞƐ͘�tŝƚŚ� ƐŽ�ŵĂŶǇ� ƚĂƐŬƐ� ĨƌŽŵ� ŝŵƉůĞŵĞŶƚĂƟŽŶ� ƚŽ�
ĞŶĨŽƌĐĞŵĞŶƚ�ŽĨ�ƚŚĞ�ƐƚĂŶĚĂƌĚ͕�ǁŚĞƌĞ�ĐĂŶ�ǇŽƵ�ĮŶĚ�ƚŚĞ�ƌĞƐŽƵƌĐĞƐ�ƚŽ�ĐŽŵƉůǇ͍

dŚĞ�,^D�ŝƐ�ĚĞƐŝŐŶĞĚ�ƚŽ�ĨĂĐŝůŝƚĂƚĞ�ƚŚŝƐ�ŝŶƚĞŐƌĂƟŽŶ͘��Ǉ�ƉƌŽǀŝĚŝŶŐ�ƐĞĐƵƌŝƚǇ�ŵĞĂƐƵƌĞƐ�ĨŽƌ�ĚĂƚĂ�ƐƚŽƌĂŐĞ͕�ĂĐĐĞƐƐ͕�
ĂŶĚ�ƚƌĂŶƐŵŝƐƐŝŽŶ͕�ƚŚĞ�,^D�ƐƵƉƉŽƌƚƐ�ƚŚĞ�ƚĞĐŚŶŽůŽŐǇ�ƌĞƋƵŝƌĞŵĞŶƚƐ�ŽĨ�ƚŚĞ�W�/��^^͘��/Ŷ�ĂĚĚŝƟŽŶ͕�ƚŚĞ�,^D�ĂůƐŽ�
ĂƐƐŝƐƚƐ�ǇŽƵ�ǁŝƚŚ�ƉƌŽĐĞĚƵƌĞ�ĂŶĚ�ƉŽůŝĐǇ�ĞŶĨŽƌĐĞŵĞŶƚ�ďǇ�ŵŽŶŝƚŽƌŝŶŐ�ĂŶĚ�ƌĞƉŽƌƟŶŐ�ŽŶ�W�/��^^�ĐŽŵƉůŝĂŶĐĞ�ďǇ�
ƵƐŝŶŐ�ƉƌŽŵƉƚƐ�ĂŶĚ�ǁĂƌŶŝŶŐƐ͕�ǁŚŝůĞ�ĂůƐŽ�ƉĞƌŵŝƫŶŐ�ŇĞǆŝďŝůŝƚǇ�ďǇ�ĂůůŽǁŝŶŐ�ŶŽŶͲĐŽŵƉůŝĂŶƚ�ƐĞƫŶŐƐͶƉƌŽǀŝĚĞĚ�
Ă�ĐŽŵƉĞŶƐĂƟŶŐ�ĐŽŶƚƌŽů�ŝƐ�ĚĞƐĐƌŝďĞĚ͘���ĐŽŵƉĞŶƐĂƟŶŐ�ĐŽŶƚƌŽů�ĐĂŶ�ďĞ�ƐƉĞĐŝĮĞĚ�ǁŚĞŶ�ĂŶ�ĞŶƟƚǇ�ĐĂŶŶŽƚ�ŵĞĞƚ�
Ă� ƌĞƋƵŝƌĞŵĞŶƚ�ĞǆƉůŝĐŝƚůǇ� ĂƐ� ƐƚĂƚĞĚ͕�ĚƵĞ� ƚŽ� ůĞŐŝƟŵĂƚĞ� ƚĞĐŚŶŝĐĂů�Žƌ�ĚŽĐƵŵĞŶƚĞĚ�ďƵƐŝŶĞƐƐ� ĐŽŶƐƚƌĂŝŶƚƐ͕�ďƵƚ�
ŚĂƐ�ƐƵĸĐŝĞŶƚůǇ�ŵŝƟŐĂƚĞĚ�ƚŚĞ�ƌŝƐŬ�ĂƐƐŽĐŝĂƚĞĚ�ǁŝƚŚ�ƚŚĞ�ƌĞƋƵŝƌĞŵĞŶƚ�ƚŚƌŽƵŐŚ� ŝŵƉůĞŵĞŶƚĂƟŽŶ�ŽĨ�ŽƚŚĞƌ͕ �Žƌ�
ĐŽŵƉĞŶƐĂƟŶŐ͕�ĐŽŶƚƌŽůƐ͘

Failure to comply can have serious 

consequences: up to US$500,000 per 

ŝŶĐŝĚĞŶƚ͕�ŝŶĐƌĞĂƐĞĚ�ĨĞĞƐ͕�ƌĞƐƚƌŝĐƟŽŶƐ�
and even removal of processing 

privileges.
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Who Must Comply?
�ŶǇ�ŽƌŐĂŶŝǌĂƟŽŶ�ƚŚĂƚ�ƐƚŽƌĞƐ͕�ƉƌŽĐĞƐƐĞƐ͕�Žƌ�ƚƌĂŶƐŵŝƚƐ�WƌŝŵĂƌǇ��ĐĐŽƵŶƚ�EƵŵďĞƌ�;W�EͿ�ĚĂƚĂ�ŝƐ�ƌĞƋƵŝƌĞĚ�ƚŽ�
ĐŽŵƉůǇ�ǁŝƚŚ� ƚŚĞ�W�/��^^͘�dŚĞǇ�ĂƌĞ�ďƌŽŬĞŶ�ĚŽǁŶ� ŝŶƚŽ� ĨŽƵƌ� ůĞǀĞůƐ�ŽĨ� ƌŝƐŬ͘�dŚĞƐĞ� ůĞǀĞůƐ�ĂƌĞ�ĚƌŝǀĞŶ�ďǇ� ƚŚĞ�
ƚƌĂŶƐĂĐƟŽŶ�ǀŽůƵŵĞ�ŽĨ� ƚŚĞ�ĐŽŵƉĂŶǇ͘�dŚĞ� ůĞǀĞůƐ� ƌĂŶŐĞ� ĨƌŽŵ�>ĞǀĞů�ϭ͕�ĐŽŵƉĂŶŝĞƐ�ŚĂŶĚůŝŶŐ�ŽǀĞƌ�ϲ͕ϬϬϬ͕ϬϬϬ�
ƚƌĂŶƐĂĐƟŽŶƐ�ƉĞƌ�ǇĞĂƌ͕ �ƚŽ�>ĞǀĞů�ϰ͕�ĐŽŵƉĂŶŝĞƐ�ŚĂŶĚůŝŶŐ�ĨĞǁĞƌ�ƚŚĂŶ�ϮϬ͕ϬϬϬ�ƚƌĂŶƐĂĐƟŽŶƐ�ƉĞƌ�ǇĞĂƌ͘ ��ŽŵƉůŝĂŶĐĞ�
Ăƚ� Ăůů� ůĞǀĞůƐ� ŝƐ�ŵĂŶĚĂƚŽƌǇ͕ � ďƵƚ� ƌĞƉŽƌƟŶŐ� ĂŶĚ� ƐĐĂŶŶŝŶŐ� ƌĞƋƵŝƌĞŵĞŶƚƐ� ĚŝīĞƌ� ĚĞƉĞŶĚŝŶŐ� ƵƉŽŶ� ƚƌĂŶƐĂĐƟŽŶ�
volume.

dŚĞ�ƚĂďůĞ�ďĞůŽǁ�ĚĞƐĐƌŝďĞƐ�ƚŚĞ�ŵĞĂƐƵƌĞ�ƚŚĂƚ�ǇŽƵ�ŵƵƐƚ�ƚĂŬĞ�ƚŽ�ǀĂůŝĚĂƚĞ�ĐŽŵƉůŝĂŶĐĞ�ǁŝƚŚŝŶ�ǇŽƵƌ�ŽƌŐĂŶŝǌĂƟŽŶ͘

Level Transactions/Year Validation Required
1 6,000,000 or more Annual on-site review by a QSA and quarterly scans by an ASV

2 150,000 to 6,000,000 Quarterly self-assessment and quarterly scans by an ASV

3 20,000 to 150,000 Quarterly self-assessment and quarterly scans by an ASV

4 All others Quarterly self-assessment and quarterly scans by an ASV

46$� �4XDOL¿HG�6HFXULW\�$VVHVVRU��$69� �$SSURYHG�6FDQQLQJ�9HQGRU

��YƵĂůŝĮĞĚ�^ĞĐƵƌŝƚǇ��ƐƐĞƐƐŽƌƐ�;Y^�Ϳ�ŝƐ�ĐĞƌƟĮĞĚ�ďǇ�ƚŚĞ�W�/�ƚŽ�ǀĂůŝĚĂƚĞ�ĐŽŵƉůŝĂŶĐĞ͘�KŶůǇ�>ĞǀĞů�ϭ�ŵĞƌĐŚĂŶƚƐ�
ŚĂǀĞ�ƚŽ�ƵƐĞ�Ă�Y^�͖�ƚŚĞ�ŽƚŚĞƌ� ůĞǀĞůƐ�ĂƌĞ�ƌĞƋƵŝƌĞĚ�ƚŽ�ƐĞůĨ�ĂƐƐĞƐƐ�ƚŚĞŝƌ�ĐŽŵƉůŝĂŶĐĞ�ĂŶĚ�ŚĂǀĞ�ƚŚĞ�ŽƉƟŽŶ�ƚŽ�
ďƌŝŶŐ� ŝŶ� Ă�Y^�͘��Ŷ��ƉƉƌŽǀĞĚ� ^ĐĂŶŶŝŶŐ�sĞŶĚŽƌ� ;�^sͿ� ŝƐ� ĐĞƌƟĮĞĚ� ƚŽ� ƌƵŶ� ƚŚĞ� ƌĞƋƵŝƌĞĚ�ŶĞƚǁŽƌŬ� ƐĐĂŶƐ� ĨŽƌ�
ǀƵůŶĞƌĂďŝůŝƟĞƐ͘

Facilitating Compliance
/ŵƉůĞŵĞŶƟŶŐ�ĂŶĚ�ĞŶĨŽƌĐŝŶŐ�ĐŽŵƉůŝĂŶĐĞ� ŝŶ�ĂŶǇ�ŽƌŐĂŶŝǌĂƟŽŶ�ƌĞƋƵŝƌĞƐ�ĞǆƚĞŶƐŝǀĞ�ƟŵĞ�ĂŶĚ�ƌĞƐŽƵƌĐĞƐ͘�dŚĞ�
,^D�ƉƌŽǀŝĚĞƐ�Ă�ĐŽŵƉƌĞŚĞŶƐŝǀĞ�ŵĞĐŚĂŶŝƐŵ�ƚŽ�ƋƵŝĐŬůǇ�ďƌŝŶŐ�ǇŽƵƌ�ŽƌŐĂŶŝǌĂƟŽŶ� ŝŶƚŽ�ĐŽŵƉůŝĂŶĐĞ�ǁŝƚŚ�ŬĞǇ�
ƌĞƋƵŝƌĞŵĞŶƚƐ͘� �ŌĞƌ� ŝŵƉůĞŵĞŶƟŶŐ� ƚŚĞ�,^D͕� ƌĞƉŽƌƚƐ� ĂŶĚ�ŵŽŶŝƚŽƌŝŶŐ� ĨĞĂƚƵƌĞƐ� ŚĞůƉ� ƚŽ� ĨĂĐŝůŝƚĂƚĞ� ŽŶŐŽŝŶŐ�
compliance.

WƌŽƚĞĐƟŶŐ��ĂƚĂ�Ăƚ�ZĞƐƚ

�ĂƚĂ�ŵƵƐƚ�ďĞ�ƉƌŽƚĞĐƚĞĚ�ŝŶ�ƐƚŽƌĂŐĞ͘�dŚĞ�,^D�ĞŶƐƵƌĞƐ�ƚŚĂƚ�ĚĂƚĂ�ŝƐ�ƐƚŽƌĞĚ�ƵƐŝŶŐ�ƌĞƉŽƐŝƚŽƌǇ�ĞŶĐƌǇƉƟŽŶ�ĂŶĚ�
ŶĞǀĞƌ�ƌĞƐŝĚĞƐ�ŝŶ�ƚŚĞ��D�͘��ǀĞŶ�ĚĞůĞƚĞĚ�ĚĂƚĂ�ŝƐ�ƐĞĐƵƌĞůǇ�ƐĂŶŝƟǌĞĚ�ƐŽ�ƚŚĂƚ�ŝƚ�ĐĂŶŶŽƚ�ďĞ�ƌĞĐŽŶƐƟƚƵƚĞĚ͘

WƌŽƚĞĐƟŶŐ��ĂƚĂ�ŝŶ�dƌĂŶƐŝƚ

Cardholder data must be secure during the transfer process. The HSM enforces the use of secure protocols, 
ƐƚƌŽŶŐ�ĐŝƉŚĞƌƐ͕�ĂŶĚ�ĞŶĐƌǇƉƟŽŶ�ŬĞǇƐ�ƚŚĂƚ�ƐƚƌŝĐƚůǇ�ĨŽůůŽǁ�W�/��^^�ŐƵŝĚĞůŝŶĞƐ͘
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�ŽŶƚƌŽůůŝŶŐ��ĐĐĞƐƐ�ƚŽ��ĂƚĂ
User access and password policies are also strictly enforced according to the PCI DSS guidelines. A wide range 
ŽĨ�ƐĞĐƵƌĞ�ƵƐĞƌ�ĂƵƚŚĞŶƟĐĂƟŽŶ�ƐŽƵƌĐĞƐ͕�ŝŶĐůƵĚŝŶŐ��ĐƟǀĞ��ŝƌĞĐƚŽƌǇ͕ �Ed>D͕�>��W͕ �Žƌ�K���ͲĐŽŵƉĂƟďůĞ�ĚĂƚĂďĂƐĞƐ͕�
ĂƌĞ�ƐƵƉƉŽƌƚĞĚ�ƚŽ�ƐŝŵƉůŝĨǇ�ŝŶƚĞŐƌĂƟŽŶ�ǁŝƚŚ�ǇŽƵƌ�ĞǆŝƐƟŶŐ�ƐƚƌƵĐƚƵƌĞ͘��ůƚĞƌŶĂƟǀĞůǇ͕ �ǇŽƵ�ĐĂŶ�ĐŚŽŽƐĞ��&d Ɛ͛�ďƵŝůƚͲŝŶ�
'ůŽďĂůƐĐĂƉĞ�ĂƵƚŚĞŶƟĐĂƟŽŶ�ŵĂŶĂŐĞƌ�ƚŽ�ŝƐŽůĂƚĞ�ƵƐĞƌƐ�ĨƌŽŵ�ǇŽƵƌ�ĚŽŵĂŝŶ͘

&Žƌ�ĂĚĚĞĚ�ĐŽŶƚƌŽů͕�ƚŚĞ�,^D�ĂůƐŽ�ĐĂƉƚƵƌĞƐ�Ăůů�ƵƐĞƌ�ĂĐƟǀŝƚǇ�ŝŶ�Ă�ƌĞůĂƟŽŶĂů�ĚĂƚĂďĂƐĞ�ĨŽƌ�ƌĞƉŽƌƟŶŐ�Žƌ�ŝŶĚŝǀŝĚƵĂů�
ƵƐĞƌ�ĂĐƟǀŝƚǇ�ƌĞǀŝĞǁ͘

&ĂĐŝůŝƚĂƟŶŐ�KŶŐŽŝŶŐ��ŽŵƉůŝĂŶĐĞ
zŽƵƌ�ŽƌŐĂŶŝǌĂƟŽŶ Ɛ͛�ŽŶŐŽŝŶŐ�ĐŽŵƉůŝĂŶĐĞ�ŝƐ�Ă�ŬĞǇ�ĨŽĐƵƐ�ŽĨ�ƚŚĞ�,^D͘�WŽůŝĐŝĞƐ�ƐĞƚ�ĂĐĐŽƌĚŝŶŐ�ƚŽ�ƚŚĞ�W�/��^^�ĂƌĞ�
ĞŶĨŽƌĐĞĚ�ƵƐŝŶŐ�ƉƌŽŵƉƚƐ�ĂŶĚ�ǁĂƌŶŝŶŐƐ͖�ŚŽǁĞǀĞƌ͕ �ƵůƟŵĂƚĞ�ĐŽŶƚƌŽů�ĂŶĚ�ŇĞǆŝďŝůŝƚǇ�ƌĞŵĂŝŶ�ŝŶ�ǇŽƵƌ�ŚĂŶĚƐ͕�ďĞĐĂƵƐĞ�
ŶŽŶͲĐŽŵƉůŝĂŶƚ�ƐĞƫŶŐƐ�ĐĂŶ�ďĞ�ĂĐĐĞƉƚĞĚ�ďǇ�ƉƌŽǀŝĚŝŶŐ�Ă�ĐŽƌƌĞƐƉŽŶĚŝŶŐ�ĐŽŵƉĞŶƐĂƟŶŐ�ĐŽŶƚƌŽů͘�
,Žǁ�ĐĂŶ�ǇŽƵ�ƚƌĂĐŬ�ǇŽƵƌ�ĐŽŵƉůŝĂŶĐĞ�ǁŝƚŚ�Ăůů�ƚŚĞ�ǀĂƌŝŽƵƐ�ƌĞƋƵŝƌĞŵĞŶƚƐ͍�dŚĞ�,^D�ƐƵƉƉůŝĞƐ�ĚĂŝůǇ�ĐŽŵƉůŝĂŶĐĞ�
ƌĞƉŽƌƚƐ�;ƵƐŝŶŐ��ZDͿ�ǁŝƚŚ�ĞǆƉůĂŶĂƟŽŶƐ�ŽĨ�Ăůů�ĐŽŵƉĞŶƐĂƟŶŐ�ĐŽŶƚƌŽůƐ�ƚŽ�ŚĞůƉ�ǇŽƵ�ŵĂŝŶƚĂŝŶ�ĐŽŵƉůŝĂŶĐĞ͘�dŚĞƐĞ�
ƌĞƉŽƌƚƐ�ĐĂŶ�ĂůƐŽ�ĨĂĐŝůŝƚĂƚĞ�ĐŽŽƉĞƌĂƟŽŶ�ǁŝƚŚ�Ă�Y^��ĂŶĚ��^s͘

A Comprehensive Approach

dŚŝƐ�W�/��^^�ŚĂƐ�Ă�ǁŝĚĞ�ƌĂŶŐĞ�ŽĨ�ƌĞƋƵŝƌĞŵĞŶƚƐ͘�tŚŝůĞ�ŵĂŶǇ�ŽĨ�ƚŚĞƐĞ�ƌĞƋƵŝƌĞŵĞŶƚƐ�ŝŶǀŽůǀĞ�ƚĞĐŚŶŽůŽŐǇ�ƐŽůƵƟŽŶƐ�
that are addressed directly by the HSM, some require external measures to ensure compliance.

Secure and Compliant Data Exchange

dŚŝƐ�ǁŚŝƚĞƉĂƉĞƌ�ĨŽĐƵƐĞĚ�ƐƉĞĐŝĮĂůůǇ�ŽŶ�ƚŚĞ�W�/��^^͖�ŚŽǁĞǀĞƌ͕ �ŶŽ�ŵĂƩĞƌ�ǁŚŝĐŚ�ƐĞĐƵƌŝƚǇ�ƌĞŐƵůĂƟŽŶƐ�ǇŽƵ�ŶĞĞĚ�ƚŽ�
ĨŽůůŽǁ͕��&d�ǁŝƚŚ�ƚŚĞ�,^D�ĂŶĚ��ZD�ĐĂŶ�ŚĞůƉ�ǇŽƵ�ŐĞƚ�ĂŶĚ�ƐƚĂǇ�ŝŶ�ĐŽŵƉůŝĂŶĐĞ�ĂŶĚ�ŐĞŶĞƌĂƚĞ�ƌĞƉŽƌƚƐ�ƚŽ�ĨĂĐŝůŝƚĂƚĞ�
reviews and audits.
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Appendix 1: Quick Reference to the PCI DSS 
Requirements

dŚĞ�ƚĂďůĞ�ďĞůŽǁ�ŝƐ�Ă�ƋƵŝĐŬ�ƌĞĨĞƌĞŶĐĞ�ŐƵŝĚĞ�ƚŽ�ǁŚŝĐŚ�ƌĞƋƵŝƌĞŵĞŶƚƐ�ĂƌĞ�ĂĚĚƌĞƐƐĞĚ�ǁŝƚŚ��&dͬ�,^D�
and which are external to EFT.

����������с��&dͬ,^D�ĨĂĐŝůŝƚĂƚĞƐ�Ă�ƐŝŐŶŝĮĐĂŶƚ�ƉŽƌƟŽŶ�ŽĨ�ƚŚĂƚ�ƐĞĐƟŽŶ Ɛ͛�ƌĞƋƵŝƌĞŵĞŶƚƐ͘�
����������с��&dͬ,^D�ĚŽĞƐŶ͛ƚ�ŚĂŵƉĞƌ�ĐŽŵƉůŝĂŶĐĞ͖�ŝƚ�ƉƌŽǀŝĚĞƐ�ĐĂƉĂďŝůŝƟĞƐ�ƚŚĂƚ�ĂƵŐŵĞŶƚͬƐƵƉƉŽƌƚ�� �
 what you might already have in place to comply.
����������с�dŚĞ�ƌĞƋƵŝƌĞŵĞŶƚƐ�ŝŶ�ƚŚŝƐ�ƐĞĐƟŽŶ�ƌĞƋƵŝƌĞ�ŵĞĂƐƵƌĞƐ�ĞǆƚĞƌŶĂů�ƚŽ��&d͘ �

Install and maintain a firewall 
configuration to protect cardholder data

1.1 1.2 1.3 1.4 1.5

Do not use vendor-supplied defaults for 
system passwords and other security 
parameters

2.1 2.2 2.3 2.4 2.5 2.6

Protect stored cardholder data 3.1 3.2 3.3 3.4 3.5 3.6 3.7
Encrypt transmission of cardholder data 
across open, public networks

4.1 4.2 4.3

Protect all systems against malware and 
regularly update anti-virus software or 
programs

5.1 5.2 5.3 5.4

Develop and maintain secure systems 
and applications

6.1 6.2 6.3 6.4 6.5 6.6 6.7

Restrict access to cardholder data by 
business need to know

7.1 7.2 7.3

Identify and authenticate access to system 
components

8.1 8.2 8.3 8.4 8.5 8.6 8.7 8.8

Restrict physical access to cardholder 
data

9.1 9.2 9.3 9.4 9.5 9.6 9.7 9.8 9.9 9.10

Track and monitor all access to network 
resources and cardholder data

10.1 10.2 10.3 10.4 10.5 10.6 10.7 10.8

Regularly test security systems and 
processes

11.1 11.2 11.3 11.4 11.5 11.6

Maintain a policy that addresses 
information security for all personnel

12.1 12.2 12.3 12.4 12.5 12.6 12.7 12.8 12.9 12.10
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Appendix 2: PCI DSS Requirements Addressed with 
EFT™ and the High Security Module
dŚĞ�ƚĂďůĞƐ�ďĞůŽǁ�ůŝƐƚ�ĞĂĐŚ�ƌĞƋƵŝƌĞŵĞŶƚ�ĂŶĚ�Ă�ĚĞƐĐƌŝƉƟŽŶ�ŽĨ�ŚŽǁ�ƚŚĞ�,^D�ŚĞůƉƐ�ĐŽŵƉůǇ�ǁŝƚŚ�ƚŚĞ�
requirement.
ZĞƋƵŝƌĞŵĞŶƚ�ϭ͗�/ŶƐƚĂůů�ĂŶĚ�DĂŝŶƚĂŝŶ�Ă�&ŝƌĞǁĂůů��ŽŶĮŐƵƌĂƟŽŶ�ƚŽ�WƌŽƚĞĐƚ��ĂƌĚŚŽůĚĞƌ��ĂƚĂ

PCI DSS Requirement How Requirement is Addressed with EFT
1.1 Establish and 
implement  firewall and router  
configuration standards.

Requires measures external to EFT.

1.2 Build firewall and router 
configurations that restrict 
connections between untrusted 
networks and any system 
components in the cardholder data 
environment.

Requires measures external to EFT; however EFT also provides a robust set of IP 
access filters to control access to EFT and/or the DMZ Gateway.

1.3  Prohibit direct public 
access between the Internet and 
any system component in the 
cardholder data environment.

Storing cardholder in the DMZ or other untrusted network is expressly prohibited 
by PCI DSS (1.3.7). And for security best practices you should now allow inbound 
connections to originate from untrusted into trusted zones. 
EFT’s optional DMZ Gateway module solves both of these problems. Refer to http://
www.globalscape.com/mft/dmz-gateway.aspx for details of DMZ Gateway.

1.3.1 Implement a DMZ to 
limit inbound traffic to only 
system components that 
provide authorized publicly 
accessible services, protocols, 
and ports.

EFT in combination with the DMZ Gateway module facilitates compliance with this 
requirement.

1.3.2 Limit inbound Internet 
traffic to IP addresses within 
the DMZ.

When EFT is used in combination with the DMZ Gateway, no internal inbound 
ports need be opened into the trusted network, hence all inbound traffic will be 
restricted to IP addresses within the DMZ.

1.3.3 Do not allow any 
direct connections inbound 
or outbound for traffic 
between the Internet and the 
cardholder data environment.

The need for inbound connections between the DMZ and the internal network is 
eliminated when using EFT in combination with the DMZ Gateway module.

1.3.4 Implement anti-spoofing 
measures to detect and block 
forged source IP addresses 
from entering the network.

Requires measures external to EFT. 

1.3.5 Do not allow 
unauthorized outbound traffic 
from the cardholder data 
environment to the Internet.

EFT can be configured* to use the DMZ Gateway as a SOCKS5 proxy for outbound 
traffic. Offloading files using EFT though the DMZ Gateway means your internal 
IP address won’t be exposed (1.3.48). Additional steps may be required to fulfill 
this requirement, such as DLP and deep content inspection tools, before files are 
submitted to EFT for offloading. *Requires DMZ Gateway.

1.3.6 Implement stateful 
inspection, also known as 
dynamic packet filtering.

Requires measures external to EFT.
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1.3.7 Place system components 
that store cardholder data 
(such as a database) in an 
internal network zone, 
segregated from the DMZ and 
other untrusted networks.

EFT, when combined with the DMZ Gateway, eliminates the need to store data in 
the DMZ.

1.3.8 Do not disclose private 
IP addresses and routing 
information to unauthorized 
parties.

Your internal IP addressing scheme is never exposed when EFT is used in 
combination with the DMZ Gateway .

1.4 Install personal firewall 
software on any mobile and/or 
employee-owned computers

Requires measures external to EFT.

1.5 Document policies and 
procedures

Requires measures external to EFT.

ZĞƋƵŝƌĞŵĞŶƚ�Ϯ͗��Ž�EŽƚ�hƐĞ�sĞŶĚŽƌͲ^ƵƉƉůŝĞĚ��ĞĨĂƵůƚƐ�ĨŽƌ�^ǇƐƚĞŵ�WĂƐƐǁŽƌĚƐ�ĂŶĚ�KƚŚĞƌ�^ĞĐƵƌŝƚǇ�
Parameters

PCI DSS Requirement How Requirement is Addressed with EFT
2.1 Always change vendor-
supplied defaults and remove 
or disable unnecessary 
default accounts before 
installing a system on the 
network.

With the HSM and a high security-enabled Site, EFT detects whether any default values 
are specified for Admin login port (1100), DMZ Gateway port (44500), FTP banner 
message, or SFTP banner message, and will prompt you to change them. No default 
passwords, usernames, certificates, or keys are used.

2.2 Develop configuration 
standards for all system 
components.

Refer to the specific sub-requirements below.

2.2.1 Implement only 
one primary function 
per server

EFT’s primary function is File Transfer. It is up to the administrator to segregate servers.

2.2.2 Enable only 
necessary services, 
protocols, daemons, 
etc., as required for the 
function of the system. 

It is up to the administrator to determine whether an enabled protocol is necessary. No 
protocol is enabled by default. 

2.2.3 Implement 
additional security 
features for any required 
services, protocols, 
or daemons that are 
considered to be 
insecure.

Any unsecure protocols such as plaintext FTP or HTTP are automatically detected* and 
you are prompted to change them or present a compensating control. 
*Requires HSM and creation of a PCI DSS Site. 

2.2.4 Configure system 
security parameters to 
prevent misuse.

With the HSM and a PCI DSS Site, EFT monitors and warns when
o User login credentials not-persisted in memory beyond the absolute minimum 

time necessary (some configurations require this when reusing credentials for 
secondary connections)

o Flood and DoS prevention settings set too low
o FTP Anti-timeout prevention scheme disabled or FXP (site-to-site) permitted 
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2.2.5 Remove all 
unnecessary functionality 

It is up to the administrator to remove any scripts, custom commands, AWE workflows or 
similar user-created files that are no longer in use. 

2.3 Encrypt all non-console 
administrative access using 
strong cryptography.

The status of non-console (remote) access settings are monitored* and you are warned if 
SSL is not enabled and given the option to either disable remote administration or enable 
SSL. *Requires HSM and creation of a PCI DSS Site

2.4 - 2.6 Inventory 
maintenance, policy 
documentation and 
enforcement, and shared 
hosting requirements 

Requires measures external to EFT.

ZĞƋƵŝƌĞŵĞŶƚ�ϯ͗�WƌŽƚĞĐƚ�^ƚŽƌĞĚ��ĂƌĚŚŽůĚĞƌ��ĂƚĂ

PCI DSS Requirement How Requirement is Addressed with EFT
3.1 Keep cardholder data storage 
to a minimum by implementing 
data retention and disposal policies, 
procedures and processes.

EFT provides a scheduled, automatic Clean-up Action*. Deleted files can be purged** by 
writing over the initial data using encrypted and/or pseudorandom data (PCI DSS 9.8). 
Disk quotas can be set to limit data storage. *Requires EFT Enterprise. **Requires HSM

3.2 Do not store sensitive 
authentication data after 
authorization (even if encrypted).

3.2.1-3 Refers to card sensitive authentication data (SAD), which should never be stored 
on the server. Use a third-party DLP or similar tool to detect and prevent SAD storage. 

3.3 Mask PAN when displayed Not applicable to EFT, because EFT cannot display that data.
3.4 Render PAN, at minimum, 
unreadable anywhere it is stored.

Encrypt PAN or other sensitive data using EFT’s optional OpenPGP encryption module 
or third-party encryption utilities.

3.4.1 If disk encryption is 
used, logical access must be 
managed independently of native 
operating system authentication 
and access control mechanisms.

EFT will detect and warn if Microsoft Encrypting File System (EFS) is being used.
(Requires HSM and creation of a PCI DSS Site.)

3.5 Document and implement 
procedures to protect keys 

Mostly requires measures external to EFT; however access to keys through the 
administrator interface is limited to administrator roles with Site or Server access only. 

3.6 Fully document and implement 
all key management processes and 
procedures

Mostly requires measures external to EFT; however, per 3.6.1 EFT will disallow creation 
of 512 or lesser certificate/key bit lengths. Default bit-length is set to 2048 bits for 
new keys. When importing SSL or SFTP keys, a warning will appear if a weak key is 
imported.
*Requires HSM and creation of a PCI DSS Site 

3.7 Document policies and 
procedures 

Requires measures external to EFT.
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PCI DSS Requirement How Requirement is Addressed with EFT

4.1 Use strong cryptography and 
security protocols 

Secure protocols such as SSL, TLS, and SFTP (SSH2) are provided for data transmission. 
For high security-enabled sites, SSL is restricted* to versions v3 or higher, and 
ciphers  to minimum of 128 bits. Secure data transmission is enforced* by automatically 
redirecting  incoming HTTP traffic to HTTPS. *Requires HSM

4.2 - 4.3 Never send unprotected 
PANs by end-user messaging 
technologies; document security 
policies and procedures 

Requires measures external to EFT.

ZĞƋƵŝƌĞŵĞŶƚ�ϱ͗�hƐĞ�ĂŶĚ�ZĞŐƵůĂƌůǇ�hƉĚĂƚĞ��ŶƟͲsŝƌƵƐ�^ŽŌǁĂƌĞ

PCI DSS Requirement How Requirement is Addressed with EFT
5.1 - 5.4  Anti-virus requirements. Requires measures external to EFT

ZĞƋƵŝƌĞŵĞŶƚ�ϲ͗��ĞǀĞůŽƉ�ĂŶĚ�DĂŝŶƚĂŝŶ�^ĞĐƵƌĞ�^ǇƐƚĞŵƐ�ĂŶĚ��ƉƉůŝĐĂƟŽŶƐ

PCI DSS Requirement How Requirement is Addressed with EFT
6.1 Establish a process to identify 
security vulnerabilities

Globalscape has formal processes for dealing with potential security vulnerabilities 
discovered in EFT, including an escalation process, a risk assessment that includes 
Common Vulnerability Scoring System (CVSS) risk ranking, and a process for notifying 
customers of critical patches or workarounds. 

6.2 Ensure that all system 
components and software 
are protected from known 
vulnerabilities by installing 
applicable vendor-supplied security 
patches. Install critical security 
patches within one month of release. 

The latest version of EFT is always available from the Globalscape website. Customers 
are automatically notified upon critical patch availability. It is up to the customer to 
install the patch within the designated one-month window. 

6.3 Develop internal and external 
software applications securely.

Globalscape takes a number steps to develop secure software, as documented here: 
http://kb.globalscape.com/KnowledgebaseArticle11061.aspx. 

6.3.1 Removal of custom 
application accounts, user 
IDs, and passwords before 
applications become active or 
are released to customers

Only applies to Professional Services engagements and should be verified prior to 
deployment.

6.3.2 Review of custom code 
prior to release to production 
or customers in order to 
identify any potential coding 
vulnerability.

Only applies to Professional Services engagements and should be verified prior to 
deployment.

6.4 Follow change control 
procedures for all changes to system 
components.

Requires measures external to EFT.

6.5 Address common coding 
vulnerabilities in software-
development processes 

Globalscape takes a number steps to develop secure software, as documented here: 
http://kb.globalscape.com/KnowledgebaseArticle11061.aspx. 
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6.6 For public-facing web 
applications, address new threats 
and vulnerabilities on an ongoing 
basis.

Requires customer to run a security scan. However, Globalscape also performs routine 
third-party security scans of EFT’s public-facing web interfaces as part of its quality 
assurance process.

6.7 Document policies and 
procedures

Requires measures external to EFT.

ZĞƋƵŝƌĞŵĞŶƚ�ϳ͗�ZĞƐƚƌŝĐƚ��ĐĐĞƐƐ�ƚŽ��ĂƌĚŚŽůĚĞƌ��ĂƚĂ�ďǇ��ƵƐŝŶĞƐƐ�EĞĞĚͲƚŽͲ<ŶŽǁ

PCI DSS Requirement How Requirement is Addressed with EFT
7.1 Limit access to system 
components and cardholder data 
to only those individuals whose job 
requires such access.

EFT provides complete control administrator and user access to resources, with 
administrator accounts completely segregated from user accounts. 

7.2 Establish an access control 
system for systems components with 
multiple users that restricts access 
based on a user’s need to know, and 
is set to “deny all” unless specifically 
allowed.

Segregation and control of user access is achieved using unique accounts, permission 
groups, virtual folders, and settings templates. Segregation and control of administrator 
access is accomplished via delegated, role-based administrator accounts 

7.3 Document policies and 
procedures.

Requires measures external to EFT.

ZĞƋƵŝƌĞŵĞŶƚ�ϴ͗��ƐƐŝŐŶ�Ă�hŶŝƋƵĞ�/��ƚŽ��ĂĐŚ�WĞƌƐŽŶ�ǁŝƚŚ��ŽŵƉƵƚĞƌ��ĐĐĞƐƐ

PCI DSS Requirement How Requirement is Addressed with EFT
8.1 Define and implement policies 
and procedures to ensure proper user 
identification management 

EFT enforces unique usernames for both users and administrators (8.1.1), provides 
granular administrative controls over user provisioning and authorization (8.1.2), allows 
user and admin account revocation (8.1.3), provides automatic removal of inactive users 
after 90 days (8.1.4), includes controls for temporarily enabling/disabling users (8.1.5), 
auto-locks  users after six failed login attempts (8.1.6), either for a period of time or 
permanently until the admin unbans (8.1.7), and automatically expires sessions after 15 
minutes of inactivity (8.1.8) 

8.2 In addition to assigning a 
unique ID, ensure proper user 
authentication.

EFT supports various combinations of password, certificate, two-factor, and public-key 
authentication mechanisms (8.2), secures passwords during transmission (assumes 
SSL or SSH), and storage (with a one way [uniquely salted] hash)(8.2.1), verifies 
identify before allowing password reset or lost username retrieval according to OWASP 
guidelines (8.2.2), includes minimum length and a number of complexity options 
(8.2.3), expires and forces password change after 90 days (8.2.4), disallows password re-
use, internal dictionary match, or username match (8.2.5), and can force first time use 
password reset (8.2.6). 

8.3 Incorporate two-factor 
authentication for remote network 
access.

Although EFT supports 2FA, this requirement is about network access, such as what is 
normally done over a VPN. 

8.4 Document and communicate 
authentication procedures and 
policies 

Requires measures external to EFT.
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8.5 Do not use group, shared, or 
generic IDs, passwords, or other 
authentication methods 

The “Anonymous” password type is disallowed on a high-security-enabled Site 
(Requires HSM). To comply with 8.5.1 you will need to create unique accounts for 
service provider access, should there ever be a need to provide such access. 

8.6 Requirements for unique and 
controlled access using non-standard 
authentication mechanisms. 

Requires measures external to EFT as most of these are physically provisioned to the 
user. 

8.7 All access to any database 
containing cardholder data is 
restricted.

EFT provides granular controls over which administrators can access EFT’s reports 
from within the EFT Server console; however controls over access to the database 
(including the data) itself requires measures external to EFT. 

8.8 Document policies and 
procedures.

Requires measures external to EFT 

ZĞƋƵŝƌĞŵĞŶƚ�ϵ͗�ZĞƐƚƌŝĐƚ�WŚǇƐŝĐĂů��ĐĐĞƐƐ�ƚŽ��ĂƌĚŚŽůĚĞƌ��ĂƚĂ

PCI DSS Requirement How Requirement is Addressed with EFT
9.1 - 9.7 Requirements related to 
physical access to the cardholder 
environment. 

Requires measures external to EFT.

9.8 Cardholder data on electronic 
media must be rendered 
unrecoverable via a secure wipe 
program 

EFT includes a data-wiping algorithm for sanitizing deleted data on disk. (Requires 
HSM.) 

9.9 Protect devices that capture 
payment card data via direct 
physical interaction 

Requires measures external to EFT 

9.10 Document policies and 
procedures.

Requires measures external to EFT 

ZĞƋƵŝƌĞŵĞŶƚ�ϭϬ͗�dƌĂĐŬ�ĂŶĚ�DŽŶŝƚŽƌ��ůů��ĐĐĞƐƐ�ƚŽ�EĞƚǁŽƌŬ�ZĞƐŽƵƌĐĞƐ�ĂŶĚ��ĂƌĚŚŽůĚĞƌ��ĂƚĂ

PCI DSS Requirement How Requirement is Addressed with EFT
10.1 Implement audit trails to link 
all access to system components to 
each individual user 

Preconfigured reports of all activity (including administrator actions*) within EFT 
can be generated on demand with the Auditing and Reporting Module (ARM) 
*Requires ARM and HSM.

10.2  Implement automated audit 
trails for all system components 

EFT will audit* all user access to data (10.2.1), and all administrator changes** 
to configuration settings (10.2.2). Access to audit trails, invalid logical access, 
authentication mechanisms, object creation, and initialization of audit logs (10.2.3-
2.7) is managed at the database server.
*Requires ARM and HSM

10.3 Record audit trail entries for 
all system components

EFT audits* user identity (10.3.1), type of transaction (10.3.2), date and time of 
transaction (10.3.3), transaction result (10.3.4), remote and local IP (10.3.5), and 
objects affected (10.3.6). *Requires ARM

10.4 Synchronize critical system 
clocks and times

Requires measures external to EFT.

10.5 Secure audit trails so that 
they cannot be altered.

Audited data integrity depends on the chosen database solution and authentication 
architecture. EFT supports auditing* to a central SQL or Oracle** server. *Requires 
ARM **Requires EFT Enterprise
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About Globalscape
'ůŽďĂůƐĐĂƉĞ�ĞŶƐƵƌĞƐ�ƚŚĞ�ƌĞůŝĂďŝůŝƚǇ�ŽĨ�ŵŝƐƐŝŽŶͲĐƌŝƟĐĂů�ŽƉĞƌĂƟŽŶƐ�ďǇ�ƐĞĐƵƌŝŶŐ�ƐĞŶƐŝƟǀĞ�ĚĂƚĂ�ĂŶĚ�
ŝŶƚĞůůĞĐƚƵĂů�ƉƌŽƉĞƌƚǇ͘�'ůŽďĂůƐĐĂƉĞ Ɛ͛�ƐƵŝƚĞ�ŽĨ�ƐŽůƵƟŽŶƐ�ĨĞĂƚƵƌĞƐ��ŶŚĂŶĐĞĚ�&ŝůĞ�dƌĂŶƐĨĞƌΡ͕�ƚŚĞ�ŝŶĚƵƐƚƌǇͲ
ůĞĂĚŝŶŐ�ĞŶƚĞƌƉƌŝƐĞ�ĮůĞ�ƚƌĂŶƐĨĞƌ�ƉůĂƞŽƌŵ�ƚŚĂƚ�ĚĞůŝǀĞƌƐ�ŵŝůŝƚĂƌǇͲŐƌĂĚĞ�ƐĞĐƵƌŝƚǇ�ĂŶĚ�Ă�ĐƵƐƚŽŵŝǌĂďůĞ�ƐŽůƵƟŽŶ�
ĨŽƌ�ĂĐŚŝĞǀŝŶŐ�ďĞƐƚͲŝŶͲĐůĂƐƐ�ĐŽŶƚƌŽů�ĂŶĚ�ǀŝƐŝďŝůŝƚǇ�ŽĨ�ĚĂƚĂ�ŝŶ�ŵŽƟŽŶ�Žƌ�Ăƚ�ƌĞƐƚ͕�ĂĐƌŽƐƐ�ŵƵůƟƉůĞ�ůŽĐĂƟŽŶƐ͘�
&ŽƵŶĚĞĚ�ŝŶ�ϭϵϵϲ͕�'ůŽďĂůƐĐĂƉĞ�ŝƐ�Ă�ůĞĂĚŝŶŐ�ĞŶƚĞƌƉƌŝƐĞ�ƐŽůƵƟŽŶ�ƉƌŽǀŝĚĞƌ�ŽĨ�ƐĞĐƵƌĞ�ŝŶĨŽƌŵĂƟŽŶ�ĞǆĐŚĂŶŐĞ�
ƐŽŌǁĂƌĞ�ĂŶĚ�ƐĞƌǀŝĐĞƐ�ƚŽ�ƚŚŽƵƐĂŶĚƐ�ŽĨ�ĐƵƐƚŽŵĞƌƐ͕�ŝŶĐůƵĚŝŶŐ�ŐůŽďĂů�ĞŶƚĞƌƉƌŝƐĞƐ͕�ŐŽǀĞƌŶŵĞŶƚƐ͕�ĂŶĚ�ƐŵĂůů�
businesses.

10.6 Review log sand security 
events for all system components 
(10.6.1) at least daily

A daily PCI DSS Compliance report can be generated by EFT and sent via email 
to the appropriate recipient(s). Administrators can also attach any other canned or 
administrator created report to the daily email. (Requires both ARM and HSM.)

10.7 Retain audit trail history for 
at least one year

Requires measures external to EFT.

10.8 Document policies and 
procedures

Requires measures external to EFT

ZĞƋƵŝƌĞŵĞŶƚ�ϭϭ͗�ZĞŐƵůĂƌůǇ�dĞƐƚ�^ĞĐƵƌŝƚǇ�^ǇƐƚĞŵƐ�ĂŶĚ�WƌŽĐĞƐƐĞƐ

PCI DSS Requirement How Requirement is Addressed with EFT
11.1 - 11.6 Requirements relating to 
regular testing of security systems 
and processes.

Requires measures external to EFT.

ZĞƋƵŝƌĞŵĞŶƚ�ϭϮ͗�DĂŝŶƚĂŝŶ�Ă�WŽůŝĐǇ�ƚŚĂƚ��ĚĚƌĞƐƐĞƐ�/ŶĨŽƌŵĂƟŽŶ�^ĞĐƵƌŝƚǇ

PCI DSS Requirement How Requirement is Addressed with EFT
12.1 - 12.10 Maintain a policy that 
addresses information security 
for all personnel 

Requires measures external to EFT


