
INFORMATION SECURITY & RISK MANAGEMENT

Has your financial institution (FI) found it challenging to keep pace with the latest technological advancements, 
regulatory compliance directives, and customer service demands? If so, you are not alone. 
 
With Gladiator Hosted Network Solutions (HNS) from ProfitStars®, you can seamlessly move IT infrastructures  
to the cloud to leverage its many benefits. By moving your infrastructure to a secure, private cloud and 
transferring management responsibilities to experienced advisers and engineers who understand your  
business, your internal IT resources are free to focus on more strategic initiatives while at the same time 
lowering your risk profile.

Proven Expertise from an Industry Leader that Understands Your Business
Working with Gladiator HNS, you gain a partner that has been providing outsourced core banking and credit 
union applications for many years, in addition to hosted IP telephony and hosted network security services. 
This means you can bring your institution the best in: 

 ■ Regulatory Compliant - Gladiator 
HNS is under direct FFIEC oversight. 
Clients can request a Report of 
Examination (ROE). Additionally, you 
will receive SSAE-16 SOC2 audit 
reports annually.

 ■ On-Demand Resources -  
Gladiator’s HNS uses a consumption 
computing methodology. Rather 
than purchasing servers, software, 
data center space, and network 
equipment, your institution simply 
pays for the resources you need  
when you need them. 

 ■ Cybersecurity - Mitigate your 
cybersecurity risks with our secure, 
private cloud. Your institution hides 
behind us. We connect to the internet 
and you connect to us. Gladiator HNS 
utilizes multiple layers of security, 
including JHA’s enterprise cloud 
security, Advanced Malware Protection, dedicated UTM, VMware’s VDI, encryption, next-generation 
endpoint security, and secure private routing. With Gladiator HNS, your cybersecurity posture is robust 
and resilient, greatly mitigating cyber threats.
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With Gladiator HNS, you can expect expert guidance and management for all the computing resources you 
need to migrate your infrastructure to a secure, private cloud environment. Options include:
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 ■ Hosted Servers – Designed to host some or 
all of your institution’s network server-based 
applications, including JHA apps, network, and 
most third-party servers.

 ■ Disaster Avoidance – Utilizes the same 
methodology that JHA OutLink Processing 
ServicesTM uses for secure core and item 
processing.

 ■ Site Redundancy – Hosted in JHA data centers for 
redundant site replication.

 ■ Easier Compliance – Our systems patching, 
managed IT, and managed security services 
include our on-demand report service, making it 
much easier to provide information to auditors.

 ■ MITS – Includes Gladiator Managed IT Services™ 
(MITS) monitoring, alerting, reporting, and 
Windows OS patching for contracted servers.  
The HNS MITS service also includes remediation 
of alerts and patching issues as they happen.

 ■ Enhanced Security – All hosted services are 
wrapped in 24x7x365 in-depth layered security 
monitoring.

 ■ AMP –  Gladiator Advanced Malware Protection™.

 ■ OS Support – Windows and Linux OS, any 
manufacturer supported release.

 ■ Consumption-Based Model – Services based on 
consumption usage, including server memory, 
storage, and licensing requirements.

 ■ Productivity Software – Support for Office 365 or 
traditional Microsoft Office and Exchange email.

 ■ Remote Access – Includes internet access layered 
with Gladiator Firewall/IPS device and server 
security monitoring for secure remote user access.

 ■ Service Desk – Offers your institution an employee 
Service Desk for end user day-to-day support.

 ■ Communications – MPLS Services to redundant 
JHA data centers, with VPN backup internet-
based communications. Bandwidth is based on 
services being offered.

 ■ Tapeless Backup – Includes tapeless backup for 
granular restore in addition to site replication. 
Supports you with one more layer of redundancy.


