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< FFIEC

Federal Financial Institutions Examination Council

New “Architecture, Infrastructure, and Operations” booklet:

Expanded guidance to help assess the risk profile and
adequacy of information technology architecture,
infrastructure, and operations.
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Presentation Notes
Provides expanded guidance to help examiners assess the risk profile and adequacy of information technology architecture, infrastructure, and operations.


< FFIEC

Federal Financial Institutions Examination Council

New “Architecture, Infrastructure, and Operations” booklet:

Replaces the “Operations” booklet issued in July 2004.

Provides examiners with expectations regarding architecture
and infrastructure planning, governance, risk management and
operations of regulated entities.
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< FFIEC

Federal Financial Institutions Examination Council

New Authentication guidance:

Provides examples of effective principles and practices for
customers, employees, and third parties accessing digital
banking services and information systems.
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First things first:

Share
stain
) Market

What's your
current state?
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Anywhere Access Secondary Data Centre

Next:

Where are your
gaps”?
Products/Services
VS - Thin Client
IT system

capabilities, security
and resilience
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Presentation Notes
Review your existing infrastructure and operations to determine the capabilities needed by IT systems to deliver the expected (or new) products and services. 


Next:
Map your Network
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Presentation Notes
Review your existing infrastructure architecture to determine appropriate controls needed to reduce risks. Examples: Audit, logging and monitoring of firewall, server and workstation activity. Support of software updates, patches and configuration management. Roles and responsibilities of system users and administrators.


FFIEC
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Handbook
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Presentation Notes
The FFIEC makes available the examination handbook to help FIs understand and ensure proper best practices

https://ithandbook.ffiec.gov/
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Examination
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Architecture, Infrastructure,
and Operations (AlO)

Design

Architecture

» (Governance
- Risk assessments
- IT/Security Policies
- Procedures
- Management Reports

Operations

Manage
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Presentation Notes
Coordinate and oversee the Design, Build and ongoing Management of Operations to support Architecture and Infrastructure strategies. Use risk assessments to inform proper design, IT and Security policies to inform proper build, procedures and management reports to inform ongoing operations management.


Architecture, Infrastructure, and Operations (AlO)

Roles & Responsibilities
Security
Resiliency

Shadow IT

- Unauthorized software
- Unsupported technology

Asset Management
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Presentation Notes
Be intentional in the assignment of roles and responsibilities for infrastructure asset management. Include security and resiliency planning in the responsibilities of individuals in charge of architecture and infrastructure. Be aware of Shadow IT across your footprint.


Architecture, Infrastructure, and Operations (AlO)

3rd Party Management

e I\\. - -
Roles & Responsibilities e 2
] ) dﬁ o AN
- Vendor selection/onboarding : Lo "/
- Vendor relationships - < THIRD PARTY .
- 3 Party risk assessments = _ MANAGEMENT -
- 31 Party budget/spend = \/ o N -
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Authentication Guidance

MULTIFACTOR
AUTHENTICATION

* Risk Assessment to determine:

Users (employees, vendors, customers)
Banking products/services
Authentication practices

Control effectiveness
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Authentication Guidance

* Risk Assessment « MFA for:

* Layered Security « Outlook Web Access (OWA)
 Multi-Factor Authentication (MFA) « VPN

* Monitoring, Logging and Reporting «  Admin/Privileged users

« Email and Internet systems




Authentication Guidance

* Risk Assessment * Inventory of
* Prior to implementing new services * Information Systems
* Integrated, enterprise-wide « Digital Banking services
* Maintain current access and * High-risk transactions
authentication risks & controls . High-risk users

Jggsl(gcﬁg&ry Jjack henry Banking syrn‘ftar‘ X ProfitStars



Presenter
Presentation Notes
Section 3 of the guidance. A risk assessment evaluates risks, threats, vulnerabilities, and controls associated with access and authentication, and supports decisions regarding authentication techniques and access management practices. Effective risk assessment practices include (read bullets).


Authentication Guidance

« Layered security  Examples
* Preventive » User time-outs
* Detective « System hardening
» Corrective * Network segmentation
« Compensating controls » Monitoring processes
» Protect from unauthorized access » Transaction amount limits
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Presentation Notes
Section 4 of the guidance. Layered security incorporates multiple preventive, detective and corrective controls. It’s designed to compensate for potential weaknesses in any one control. Should be consistent with assessed level of risk of unauthorized access to information systems and digital banking services.


Authentication Guidance

* Multi-Factor Authentication  Examples
« Part of layered security « OTP devices (tokens)
 High-risk transactions / users * Keys
« Something you know  Passphrases
« Something you have » Biometrics

« Something you are

g\
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Presentation Notes
Section 5 of the guidance.  MFA is recommended for high-risk transactions and for high-risk users. NIST defines MFA factors as something you know/have/are.


Authentication Guidance

* Monitoring, Logging and Reporting  Examples

« Visibility into unauthorized access * Transaction/audit logs
- Timely response and investigation * Fraud monitoring
« Promote accountability « Anomaly detection monitoring

* Fraud response policies

g\
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Presentation Notes
Section 6 of the guidance. Monitoring, activity logging, and reporting processes and controls assist financial institution management in determining if attempted or realized unauthorized access to information systems and accounts has occurred.


Authentication Guidance

 Email and Internet systems - Examples
« Common attack surface * Browser pop-up blocking
 Misconfigured systems * URL re-directs
 Unpatched vulnerabilities *  MFA for email
 Social engineering « Awareness education
* Phishing

g\
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Presentation Notes
Section 7 of the guidance. Users’ email accounts and Internet browsers are common access points used by threat actors to gain unauthorized access, obtain or compromise sensitive data, or initiate fraud. 


Establish and maintain...

» People in the right roles (ISO, Risk Officer, IT Officer)
* Transparency and commitment

* Proper documentation and technology

 Risk appetite/tolerance statement

...to achieve key outcomes

Regulatory e Authoritative 4.4 Common Language of
Compliance Asset Inventory Risks and Controls
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Regulatory
Compliance

Connect

across the el

: . tracking
organization

Controls
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Presentation Notes
With this approach, you can connect data that harmonizes regulatory guidelines with policies, controls, vendor risks, incidents and business continuity management.

What else can you do with this data? 

This can help you identify: 
When to issue continuity tests and vendor questionnaires 
How to measure effectiveness of risk controls after compliance changes




Gladiator™ Services

Total Protect Managed
Security Services

UTM Management & Monitoring
SIEM Monitoring, Alerting & Reporting
Incident Alert, Early Breach Detection
Advanced Malware Protection
Enterprise Vulnerability Scanning

OS and Application Patching
Endpoint Security Management

Data Backup & Recovery

Governance, Risk &
Compliance Services

Virtual Information Security Officer
Information Security Risk Assessment
Written Information Security Program
Security Awareness Training
Business Continuity Management
Mock Disaster Drills

Vendor Management

GRC

Centurion® - Disaster
Recovery Services

Enterprise Level Backup

On premise Recovery

Virtual Server Recovery

In-house Core Hosted High Availability
Tape Recovery

Testing Facilities

Hosted Network
Solutions

laaS in JHA'’s private cloud

VMWare Virtual Servers

VMWare Virtual desktop

Hosted JHA and third-party apps
Hardware and Microsoft licensing
Hardware and software maintenance
SD-WAN services
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Presentation Notes
We offer services to help address your concerns about today’s complex technology and the security issues and challenges you face due to the ever-changing regulatory compliance landscape. 

Our Total Protect Managed Security services include firewall management and monitoring, IDS/IPS, Advanced Malware Protection as well as Vulnerability Scanning, Patching, Endpoint Security Management as well as Data Backup & Recovery.

The IT Reg Compliance services provide you with expertise through products and solutions that address the latest IT, Information Security, and Cybersecurity regulatory compliance requirements. 

Centurion Disaster Recovery Services include enterprise level backup and recovery to enable financial institutions to systematically back up and restore their operational infrastructures in the event of temporary business interruptions or catastrophic disasters. 

Hosted Network Solutions is Jack Henry’s private cloud, infrastructure-as-a-service computing model delivering hosted computing infrastructure – servers, storage, network security and operating systems – as an on-demand service.


About Gladiator

Operations

* Certified System, Network & Security Professionals
» Network Routing, Virtualization, Windows, Security
* Cisco, VMWare, Microsoft, Firewalls

» 24/7 Network Monitoring & Management
« 24/7 Security Operations Center
» Governance Risk & Compliance Center

 Remote End-User Help Desk
» Located in the USA
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250+ employees in the Gladiator organization alone


CYBERSECURITY
FORUM

SAFER. SMARTER. TOGETHER.

When

Thursday, November 18, 2021 | 10 A.M. —4 PM. CT THE RANSOMWARE ROLLER COASTER:

Where ARE YOU READY TO RIDE?

R e A I S New this year: Hear about Jack Henry’s modern

Cost approach to cyber defense.
FREE ($1,495 Value)

Register Now: https://discover.jackhenry.com/jack-henr



https://discover.jackhenry.com/jack-henry-cybersecurity-forum

Thank Youl!

Viviana Campanaro, CISSP
vcampanaro@jackhenry.com
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