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Presenter
Presentation Notes
Today we’re talking about GRC – Governance, Risk and Compliance – and what it means in the community financial institution space.  We’ll briefly go through some definitions--“What is GRC”-- then we’ll list a few reasons to automate your GRC strategy, and then we’ll see some examples and practical applications of the strategy in an automated solution, GRC in Action. Finally we’ll leave you with areas where you can start to optimize the resources you already have to continue to enhance your Risk and Compliance programs across your institution.


"90% of financial institutions

It’s a Scal'y world... reported being targeted by malware”

“"Cybercrime Up 600% Due “"Ransomware attacks are estimated to
To COVID-19 Pandemic” cost 36 trillion annually by 2027"

"34% of businesses hit with malware took a "92% of malware js
week or more to regain access to their data.” delivered by email

“"Over 18 million websites are infected
with malware at a given time each week."

“Z out of every 10 malware
payloads were ransomware’”

"98% of cyber attacks rely “"The total malware infections have been
on social engineering” on the rise for the last ten years”
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Presentation Notes
Proliferation of cyberthreats
Complex IT environments
Risk landscape changes often


Governance Risk & Compliance

Jasis herwy.

AN N

Set business strategy &

objectives

Determine risk appetite
Establish culture & values
Develop internal policies

Monitor/measure

performance


Presenter
Presentation Notes
Governance, Risk and Compliance (GRC) is a strategy that helps us be effective in managing enterprise risk in order to comply with policies, laws and regulations. 
In the financial industry, a GRC strategy aligns a financial institution’s (FI’s) organizational structure, or the PEOPLE, with the technology and processes that meet their business objectives.  This strategy is informed by the FI’s risk appetite statement, which in turn serves as a reference point to develop internal policies and monitor / measure operational performance of the organization.
Risk and Compliance strategy is driven by the corresponding Governance area of the organization under the CEO and/or Board of Directors:  the Chief Risk Officer, the Information Security Officer or an Enterprise Risk Management team.

Alignment is the operative word, as well see through the course of our discussion today.



Governance Risk & Compliance

v"  Risk = Possibility of
loss or damage created

by an activity or person

v'  Seeks to Identify and
Assess risks in order to

Mitigate, Accept, Avoid

or Transfer them

Jasis herwy.
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Risk Management is the second element of the strategy, where we Identify and Assess risks in order to take the appropriate action, Mitigate, Accept, Avoid or Transfer the risk.


Governance Risk & Compliance

v" Observance of relevant
laws, regulations, and

corporate policies

v"  Relies on governance

standards and risk

tolerance

Jasis herwy.
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Compliance is the observance of relevant laws, regulations and corporate policies to maintain the integrity of your business operations. This ensures you’re not only successful in achieving your business objectives, but also keeping your employees safe, your customers satisfied and your reputation solid.  Compliance is ongoing, it’s not a one and done, as we’ve seen with the regulatory changes that came about as a result of the pandemic, with loan accommodations, forbearances, PPP loans, ACH fraud/fraud prevention practices, SBA payments and corresponding fraud and incident response. Every employee at your institution should understand how their job supports these activities, and they need to know what is expected of them in terms of compliance. So your governance standards should be made clear and available to your employees, and they should be aligned with your risk tolerance and your org structure.



The Three Lines of Defense Model

Governing Body / Board / Audit Committee

Senior Management

t t) t ]

1st Line of Defense Znd Line of Defense 3rd Line of Defense
Financial Control

Management Internal Risk Management Internal

Control :
Controls Riaer ey Quality Audit

Inspection

Accountability, reporting ! Delegation, direction, Alignment, communication
: resources, oversight coordination, collaboration

I.IC'( henr Source: lIA — Institute of Internal Auditors — www.na.theiia.org
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Institute of Internal Auditors (IIA) – Now called the Three Lines Model
“Originally the Three Lines of Defense, the model has gained popularity for organizing governance and risk management in organizations.”
It’s about alignment, collaboration and accountability of interactions and responsibilities of key players 

https://na.theiia.org/news/press-releases/Pages/IIA-Issues-Important-Update-to-Three-Lines-Model.aspx



Today’s “Silo”

Business Risk
Continuity Assessments

Security
Training

Audits/Exams
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Optional format for this slide


Why GRC
Platform

Improve Business o
Resiliency >

Jaclchenry
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Ultimately you want to rest assured that when things go bump in the night you can recover quickly. A GRC platform can help you prepare recovery plans that truly address the needs of your workforce in the event of an outage or work disruption. You can build, store and reference business impact analysis that determine the priority to recover the resources you need to bring back your critical processes and continue to support your customers.


Why GRC
Platform

Mitigate
Cyber Threats

Jaclchenry
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Presenter
Presentation Notes
A by product of efficiency gain is risk mitigation. You want to get everyone speaking the same language of compliance, risk and controls. You want employee awareness of their responsibilities for information protection, an also awareness of what is happening outside. We mentioned earlier the examples of ACH and SBA payment fraud. That is important information for you cash management employees to know, to be vigilant when processing batches. For your IT or Security department to implement additional layers to detect fraudulent activity. Knowing where your risk is helps mitigate those cyber threats.


Why GRC
Platform

Reduce
Guesswork
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We talked about saving time making business decisions. GRC platforms can also reduce the guesswork we sometimes find ourselves doing when figuring out if we want a physical or a virtual server. Deciding if we can sustain a remote workforce: we have enough firewalls and laptops, but do we have enough VPN licenses? And can our employees work securely from their remote locations?


Why GRC
Platform

Reduce Burden

Jg*’g!gCHTESﬁx


Presenter
Presentation Notes
We talked about labor costs and overtime. Technology solutions are always the alternative to manual processes and GRC is no different. Bringing departments together to use one common repository, on software solution, can also reduce the burden of having to maintain separate software licenses and employee access.


Why GRC
Platform

Save Time
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A GRC platform saves time in the long run. Time to make decisions based on reliable information. For example mobile deposits. What is the risk of allowing your customers the ability to deposit money into their accounts from their mobile phone? What is the cost of implementing technology controls to bring that risk to an acceptable level? How will your network be impacted (good and bad)? Do you have contingency plans in place to ensure any disruptions are addressed properly? What policies need to change in order to keep the process compliant? 

Those decisions can be made quickly when you have the data readily available to provide the answers.


Why GRC
Platform

Save Money

Jasis herwy.
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A GRC platform can save money when you compare the cost of the individual systems you use in your silos the labor costs--employees working overtime to update all those spreadsheets. Even the potential cost of a breach should you not have the right controls in place because you didn’t have visibility into the state of your environment.


Why GRC
Platform

Gain
Efficiencies

Jasis herwy.
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All these things bring about efficiencies, when you save time, save money, reduce employee burden and guesswork.


GRC Automated

Business
Continuity

Security
Training

Jg“g!lC‘)CiATES INC. x

Risk
Assessments

Audit/
Exam Info

Vendor
Management

Incident
Response

Info Security
Policies

Reporting

HOLISTIC VIEW

Common Database
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This is what it looks like. An automated GRC platform unifies the data you need to maintain your BCP, Risk Assmt, Vendors, Policies, Reports, Incidents, Audits and Security training. Let’s look at a GRC platform in action.


GRC in Action

* Asset Classification

Governance

 Risk Assessment

Risk Management

» Recovery Planning

* Vendor Management

Compliance

 Policies

Jack henry.
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Fundamentally, GRC centers on information assets and business processes. An Asset inventory and Business Process inventory are important. From there you can perform and document risk assessments, control validation and recovery planning. And of course reporting. We’ll take a look at how all this is possible in a GRC platform.


GRC in Action

» Asset Classification - helps prioritize the efforts to
assess and protect information assets which are
critical to business operations.

» Threats — helps identify high-risk assets to be
protected.
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First you should classify your asset inventory. This helps to prioritize…(read slide). Classify your assets based on the threats they are prone to. This helps…(read slide). Let’s take a look at some examples…


GRC in Action

« Examples

Asset Types

v’ Server

" & ASS'C‘)GATES INC.'"

v" Network
v’ Storage
v Office

v Software

Threats

Natural

Insider

External
Technical
Vendor/3™ Party
Cybersecurity

NN N X X X
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Financial institutions can classify information assets into these high-level asset types. In turn, each asset should be rated based on the threat that applies.


£9

tent » Technology and Asset Repository ){AEC Bank - ABC DC 1 ]

Asset Type  Asset Type
SERVNVM-Domain Controller

Environment Production

Asset Owner
Asset Additional Info

Asset Location
Comments

Asset Owner Comments

Asset Classification

Location

Transaction Volume @ 0 - Not Applicable

Asset Criticality (@@ 5

Data Sensitivity . 5

Impact Score )

Business Process

Asset Location

Customer/fMember Data

Confidential Data

Internal Use Only Data

Saved: 9/8/2020 2:00 PM (Edit Recurdj(cmsej =

® ves

® ves

® ves

Impact Rating

@ 5 - Catastrophic
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Here is an example of a server asset with it’s corresponding classification. The impact rating is derived from the threats that apply to that specific asset. This in turn informs the risk level, which we’ll see next.


GRC in Action

» Risk and Control Categories — provides a unified
approach to protect information assets critical to

business operations.

* Risk Appetite — important to determine which
and how much risk the Bank is willing to
accept.
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It is important to establish common risk categories and common control categories that apply across the entire institution. Examples of “Enterprise-level” risk categories include: Financial, Compliance / Legal, Operational, Reputation, Strategic
Risk Appetite is defined in terms of these categories. You might have a lower appetite for Reputation risk, meaning a limited tolerance for issues that could impact the FI’s mission, vision or customer satisfaction. Conversely, you might have a higher appetite for Strategic risk, meaning you’re willing to tolerate certain issues if the long-term benefit is greater.
Anything related to those enterprise risks will then need to align to the associated appetite for such risks. By ‘anything’ we mean information assets, business processes, data and personnel. So people, processes and technology.



Content » Technology and Asset Repository »[AEC Bank - ABC DC 1]_

Inherent Risk Evaluation

Inherent Risk Rating

Overall Inherent Risk
Score

Related Controls

Count of Applicable
Controls

Related Organizational
Control(s)

Residual Risk

Mitigation Score

Risk Reduction Score

Jack henry.

L&

® 4-Major

Control ID

GCO01 - Weyland-Yutani
Corporation

AMOO1 — Access Controls

0.68

0.34

Count of Applicable 5
Threats

Sum of Inherent Risk 95

Scores
Control Name Owner Control In Current Control Validation
Place? Score
Board Approved |5 Policies o Yes 3
Role-Based Access © Yes 5

Residual Risk Score 126

Residual Risk Rating @ 4 - Major

Current Overall Control
Rating

@ G- Partial 50% or
Greater

& C - Effective with
Comments

© 2020 Jack Henry & Associates, Inc.®
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Here we see the Inherent risk rating of our server, the related controls that should be applied. Now keep in mind this a brief example. There are many controls that would apply to this server beyond the two that you see here. Consequently the Residual Risk rating would likely change once all controls have been factored in. but you start to see the connection. Once all your assets have been classified and assessed, you can generate reports and visuals like these…


=% Risk Management > Risk Management

Inherent Risk Heat Map

Residual Risk Heat Map
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y_’ RISK-2 Financial Employee Strike & Minor 3 3 - Moderate .. 1-Slow 3 y_’ RISK-6 Business Financial 2/5/2019 Moderate @ Good 513 1 Maoderate
Operational Continuity IT
Strateqic Operational
# RISKE-3 Reputational Corporate Moderate ] ¢ Z-Temporary 2 - Average 72 # RISK-9  Ineffective Security Operational 2/6/2019 Moderate . Excellent 3.42 1 & Minor
Reputational Risk Controls
# RISK4 Financial Financial Material ® Major 12 @ 4-Enduring 2 - Average 11.25 # RISK-12  Risk of Financial Compliance  2/1/2019 Moderate Adequate 7.65 1 Moderate
Reputational Misstatement - Loss Financial -
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Inherent Risk Rating %
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| | Risk Title Business Owner i Risk Category i Inherent Risk Rating Current Inherent Ri.._'.l Residual Impact Rating | Criticality
» # Money Laundering Jason Rohlf Financial @ Catastrophic 20 @& 2-Minor ™. High
Reputational
> Z_ Financial Material Misstatement Jason Rohlf Financial @& Major 12 3 - Moderate /™= pAedium
Reputational
» # DataBreach Kyle Graves Financial @& Major 12 3 - Moderate ™ Medium
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The dashboard graphics helps consolidate the results, giving you a one-stop place to inform your decisions. The platform gives you the flexibility to establish relationships and dependencies.


GRC in Action

* Recovery Planning — ensures response capabilities to
safeguard employees, customers and business assets

during a disruptive event.

* BIA (Business Impact Analysis) — should align
with your risk appetite.
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On the BCP side, Recovery Planning in GRC ensures…(read slide). We mentioned business process in our early talk about asset classification. The BIA is where you rate and prioritize those activities that are critical to your business, to help establish the priority for recovery. And again all this aligns with your risk appetite.



Content » Technology and Asset Repository »[AEC Bank - ABC DC 1]_

Business Impact Analysis

Description Domain Controllers

Data Related? No

Recovery Time

Capability (RTC) 0+ 'S

Off Site Storage
Locations

Supplier(s) Servers R Us

Recovery Priority 2

Business Impact

Servers-Domain Controller

Analysis
BIA Notes
"gzgs'grmﬁes IINlCu.x

Recovery Point
Objective (RPO)

Maximum Allowable
Downtime (MAD)

Recovery Strategy

Maintenance Provider(s)

Recovery Sequence

A=No Data Loss Acceptable

4 hrs

Backup Equipment

Gladiator Technology

2

© 2020 Jack Henry & Associates, Inc.®

26


Presenter
Presentation Notes
Here is an example of the high-level information from a BIA which is dependent on our server. Notice how the data from the BIA has populated the Asset Inventory profile for this asset.


Content » Technology and Asset Repository »[AEC Bank - ABC DC 1] _

Business Continuity Plans

Recovery Plans Title Type Plan Owner Status Related Incident Status
Oxford Hurricane Plan Crisis Management ABC Bank — Sara Lee @ Compliant & No Open Incidents
Oxford Accounting BCP Plan Crisis Management ABC Bank — Sara Lee @ cCompliant @ No Open Incidents
Jjack henry
& ASSOHCIATES INC.
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And when it’s time to recover a business process for a department, we see that this asset is part of the plan.


% Continuity and Recovery > Continuity & Recovery Management ¥

Applications by Tier and Plan Status Continuity and Recovery Plans by Status

Record Count
by Overall Plan Status

Tier 0
Tier 1
Tier 2

Application Tier

Tier 3

Draft, 5 -,

—
2 4 3 8

Record Count

Recovery Plan Status
B Compliant In Review [l Non-Compliant Mo Aetive Plans

| ‘ Name Application Tier Financially Significant Recovery Plan Status

[*

2901 Voice bundle PYDM3-16 Tier 2 ® No @ HNo Active Plans -
UC license pac

BIG-IP Virtual Ed Local Traffic & Tier1 ® No % InReview
Mar Lic B

BIG-IP Virtual Ed-Local Traffic & Tier1l ? No @ HNo Active Plans
war Lic

Client X¥Z database host ’ Tiero Yes Q Compliant

CMHPAYGDAW123456 & Tier3 ? No @ No Active Plans w7
20 items Total: 8

[

[

Awaiting Test and Attestation, 3

~ %

BCP Test Summary
4

—

;

Data Breach Data Center Outage ERF BIA 2020 - BCDR Flan Flood Control Network Outage Terrarism,/Piracy

Count On Last Test Result
a2

Related Continuity and Recovery Plan

Last Test Result
B TestIn Process [l Passed [l Mo Tests Performed

Related Continuity and Recovery Plan Title | Last Test Result Last Test Date MNext Test Date

Data Breach Wipe Device Data ® Passed 1122007 mzm7
Data Center Outage Test and validate communications equipment o Passed 7317208 8/30/2018
Data Center Outage Back up and Recovery @ Passed 7/31/2018 10/29/2018
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The dashboard graphics helps consolidate the results, giving you a one-stop place to inform your decisions. The platform gives you the flexibility to establish relationships and dependencies.


GRC in Action

» Vendor Management — provides visibility into your third
party providers and their associated risks.
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Vendor Management plays an important role in your enterprise risk program



Vender Management

Vendor Risk Management v

Vendors by Risk Assessment Rating

= Assesament in Process
g
&
— High
o
E
@
o Medium
@
3
g L
- ow
g
Mot Assessed
10
Record Count
Vendor Name + | Vendor Type Relationship Owner Spend - Tota... | Criticality Rating 1 | Last Risk Assessment Rating
;_’ ABC Company Consulting Services Chris Pantaenius $247,500 ‘ High ‘ Low -
# ABC Hosting Telecom and Kyle Graves $2,250,000 ‘ High . Low
Metworking
;_’ Calahan, Drake and Thompson  Business Services Chris Pantaenius 50 ‘ High ‘ Low
Legal
,I_’ Cloudify Software Jason Rohlf S0 ‘ High g Assessment in Process
,I_’ Federal Reserve Financial Services Faith Wray S0 ‘ High @ Not Assessed
# __GRC Svstems Inc Consulting Service Jason Rohlf 50 & Hioh T _Assessment in Process
Total:
$11,772,500
19 items
Vendors by Relationship Owner =
g
= 6
8
= 4
o
2
€ 2
0 -
e
Chris Pantaenius Faith Wray Jason Rehlf Kyle Graves Michael Elumreich
Relationship Owner
Vendor Status
W Draft W Awsaiting Survey Results [l Awaiting Compliance Review W Awaiting Legal Review Ml Awaiting Final VRM Review W Active
| | Vendor Name + | Relationship Owner ‘| Vendor Status Vendor Tier | Criticality Rating
> .i ABC Company Chris Pantaenius ° Active Tier2 . High -
» & (Calahan, Drake and Thompson  Chris Pantaenius @ Awaiting Survey Results & Tier3 @ High
» & InfoTech Chris Pantaenius [] Awaiting Final VRM Review 4 Tier 3 Medium

Vendors by Status

Awaiting Compliance Review, 2

Awaiting Legal Review, 2 -

Record Count
by Vendor Status

Awaiting Survey Results, 8 -
|

Awaiting Final VRM Review, 2 -/

Vendors by Criticality

Low
on
£
]
[
E Medium
L
a2
B
Q
Hiah

Total: 19

Draft, 1

T Active, 4

2
-]
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Vendor Management – Allows you to track all your vendors. Other types of activity you can track include:
Contracts by Type and Status – License Agreements, Master Services Agreements, Statement of Work
Vendors with Contracts approaching expiration
Vendor Spend by Department


icy Management > Policies and Reqgulations »

Policies by Owner

Pending Policy Reviews

O ‘ ‘ Policy ID 1| Name Owner Review Status
Od £ 00 Vendor Security Risk Michael Blumreich Z Awaiting Review -
Chris Pamtaenius 1 Management a
Od # POL-1900 Stored Cardholder Data Policy  Kyle Graves Z Awaiting Review
O # TEST Vendor Security Risk Jason Rohif Z Awaiting Review
Jason Rohlf 5 Management Standard -
3 items
5
£ Kyle Graves 3
=]
Michael Blumreich 1
Stacy Hamilton 1
[u] 1 2 3 4

Record Count

Policies with Inactive Owners

Regulatory Changes Awaiting Review

O« ‘ | UCF Authority Document Change Date Review Status O | ‘ Policy ID 1 | Name Statement Category Owner Inactive Owner ...
O # FFIECIT Examination Handbook - Information  9/14/2017 9:20 AM [™ Cpen - O # on Vendor Security  Statement Operations ~ Michael [™® |nactive -
Security Risk Management Blumreich owner
O # FFIECIT Examination Handbook - Management 9/14/2017 9:21 AM | Open 0O # PoL-1100 Configuration Policy: Information  Kyle Graves | |nactive
. L Standards Polic Technolo
O # FFIECIT Examination Handbook - Management  2/2/2018 1:09 PM /™ Open Y. Aconfiguration standards & Owner
O # FFIECIT Examination Handbook - Management  2/2/2018 1:10 PM |™ Open document shall be created and
maintained for each class of
O i FFIEC IT Examination Handbook - Operations,  9/14/2017 9:21 AM | Open device that is installed into
July 2004 and/or connected directly to
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Policies – Allows you to track your policies to ensure they reflect your current environment.


B
Where to Start?

* In-House vs. Outsourced GRC platform
« Cost

« Hardware & software fees

* Implementation

« Ongoing administration

« Access to 3 Party expertise

* Internal Resources
+ Risk Management Committee
» Information Security/IT Steering
« Communication
* Integration
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Finally, some areas where you can start to evaluate an automated solution for your GRC strategy:  GRC software has been in the marketplace for quite some time. Most solutions require software to be installed on premise, which in turns require hardware to run and all the things that go along with implementation, care and feed of the solution and of course using the solution. Lately we have seen more SaaS deployments of GRC solutions, which reduce the capital expenditure and, in some cases eliminates the need for your internal staff to implement, care and feed the system. So we suggest doing a cost benefit exercise to determine, first of all, which solution will be the best fit for your organization.
Then, align your internal resources to make use of as much of the full solution as possible. Leverage any committees that exist, perhaps consider a steering committee to develop an implementation plan to integrate risk and compliance across technology, vendor management, compliance, business continuity and information security areas, as they may apply to your institution.
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Taking steps to remain vigilant and to facilitate a

« Whitepapers
Cybersecurity: An
Essential Competency
for Credit Unions

o

more secure online workplace.

LEARN MORE
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 Published articles

READ ARTICLE

« Cybersecurity Forums

Cybersecurity Resources to Help Secure Your Institution and
Protect Account Holders

Today, the separation between our online and offline lives continues to blur. To stay ahead in
the battle for cybersecurity, it is critical to take steps to remain vigilant and help facilitate a

Remote User VPN
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Crisis Accentuates Need
for Proactive Data
Security
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Ransomware Is Alive and
Well: 6 Questions You
Need to Ask About Your
Data Recovery Plans

By Eric Fick_ Centurion (from FinTaik).

READ THE BLOG
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Web Application
Cybersecurity: Not Just
for Audits Anymore

By Robert Hudecsk, JHA from
Fin Tl

READ THE BLOG

Symitar

Access — How to
Manage Through the
Pandemic
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Gladiator™ IT Regulatory Compliance Services

GRC SaaS Platform

Virtual Information Security Officer
InfoSec Asset Based Risk Assessment
Written Information Security Policy

» Business Continuity Management
Come, Vendor Management

Security Education Services

¢

* “Unleashing the Power of GRC” — Blog

— https://discover.jackhenry.com/fintalk/unleashing-the-power-of-grc

» “Security Risk Assessments — A Balance of Risk and Controls”

— https://discover.jackhenry.com/fintalk/security-risk-assessments-a-balance-of-risk-and-controls
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